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Executive Summary

With ever increasing availability to the Internet and access to all manner of
information at all times, the health care industry is far behind many other
industries in providing access to patient information. Patients expect privacy while
at the same time gaining access to state of the art health care. Providing doctors
and health care providers with access to a patient’s complete medical record, no
matter where the patient seeks treatment or preventive care, can aid in decreasing
preventable medical errors.

Housecare seeks to provide a technical and business solution to the currently data-
separated health care industry by first creating interoperability across several
electronic medical record (EMR) standards as well as providing communication
across hospital information systems.

The Technical approach to Mediprise will be to build a web service to hospitals
already running EMR systems that will provide updated records and
interoperability with other healthcare entities using different EMR standards.
Mediprise is initially focused on providing interoperability for three major EMR
standards: HL7, ANSI X12, and ASTM CCR. These are some of the more popular and
complete standards currently used in major EMR management systems. Mediprise
will provide continuous access to the Mediprise network, which will consist of a
secure repository of Mediprise entity medical files. Mediprise will then provide
healthare entities with updates automatically and seamlessly with whatever
physical EMR solution they are currently using, causing zero impact to their
existing workflow. As Mediprise expands to more entities, Housecare will
incorporate additional capabilities, adding additional file formats and expanding to
laboratory and ambulatory records, as well as ultimately launching a Housecare
EMR aimed at smaller doctors offices.

The business approach to implementing the Mediprise System is to focus initially
on Not-for-Profit hospitals. Non-Profit hospitals are an ideal initial customer for
Mediprise. Non-Profit’s are eligible for federal grants for enhancing their EMR
interoperability, and are already running some of the most sophisticated EMR’s
developed. Mediprise will be offered to them as a subscription, paid monthly to
provide updates as well as access to all Mediprise records for ‘secondary’ use. (i.e.
epidemiology studies, long term drug effects, etc.) As more hospitals join the
Mediprise network, Housecare will expand to private hospitals and smaller doctors
offices, as well as lowering prices to entice new customers.

Over a 10 year period, Housecare predicts a cumulative NPV of $28,000,000, while
simulations show a 0% probability of a negative NPV over 10 years, there isa 17%
probability of negative NPV in the first 5 years. Mediprise is a good long-term
prospect, but risky if goals cannot be met within the first years.
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1 Introduction

1.1 Background

In 1999, the Institute of Medicine (IOM) used the results of two major studies, one
based on data from Colorado and Utah and the other from New York to report on
the extent of adverse events in the health care industry. Extrapolating those results
over the 33.6 million hospital admissions per year, it was estimated that 44,000
people die and $17 billion are lost each year due to preventable medical errors. "An
adverse event is defined as an injury caused by medical management rather than
by the underlying disease or condition of the patient."[1]

In the New York report, it was found that adverse events that required prolonged
hospitalization or disability occurred in 3.7 percent of the hospitalizations. Of
those, 58 percent were due to errors and 27.6 percent were due to negligence.
"Although most of these adverse events gave rise to disability lasting less than six
months, 13.6 percent resulted in death and 2.6 percent caused permanently
disabling injuries. Drug complications were the most common type of adverse
event (19 percent), followed by wound infections (14 percent) and technical
complications (13 percent)."[1]

This represents only a small portion of the problem since the sample population
was limited only to admitted hospital patients and did not include ambulatory,
outpatient, physicians offices, pharmacies, etc. [1]

1.2 Problem Statement

The healthcare industry is primarily still dependent on paper based medical
records that are decentralized, poorly accessible, and redundant.

A myriad of tools are already available to manage medical records electronically,
but lack of national standards, lack of trust in the ability to secure data, and poor
interoperability has hampered the industry from adopting Electronic Medical
Records (EMRs) and has prevented the medical industry from delivering the best
quality services to patients.

The current system has resulted in the loss of important patient medical
information, the inability of doctors to collaborate, medical errors, and an often
negative experience for patients and health care providers alike.

Disconnects in health care communication systems can result in consequences
ranging from inconveniences to fatalities and cost upward of $17 billion annually.

1.3 Team Role

The HouseCare Team is a small Systems Integration and Software IT company
specializing in solutions for the healthcare industry.
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1.4 Mission Statement

The HouseCare Mission Statement is to develop an architecture and business plan
for a fully integrated and standardized electronic healthcare management system
(Mediprise) to be used by patients, healthcare providers, and pharmacies. Initial
functionality should be delivered in the early 2010 timeframe and extend through
2018.

2 Project Definition

2.1 Scope
The HouseCare Mediprise Architecture will:

e Provide Patients with access to medical records and patient information

e Provide Hospitals and Hospital with access to up-to-date Medical Records,
Collaboration tools, and Cross-Facility Communication across hospital
enterprises

e Provide non-EMR hospitals with recommendations as to what systems to
adopt to interface with our system

e Provide Pharmacies with access to prescription information for the purpose
of filling patient prescriptions as requested by the patient.

2.2 Project Intent

The HouseCare group is taking on the responsibility of developing an initial
architecture for a federated healthcare information system aimed at value for
better patient services and better access to complete medical records in addition to
a business plan and roadmap for the best way to implement the architecture. In
order to limit the complexity of our project to one that is achievable within 14
weeks, we have chosen the following limitations for our project:

e The HouseCare team will not develop a physical information system.
Instead it will deliver an architecture only.

e The Mediprise system will support only a few, currently only three, of the
medical industry standard systems for handling medical data.

e The Mediprise system will be targeted towards hospitals that already
maintain medical record information systems that are compatible with the
HouseCare system.

e For hospitals without HouseCare compatible information systems, the
HouseCare team will only recommend system packages that include third
party systems. These recommended packages will provide the capability for
the hospital to maintain their medical records, interface with the HouseCare
system, and collaborate with other hospitals already on the HouseCare
system.

e The HouseCare group will also deliver an executable model of the system
modeled with Petri Nets and using the CPN Tools package.
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e The HouseCare group will provide an analysis of possible business
strategies to rollout the Mediprise system, and based on that analysis,
choose the best strategy to maximize early adoption and extend capabilities
and services over the next 10 years.

Using these limitations the HouseCare group will be able to deliver a feasible
architecture capable of accomplishing our mission statement.

2.3 Approach

Housecare will develop both a technical solution, following the Project
Development Process outlined in Section 4.1. The technical case will address the
physical implementation of Mediprise, while the business care will address the
financial and marketing strategy.

In determining how to approach the technical implementation of the Mediprise
service, two main choices were considered: creating a new Health Information
Standard, or letting Hospitals keep their existing standards and providing
conversion services between hospitals.

One of the major obstacles in implementing a fully integrated national Electronic
Medical Record and Health Information system is that there is no single approved
standard used in the industry at this time. One of the solutions HouseCare
considered was to implement a new standard to ensure compatibility between
Mediprise entities. Technically, this would be the simplest solution, guaranteeing
seamless and quick inter-Mediprise entity communications. However, after
discussing the impact this would have on Hospitals that have already invested
millions into sophisticated EMR systems, introducing a new standard provides no
advantage to the customer, and would in fact incur additional costs and disruption
to existing workflow.

The second option HouseCare discussed was providing a service that would
convert common standards. Since there are numerous EMR systems that are
already designed, built, and in use all over the country, HouseCare feels that this is
best strategy for long-term success in the Health IT industry. HouseCare’s initial
product will provide a way in which systems using different EMR software with
different standards can share medical records, without disrupting or changing the
existing systems a hospital may use, at a low cost while providing sufficient
information assurance. HouseCare envisions once this initial communications
framework is implemented, we can expand into additional capabilities, such as
including additional standards, expanding to laboratory or ambulatory records,
providing direct online doctor-to-doctor collaboration, etc., with the ultimate goal
to transform healthcare, and achieve market dominance of the Healthcare IT
industry.

From a business perspective, since the healthcare providers (hospitals,
pharmacies) will ultimately be responsible for purchasing and maintaining
HouseCare IT services, we will investigate the ways in which the HouseCare
Mediprise can be sold feasibly. The current 2009 stimulus package incentives, in
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addition to partnerships, and marketing potential value to medical research are all
methods HouseCare can potentially leverage to make Mediprise successful.

2.4

Expected Result

The expected result is a complete architecture and a feasible business case for
HouseCare services to maximize early adoption and expand capabilities and
services over the next 10 years.

2.5

HouseCare Guiding Principles

HouseCare’s guiding principles include:

To provide improvements to the existing Healthcare IT infrastructure by
connecting hospitals, pharmacies and patients

To reduce the wasted time, labor, and materials associated with entering
medical records data

To aid in the overall reduction of preventable medical errors by making
EMR systems more effective and interoperable

To continue the success of our initial project and expand our services into
additional sectors of the healthcare industry, slowly incorporating
ambulatory, laboratory, and additional communication systems, potentially
partnering with an EMR provider to achieve market dominance.

3 Stakeholder Analysis

3.1

Identified Stakeholders

The HouseCare Team identified the following key stakeholders of the Mediprise:

Healthcare Professionals (Doctors)
Patients

Hospital Management
HouseCare Corporate Office
Healthcare Staff (Nurses)
Board of Trustees

Federal Government

Elected Public Officials
Pharmacies
Students/Teachers/Trainers
Software/System Vendors
GMU SEOR Faculty

The needs and wants of the Mediprise stakeholders have been identified for the
purposes of performing a stakeholder value mapping. This stakeholder value
mapping will ensure that HouseCare is designing Mediprise to meet the needs and
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wants of our stakeholders. Assurance that the project is consistent with the values
associated with the above-identified stakeholders will be achieved by using a
cyclical Project Development Process (PDP), so as we add or change functionality,
we re-visit and re-evaluate valid stakeholders and their needs/wants.

3.2 Stakeholder Needs/Wants Analysis

Once the stakeholders were identified, HouseCare took each stakeholder and
identified the basic needs and wants as identified in Table 1 -Stakeholder
Needs/Wants Analysis.
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Table 1 -Stakeholder Needs/Wants Analysis

Stakeholders

Needs

Wants

Health Care Professionals

Accurate Medical History
Accountability
Access to accurate drug information

Better communication with other doctors

Better Technology (Innovation)

Better relationships with patients

More individuals interested in the field

Healthier Patients

Fewer malpractice lawsuits

More resources (equipment, staff)

More control of practices

Patient Satisfaction

Streamlined Process

Access to healthcare

Fewer working hours

Patients

Access to healthcare

Availabmty

Access to prescribed medication

Coverage for uninsured

Confidentiality and Security

Improved quality of care and reduced
medical errors

Privacy Less paperwork

Protection from harm and/or injury Less wait time to see doctors
Reliability More affordable healthcare/medication
Safety More efficiency in hospitals

Online accessibility

Good Customer Service

On-time scheduled appointments

Equipped facilities

Assurance that they will receive proper care

Benevolence when sick

High quality healthcare

Communication

Hospital Management

Cost containment

Better Hospital Recognition

Accountability

Better Technology

Auditability

More Funding

More Staff

Better Facility

Satisfied Patients

Corporate Office

Cost containment

Better Hospital Recognition

Increased Reputation

Health Care Staff (Nurses)

Accurate Medical History

Better communication with doctors

Accurate Treatment Instructions

Better relationships with patients

Healthier Patients

Better Technology

Fewer working hours

More resources (equipment, staff)

Patient Satisfaction

Fewer responsibilities

Board of Trustees

Profitabmty

Clear understanding of roles

Adhering to required regulations

More funding from government or private
investors

Better oversight of hospital

Better management of assets

Better management of funds

Ethical Responsibility

Federal Government/Elected Public
Officials

Accountability

Cooperation with the healthcare industry

Satisified Citizens

Pharmacies

Accountability

Ability to detect when patient needs
prescription refilled

Reliability

Safety

Ability to detect when different medicine may
pose a problem to patient

Students/Teachers/Trainers

Access educational information

More useful tools

Better technology

Good training material

Reliabmty More Consumers
Safety Greater profits
V -
Software/System Vendors Access to healthcare industry
Capital

SEOR Faculty

Executable projects

Successful project execution

3.3 Stakeholder Needs Analysis Matrix

In the Stakeholder Needs Analysis Matrix, we have weighed the individual
stakeholder groups based on their importance to the Mediprise System and
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normalized their weights. Using the Wisdom of Crowds method [2], we then
determined the ranking of each need for each stakeholder group. The Stakeholder
values were then scored based on the stakeholder group weights. This resulted in a
weighted list of values (See Table 2). The highest-ranking stakeholder values are
listed below:

1. Information Security - Need to ensure that sensitive medical records can be
secured and only accessed by authorized individuals.

2. Streamlined Process-Interactions between patients, doctors, pharmacists
across separate organizations should be streamlined and less cumbersome
resulting in reduction in costs as well as improved healthcare.

3. High Healthcare Quality - Providing access to electronic medical records
that are up to date and complete will aid in higher quality healthcare and
diagnostic capabilities with fewer errors.

4. Innovations-Transform the manner in which the healthcare community
communicates to push the healthcare industry to utilize 21st century
technology and communicate seamlessly across enterprises.

5. Access to Healthcare - Empower patients to take increased ownership into
their own healthcare and become more informed. Ease of use.

HouseCare will continually evaluate the architecture against these most critical
stakeholder values to ensure that stakeholder needs are met. Performing the
Quality Function Deployment (QFD) shown in Section 3.6, the functions are then
ranked with respect to the values that the stakeholder groups find most important.
Continually returning to the Stakeholder needs and ensuring they are properly
ranked, as well as, ensuring the functions of Mediprise are properly aligned with
the values of each stakeholder group will ensure that Mediprise meets the needs
and wants of the stakeholder.
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Table 2 - Stakeholder Needs Analysis Matrix

Stakeholder

Healthcare Staff (nurses, techs)
Students, Interns, Teachers
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Patients
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Pharmacies
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Need Ranking
0 Mot used
1 Mot useful

2 Useful to some extent

3 Satisfactory
4 Good
5 Excellent

The IDEF0 shows the inputs, outputs, mechanisms and controls of the Mediprise System
(See Figure 1 - IDEF0). For inputs, Mediprise will receive Prescription Data, Patient
Information Data, and Medical Diagnosis Data. Controls for the Mediprise system are
Privacy Laws and Security, since these are vital to delivering a usable system. The
output then provides Centralized Medical Records that can push updates to hospitals

which in turn, leads to improved patient care since medical records will be more

complete and accessible.
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Privacy Laws

Security of Medical Records

.l:l

Prescriptions ————™
Patient Infarmation ————™

Fravide —® Cenbralized Medical Recards

Enterprise Health
Medical Diagnosis ————M™  Care Services

—® Improved Patient Care

Date: Author:
Monday, February 09, 2009 Unitversity User
Mumber: Mame:
1] {University) Provide Enterprise Health Care Services

Figure 1 - IDEFO

3.5 Functional Decomposition

The functional decomposition breaks the Mediprise System into its individual
functions in order to describe the overall functionality of the System. Initial
functionality was derived from the stakeholder needs and wants. HouseCare
decomposed the Mediprise functionality to up to five levels.

The highest level functional decomposition, the Level 1, is simply the ‘Provide
Enterprise Health Care Services’ Function (See Figure 2 - Level 1 & 2 Functional
Decomposition). Level 2 breaks down that single function into its 5 main

components:

e Provide Communication Services - This function handles all the Mediprise to
Mediprise entity communication, from updates to alerts.

e Provide Information Assurance Services - This is the function that handles all
information security, authentication, and encryption to ensure that no data
is compromised or given to the wrong person,

e Provide Prescription Services - This is the Prescription services function,
handling all functions associated with electronic prescription services.
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e Maintain Patient Information - This is the Patient data services function,
handling all functions associated with medical record services.

e Provide User Interfaces - This function provides the interface for the patients
who will access the system and be able to review, edit, and manage their
medical information online.

o]
Provide Enterprise
Health Care Services
Function
|
| | | | |
1 4
Provide Provide Infarmation Provide Prescripkion Mairkain Patient Provide Patient Usar
Communication Sery. .. Assurance Services Services Information Interfaces
Function Funckion Function Function Function
Date: Author !
Saturday, March 07, 2009 University User
rumber ! rame:
0 {University) Provide Enterprise Health Care Services

Figure 2 - Level 1 & 2 Functional Decomposition
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3.5.1 Provide Communications Services

The Provide Communication Services Function is broken down further into levels
3-5. The Communication layer provides 2 basic communication functions,
transferring Medical data, and managing alerts and reminders. The transfer of
Medical data is further broken down into 3 functions:

e Transferring Medical Data to Entities Outside the Mediprise: This covers the
scenario when a patient goes to a doctor or hospital that is not currently
part of the Mediprise service, but instead of re-entering in all the medical
history information, Mediprise will allow the patient to export the patient’s
records in a format that non-Mediprise entities can read.

e Transferring Medical Data to a Mediprise Entity: This covers one of the core
services of Mediprise which is transferring data stored on the Mediprise
servers to entities (Hospitals, Pharmacies, etc.) with the Mediprise service.

e Transfer to Mediprise: This covers the communication from Mediprise
entities back up to the Mediprise servers, so that up-to-date data is always
available on the Mediprise servers.

The communication layer also handles the issuing of alerts and reminders in
whatever format a user has designated as the preferred method in their patient
information.

The rest of the functional decomposition can be seen in Appendix II: Functional
Decomposition. See Figure 25 - Level 3-5 Function Decomposition of
Communications Service.

3.5.2 Provide Information Assurance Services

The Provide Information Assurance Function is broken down further into 3rd and
4th layers. The information assurance layer handles Confidentiality, Authenticity,
Availability and Non-repudiation functions to ensure the data is secure, the user is
the person they say they are, and the right people are given access to the right data.
See Figure 26 - Level 3-4 Functional Decomposition of Information Assurance.

3.5.3 Provide Prescription Services

The Provide Prescription Services Function is broken down further into 3rd and
4th layers. This layer handles the Mediprise services associated with prescription
management. This function updates and monitors existing prescriptions, checks for
expiration or interaction issues as well as possible prescription abuse. See Figure
27 - Level 3-4 Functional Decomposition of Provide Prescription Services.

3.5.4 Maintain Patient Information

The Maintain Patient Information Function is broken down further into 3rd and 4th
layers. This layer handles the Mediprise services associated with Patient
Information Management. This consists of three main functions:
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e Maintain Patient Medical Records: This covers the basic functions associated
with creating and keeping a Mediprise Medical Records up to date. This
function schedules and executes updates to the Mediprise Patient file, as
well as creating a new Mediprise Record, and performing the internal data
format conversion if necessary.

e Maintain Patient Preferences: This handles keeping track of a particular
patient’s preferred method of communication for alerts (email, page, text,
etc), maintains the calendar of reminders like upcoming appointments or
expiring prescriptions, and also maintains who has access to a particular
patient record. (Guardians, family members, etc.)

e Backup Patient Information: This function creates a backup of all Mediprise
Patient Information in the case of server failure or data loss.

See Figure 28 - Level 3-4 Functional Decomposition of Maintain Patient
Information.

3.5.5 Provide Patient User Interfaces

The Provide Patient User Interfaces Function is broken down further into a third
layer. This function gives the patient an interface in which to specify their alert
method, add events to or view their calendar, view their Medical data, and update
their information. See Figure 29 - Level 3 Function Decomposition of Provide
Patient User Interfaces.

3.6 Stakeholder QFD Analysis

HouseCare performed a Quality Function Deployment (QFD) analysis of the top
ranked stakeholder values against the functions developed from the Mediprise
functional decomposition. The following chart shows the relationship between
stakeholder needs and the identified characteristics of the proposed Mediprise
system and classifies each to determine the level of correlation between the need,
and the technical function. The House of Quality helped Housecare to ensure that
our functions adequately met stakeholder needs. The QFD diagram can be seen in
Appendix III: QFD Analysis.

3.7 Stakeholder Value Mapping

HouseCare developed a stakeholder value mapping from our problem statement all
the way to our functional decomposition and morphological boxes. The
Stakeholder Value Mapping diagram can be seen in Appendix IV: Stakeholder Value
Mapping.
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4 Systems Engineering Methodology

4.1 Project Development Process

The project development process for the HouseCare Mediprise project will follow a
cyclical systems development process consisting of five phases. Each phase of the
development process will include a set of tasks that need to be accomplished
before that phase is completed. Once again, this process is cyclical and with each
iteration of the process the HouseCare system will increase in maturity and gain
functionality. In addition, with each iteration of the cycle the stakeholder analysis
task, within the planning phase, will be revisited. This will ensure that our
stakeholders, their wants, and needs are always kept up to date. The PDP can be
seen in Figures 3 - 7.

PLANNING

Identifying and Selecting The Project
+  Define the problem statement

+  Stakeholder identification

»  Perform stakeholder needs/wants analysis
+  Creata stakeholder value mapping

«  Develop value mapping (QFD)

«  Define scope, concept, context

*  Begin business strategy development

+  Begin developing a business case
«  Develop initial project schedule

IMPLEMENTATION

Figure 3 - PDP Planning Phase
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e and Structure the System P
Develop the concept of operations
Evaluale and select indusiry siandard sysiems
Determine system requirements
Davalop the functional decomposition
Davelop systam modals (DADAF/UML)

Figure 4 - PDP Analysis Phase

Develop Logical and Physical System Specifications
Evaluate technology goals

Evaluate key COTS products for integration
Develop altemative system architectures
Evaluate alternative system architectures
System architeciure selection
Develop morphelogical boxes

Figure 5 - PDP Design Phase
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del Impleme an
Develop execulable system models
=  Deliver system architecture.

Develap feasible systam packages

Figure 6 - PDP Implementation Phase

per
Davelop list of new faatures

Figure 7 - PDP Maintenance Phase
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4.2 Mediprise Parameter Diagram

The following Figure 8 shows the p-diagram describing the scope and context of
the Mediprise system.

=Catastrophic Events

Uncontrollables [geulsiaii]

sEffectiveness of communication
«Effectiveness of health system

* Hospital's computer systems

sIntrusion

=Laws, requlations, codes, and standards

*Doctor/Hospital Information
*Interface Protocols/Standards
*Patient information

*Contact «Other alternative systems
*Emergency sResources
*Prescription

«Unanticipated demand for better healthcare technology

*Pharmacy Information <Unanticipated demand for system

*Resources Support

{I.T. Equipment)
LA Medi prise LW ow=
*Cost =Analysis of Alternatives
*Design *Betier Patient services
«Functionality «Business Case
«Information requested *Technical Case
«Interfaces «DoDAF architecture views

=Methods and Tools used
«Need to know of users

=Investment strategy for
architecture implementation
*Reliability *Recommendation of sysitem

«System Integrity
*System Security
*System Updates

component
*Risk analysis

Controllables

Figure 8 - P-Diagram

4.3 Architecture Evaluation

In identifying and choosing what architecture forms we would use for the
Mediprise system, HouseCare used morphological boxes to rank form options by
the following goals:

¢ Confidentiality

Ease of Use

Speed

Efficiency

e Access

Accuracy

Use of Standards
Cost

Feasibility

For every mechanism, the different forms were identified and then ranked from 1 -
5, 5 being excellent, 1 being Poor, and 0 is used for goals which are Not Applicable.
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Goals were also weighted so that goals that are more important get more
consideration than others. In cases where more than one form was valid and the
effort to implement the additional form was not significant, more than one form
was chosen. For example, Mediprise will export in all 5 different formats identified
versus only one. For the Mediprise systems, Confidentiality was ranked as the most
important goal.

The Architecture Evaluation spreadsheet can be seen in Appendix V: Architecture
Evaluation.

5 Technical Case

5.1 HouseCare Mediprise Operational Concept

Mediprise has several objectives:
e Provide Secure Electronic Access to Up-to-Date Medical History
e Provide Electronic Prescription Services

e Provide Healthcare Management Tools, Alerts and Reminder Services

Hospitals

HouseCare Inc

-

Provide Hosting Services

Provide Information Security

Provide Access Control

Provide File Format conversions to
enable interoperability belween
systems

Provide Backup Services

Provide Nofification Services (Expiring
RX, elc.)

.
.
= Update Medical Records, Test Results,

*  Access Medical Records
= Contact other Hospital Systems

S <

Pharmacy Ry

(External) N
~ Patient

A A

»  Refill Prescriptions

«  Update Prescription
information

¢ Check for drug interactions

=  Update Medical History

*  Access Medical Records
Refill/Qrder Prescriptions

»  Find information on Rx/
conditions

Figure 9 - Mediprise Operational Concept

The primary focus for HouseCare’s Mediprise is on providing enterprise wide
solutions across hospitals that already use some form of Electronic Healthcare
Records. As hospitals enroll in Mediprise, HouseCare will provide cross-enterprise
access enabling different hospital systems to share information and facilitate
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communication. Performing integration in this manner will provide an
accomplishable solution for integrated electronic medical records, bringing
patient’s medical history and medical records across separate hospitals and
hospital organizations. This in turn, provides the basis for HouseCare Mediprise’s
secondary focus of providing patients the ability to access parts of those records, to
more effectively manage their healthcare and stay informed.

Currently, HouseCare is limited to providing solutions to hospitals that are
currently utilizing systems that conform to industry standards such as Health Level
7 (HL7), ASTM International Continuity of Care Record (CCR), and ANSI X12 (EDI).
HouseCare can provide recommendations for software solutions that meet these
standards to hospitals that do not currently have systems that conform to these
standards.

The Concept of Operations diagram can be seen in Figure 9.

5.1.1 Provide Secure Electronic Access to Medical History

Mediprise will provide secure access for patients, doctors, and nurses to a patient’s
medical history. Mediprise will be required to protect this sensitive data from
unauthorized access while ensuring that authorized users can access it in a timely
manner. Mediprise will also be required to comply with HIPAA regulations.
Mediprise can currently only be implemented in organizations that have
implemented software solutions within the hospital that conform to HL7, ASTM
International Continuity of Care Records (CCR), and ANSI X12 standards for Health
Information Exchange (HIE). Mediprise will ensure medical records are encrypted
locally as well as when transmitted over secure connections.

Hospital staff throughout the organization will have access to view and update
patient records as required and authorized. Unlike traditional EHR systems, the
Mediprise will provide hospitals not only with the patient’s medical record, but also
updates/changes that were made at any other Mediprise hospital system, ensuring
up-to-date information on patients.

HouseCare will ensure patient records are regularly backed up to prevent any loss
of data. HouseCare will also provide communication and data exchange tools for
use between hospitals that utilize Mediprise, allowing doctors to collaborate and
easily provide referrals across hospitals.

Patients will also be provided access to their records, as well as to records of
consenting persons in the case of dependent care, spouses, etc. Users will be able to
utilize Mediprise to review and to update pertinent medical history information in
order to make more informed healthcare decisions. Mediprise will also enable a
patient to export their records, in order to provide a detailed medical history to
organizations that do not currently use Mediprise.

Several methods of patient identification could be used to authenticate identities
and provide vital information in cases of emergency: a unique identifier, similar to
a social security number, an RFID enabled device, or a smart card.
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5.1.2 Provide Electronic Prescription Services

Mediprise will provide electronic access to prescriptions. Doctors can enter new
prescriptions and refill prescriptions through Mediprise. Mediprise will perform
validations against drug interaction information and alert the doctor in the event
that a potential drug interaction may occur. The patient can then pick up the
prescription from their preferred pharmacy (so long as that pharmacy conforms to
the standards listed above) without having to bring a paper prescription. The
pharmacy will receive the prescription electronically from Mediprise. If the
patient’s preferred pharmacy does not support standardized formats, the patient
will be provided the option to print or receive a paper prescription or send an alert
to the doctor in order for the prescription to be called into the pharmacy.

5.1.3 Provide Alerts and Reminder Services

Mediprise will provide various alerts and reminders for appointments, prescription
expirations, or emergency alerts. Patients and doctors will be able to customize
their preferred methods of receiving alerts and reminders and update their
calendars of alerts and reminders. Doctors could also enter reminders for patients
to receive preventive care. This will enable more seamless patient care as well as
more effective preventive care. Mediprise will also provide customizable alerts
associated with articles, information, or studies related to conditions or
prescriptions associated with the patient’s record.

5.2 System Requirements Specification

A Systems Requirement Specification (SRS) document was developed for the
Mediprise systems to determine and document the specific functional and non-
functional requirements for Mediprise. This document is appended to this report in
its entirely in Appendix I: System Requirements Specification.

5.3 DODAF Diagrams

5.3.1 Intended Use

The intended use of the Mediprise architecture is to assess the feasibility of
HouseCare’s vision for providing integrated electronic medical records (EMR)
between hospital systems. The Mediprise architecture will demonstrate the
method for interoperation of currently disparate hospital systems. The goal is to
assess the feasibility of the concept of operations for Mediprise and to demonstrate
that Mediprise will be capable of securely transferring medical records between
Mediprise and Mediprise hospital systems.

5.3.2 Scope

The Mediprise architecture diagrams depict the operational concept detailed in
Section 5.1HouseCare Mediprise Operational Concept. The architecture diagrams
depict the To-Be architecture for Mediprise for Phase 1 of the HouseCare timeline
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in which the initial Mediprise capability is delivered to hospitals with existing EMR
systems in 2010.

5.3.3 Viewpoint

The viewpoint of the architecture is from the perspective of the Mediprise
developers to aid in the development of Mediprise.

5.3.4 Architecture Artifacts

The architecture artifacts are located in Appendix VI: DoDAF Artifacts.HouseCare
decided to utilize DoDAF views to document the architecture as most members
were familiar with DoDAF. As DoDAF can be utilized with both structured analysis
and object orientation, HouseCare determined that object orientation was the most
ideal format for documenting Mediprise. Mediprise is a software development
project with software services and interoperability between existing software
products. Thus, object orientation and UML, which is widely used to document
software design, and architecture is suited best to documenting the Mediprise
architecture.

The DoDAF views were developed using the process described by Wagenhals and
Levis in their “DoDAF Architecture Case Study.” Figure 10 depicts the six stages of
the object-oriented process for DoDAF. HouseCare determined which views to
develop based on the recommendation in DoDAF version 1.5 for interoperability
architectures.
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Figure 10 - Six Stages of DoDAF Process using Object Orientation[26]
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The UML based DoDAF artifacts were developed using Sparx Enterprise Architect
(EA). EA allowed all the UML artifacts across Operational and Systems views to be
contained in a single file. Because all the UML diagrams were contained in a single
file, maintaining concordance among the diagrams was provided automatically. EA
also provided folders within which the views could be organized allowing intuitive
navigation among views and diagrams. Figure 11shows the organization

HouseCare created within EA. Any diagrams not covered in UML were documented
in Excel or Visio.
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Figure 11 - Enterprise Architect Organization
5.4  Executable Architecture

An executable architecture was developed to aid in the verification of the Mediprise
architecture and to simulate a scenario in which a patient goes to two different
hospital systems and those systems are capable of retrieving the most current
medical record from Mediprise. The executable architecture demonstrates the
sending of prescriptions as well as determining drug interactions and alerting the
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doctor when an interaction is detected. The executable architecture was developed
using CPN Tools and can be found in Appendix X: Executable Architecture.

6 Business Case

6.1 Current Market

6.1.1 Hospital EMR

While the advantages of using electronic medical records are numerous, the
adoption rate of such systems in hospitals is surprisingly low for reasons explained
below. From a Healthcare Information and Management Systems Society (HIMSS)
study conducted in 2008 (Figure 12), the percentage of US hospitals using some
form of Healthcare IT services was calculated at only .3% of 5000 hospitals
surveyed classified at Stage 7, meaning a complete paperless networked
environment, while 15.6% had no automation of even basic services. [9] This
leaves a significant amount of progress still needed in the implementation of
Electronic Medical Record (EMR) Systems in the US Healthcare industry.

EMR Adoption Model™

Stage Cumulative Capabilities s e
Stage 7
Stage 6| P ation {strlctuire ! 3% 5%
Siage 5| coms eprestn s | 9% | 290
Stage 4 : 399
Stage 3
Stage 2

Clinical documentation (flow sheets), CD55
(error checking), PACS available outside Radiclogy

Stage 1

Stagc 0 [ Al Three Ancillaries Not Installed

TDtal Hﬂipitals

Diata frorn HIMAS Analytics  Database W= 5073/5166 B2009 HIMSS Analytics

Figure 12 - 2007/2008 Adoption Rates [9]

Some of the reasons for the delay in EMR adoption are:

o Lack of Standards: No national standard exists dictating the format or
taxonomy associated with Electronic Medical Records, making interoperability
difficult.

. Cost: Implementing EMRs can be costly. One study found that initial costs
of EMR systems for a Solo/Small Group Practice are over $40,000 with an annual
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upkeep of $8000. [11] These costs are almost entirely the hospital or physicians
responsibility.

o Privacy: Securing Sensitive medical data is a large concern, and sufficient
steps must be taken to secure data and prevent unauthorized access in order to
make a true interoperable EMR network possible.

HouseCare believes that with renewed focus on overcoming these challenges, the
goal of fully computerized medical records within five years is achievable, and that
HouseCare can play a part in meeting that goal. With $19 billion of 2009 stimulus
money going towards Health IT efforts, HouseCare feels it can make an impact in
the healthcare industry, providing an architecture to allow for interoperability of
existing EMR systems to enhance the ability for EMRs to reduce costs over time,
reduce medical errors, and improve patient care over all.

According to the American Hospital Association (AHA), there are currently 5,708
registered U.S. Hospitals.[19] Figure 13 below outlines the breakdown of those
hospitals by type.

Breakdown of US Hospitals by Type
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Figure 13 - Breakdown of US Hospitals by Type

As shown above, over half of US hospitals are not-for-profit community hospitals,
which means they are organized as a non-profit organization and are therefore tax
exempt, can operate at lower cost than their for-profit counterparts, and typically
are educational and research centers with large budgets dedicated to cutting edge
research and health innovations. For example, the Cleveland Clinic's total research
budget from both internal and external sources was $255.9 million in 2007: $159
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million from grants and contract revenue, and $96.9 million from federal funding
alone. [20] These Not-for-Profit organizations also have developed and maintained
some of the most sophisticated EMR systems in the US. Of the 19 hospitals listed by
US News and Reports as achieving Honor Roll status, all 19 are not-for-profit
research and teaching hospitals and 12 are confirmed to be currently operating an
EMR system. [21]

[t is Healthcare's intent to focus our initial Mediprise deliverable to this category of
hospital, leveraging their existing EMR systems, and enhancing their existing
capabilities. Doing this has several advantages:

o Cost to Implement: The cost of implementing the Mediprise service will
be lower for these customers, since the local EMR application will already be in
place, and Mediprise is a service application that interfaces with the existing
application. These hospitals also have substantial budgets, tax-exempt status, and
therefore more money at their disposal for funding interoperability services.

o Federal Government Initiatives: These institutes also have the greatest
incentive to quickly achieve interoperability with other hospitals. As noted above,
they receive large amounts of money directly from the federal government, and it is
a federal government initiative to make all US healthcare providers adopt
electronic medical records and be interoperable. According to Ashish k. Jhu MD
MPH from the Harvard School of Public Health in Boston, "Methods to speed the
adoption of health information technology have received bipartisan support among
U.S. policymakers, and the American Recovery and Reinvestment Act of 2009 has
made the promotion of a national, interoperable health information system a
priority."[22]

o Secondary Use: Grant and Research funding also plays a role. The use of
medical records for epidemiology, long-term drug effects or other research studies
also accounts for a substantial portion of large not-for-profit hospital budgets.
Gaining access to additional records for what is termed 'secondary use' would
potentially help these institutions in increasing funding for these studies as well as
improve the quality/quantity of data available. Since the Mediprise will
automatically handle confidentiality issues by removing private data protected by
HIPAA, Hospitals will be able to access these records quickly, legally, and securely.

6.1.2 Competition

There are currently several efforts underway to address interoperability among
EMR systems. HouseCare intends to handle the threat of competing efforts by
beating the competition to market, providing interoperability among several
standards and providing a low cost solution that does not interfere with a hospital’s
current operating procedures and information systems. Because HouseCare is
utilizing a spiral development process, updates and additional capabilities will
regularly available to existing Mediprise customers.
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6.1.3 Patient Portal

Currently, the ability for individuals to access and update their medical records
online is extremely limited. While some of the larger Hospital systems provide a
portal for patients to enter medical history information, make appointments, etc.,
the information is specific to that hospital system and not accessible to outside
entities. The advantages of providing patients with an internet accessible portal to
view and review their health records are that patients will be more educated on
their state of health, medical histories will be more complete and consistent, and
patients will be more empowered to make better or more informed healthcare
decisions.

With the implementation of the Mediprise, individuals will be able to access, view,
and edit their medical records to any Mediprise entity. Mediprise will also support
exporting medical records to a variety of file formats in order to simplify
transferring records to a non-Mediprise entity.

6.2 Market Introduction Approach

One of the biggest challenges of implementing the Mediprise successfully is that the
value to hospitals and healthcare providers is directly proportional to the number
of entities that subscribe to the service. Therefore the market introduction
approach is critical since HouseCare must secure a sufficient number of customers
to provide value. Maximizing early adoption of the Mediprise service is a priority.
In this vein, HouseCare will initially provide Mediprise as a relatively low-cost
subscription service to a research not-for-profit hospital. The Mediprise Patient
Portal will be a free service to registered patients, and to generate revenue,
HouseCare will ask patients when registering if they wish to receive email
notifications of items of interest, including advertisements. Patients will be able to
opt out of this service if indicated. As technical capabilities are developed,
HouseCare will evaluate which capabilities and core competencies can be
considered intellectual property to protect HouseCare’s investment. HouseCare will
also work closely with Certification Commission for Healthcare Information
Technology (CCHIT) to ensure that Mediprise is CCHIT certified.

6.3 Roadmap
Figure 14 shows the Healthcare Mediprise Roadmap for 2009 - 2018.
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Mediprise ™ RoadMap
2009 -2018
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Figure 14 - HouseCare 10 Year Roadmap

6.3.1 Technology Goals

Mediprise v1.0: This is the initial release of the Mediprise service. Mediprise 1.0 will
provide hospitals and pharmacies with a service to communicate with other
Mediprise entities to retrieve up-to-date medical records. Mediprise will initially
support interoperability for three major EMR standards: ANSI X12, HL7, and ASTM
CCR. HouseCare chose these standards to implement first as they are widely
accepted and used. They are all also CCHIT approved. Mediprise 1.0 will also
deliver a free patient portal for patients to view, edit, and export portions of their
medical records. Expected Launch date for Mediprise 1.0 is 1QFY2010.

Mediprise v2.0: This is the second major release of the Mediprise service. Mediprise
2.0 will expand its services to additional EMR standards as well as to ambulatory
records. Expected Launch date for Mediprise 2.0 is 1QFY2011.

Mediprise v3.0: This is the third major release of the Mediprise service. Mediprise
3.0 will expand its services to laboratory records as well as to medical imaging.
Expected Launch date for Mediprise 3.0 is 1QFY2012.

Mediprise v4.0: This is the fourth major release of the Mediprise service. Mediprise
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4.0 will focus on bringing smaller physician offices into the Mediprise network.
Mediprise will launch their own low cost EMR service tailored for small offices that
can’t afford the traditional EMR services. Expected Launch date for Mediprise 4.0 is
1QFY2014.

Mediprise v5.0: This is the fifth major release of the Mediprise service. Mediprise 5.0
will launch a service to help streamline insurance claim processing for Mediprise
entities. Expected Launch date for Mediprise 5.0 is 4QFY2015.

6.3.2 Business Goals

4QFY2010: By the close of FY2010, Mediprise will integrate no less than 2 not-for-
profit research hospital systems.

4QFY2011: By the close of FY2011, Mediprise will integrate no less than 3 not-for-
profit research hospital systems.

4QFY2012: By the close of FY2012, Mediprise will integrate no less than 6 not-for-
profit or government hospital systems.

4QFY2013: By the close of FY2013, Mediprise will integrate no less than 12 not-for
profit, government, or private hospital systems.

4QFY2014: By the close of FY2014, Mediprise will integrate no less than three 20
not-for-profit research hospital systems.

4QFY2015: By the close of FY2015, Mediprise will integrate no less than 35 hospital
systems and 50 private practices.

4QFY2016: By the close of FY2016, Mediprise will integrate no less than 50 hospital
systems, 100 private practices.

4QFY2017: By the close of FY2017, Mediprise will integrate no less than 65 hospital
systems, 150 private practices.

4QFY2018: By the close of FY2018, Mediprise will integrate no less than 80 hospital
systems, 200 private practices, and provide seamless interfacing with 2 major
health insurance providers.

6.4  Supporting System-Life Cycle

The lifecycle HouseCare will use to execute and manage the Mediprise Product
Development will be a modified Spiral, since this is a large, fairly complex system
with easily identifiable interim deliverables.

6.5 Cost and NPV Analysis

6.5.1 Function Point Analysis

In order to determine the estimated number of developers needed to develop the
initial Mediprise v1.0 deliverable and meet the goal of an approximately 15 month
schedule, HouseCare will use COCOMO II to do a function point analysis. The
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detailed numbers used for the analysis are located in Appendix VII: Function Point
Analysis Values, but in short, a Median SLOC value of 24,916 was calculated. Using a
monthly labor rate of $7000 per person (based on an $80,000 yearly salary) and a
short schedule, COCOMO II calculated that the Most Likely schedule will take 16.8
months with a staff of 12.5. The cost estimate was calculated to be $1,406,562 to
develop the Mediprise software. [25] This validates that our original goal of a
1QFY10 delivery is feasible, but it will require a development staff of at least 12.5
coders.

6.5.2 Assumptions

In developing a Cost Analysis for HouseCare’s Mediprise system, we made several
assumptions to determine our estimations. We assumed that HouseCare will start
out as an approximately 20-person company, increasing over the 10-year period.
This allows for a 12.5 person development team with 7.5 FTEs working on business
development, advertising, sales, etc. We also assumed that we would be renting a
space using the base price of $20/sq foot to estimate rental costs. Initial Capital
Expenses for furnishing the office and initial set-up will be depreciated. Furniture is
depreciated over 10 years, and computer and servers, are replaced every 3 years.
In calculating the discount rate for the Net Present Value (NPV) analysis,
HouseCare used a discount rate of 20% to account for the moderate risk associated
with this project. We are also assuming that we get the full 2009-year to start the
company in order to meet our technological and business goals.

6.5.3 Baseline Case Cost Analysis

In the Baseline Case, HouseCare is pursuing an aggressive growth goal of reaching
over 100 employees by close of FY2018, and 121,000 healthcare provider users,
while maintaining a small price point. Average salary of the HouseCare employees
is set at $80,000, and there are three identified sources of cash inflow for
Mediprise: Small Business Loan, Revenue from selling Mediprise to Hospitals or
starting in 2015, the Mediprise EMR for Small Doctors Offices, and Revenue from
advertising from the Mediprise Patient Portal.

The Small Business Loan is assumed to be a $750,000 loan with a 5% interest over
a 30-year repayment period.

Mediprise is a constantly changing networked service. As such it made sense that a
subscription price model be used, based on the number of physicians in a hospital.

Revenues from Hospital businesses will come from the One-Time Set-Up fee, and
then from ongoing monthly subscriptions. It is assumed that on average, hospitals
have 1500 physicians, and small doctor’s offices have 5 physicians. Using these
assumptions in conjunction with the business goals, revenue was initially set on a
per user basis using the following low-cost baseline pricing structure:
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Set-Up Costs per Physician

$200

Monthly Subscription fees
per Physician

$25

This means that, in the first year, a large hospital would spend $1,050,000 the first
year and $750,000 in subsequent years on the Mediprise Service.

Revenue from the Patient Portal web advertising will be from a Cost-per-Click

system. HouseCare will charge $.75 per click in the baseline case.

Table 3 shows the detailed Breakdown of the Cash Inflow sources over the next 10

years based on these assumptions:

Fiscal Year 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018
Cash Inflow (Detail)

Small Business Loan

Loan Amount 750000

Mediprise Revenue

Expecled Number of Major Hospitals 0 2 3 6 12 20 35 50 65 80|
Expected Number of Small Doctors Offices 0 0 0 0 0 0 50 100 150 200
Expected Number of Users 0 3000 4500 9000 18000 30000 52750 75500 98250 121000
Set Up Costs per Physician 200 200 200 200 200 200 200 200 200 200
Subscription Fee per Physician 25 25 25 25 25 25 25 25 25 25|
Revenue from Set Up $600,000 $900,000 $900,000 $1,800,000 $2,400,000 $4,550,000 $4,550,000 $4,550,000 $4,550,000
Revenue from Subscription $900,000 _ $1,350,000 $2,700,000 $5,400,000 $9,000,000 $15,825,000 $22,650,000 $29,475,000 $36,300,000
Revenue from Hospitals $0  $1,500,000 $2,250,000 $3,600,000 $7,200,000 $11,400,000 $20,375,000 $27,200,000 $34,025,000 $40,850,000

Advertising Revenue

[Expected Number of patients on Portal 200000 300000 600000 1200000 2000000 3550000 5100000 6650000 8200000
Expected Number of Patients Ad Clicks 3 3 3 3 3 3 3 3 3
Pay-for-Click Price 0.75 0.75 0.75 0.75 0.75 0.75 0.75 0.75 0.75
Revenue from Advertising $450,000 $675,000 $1,350,000 $2,700,000 $4,500,000 $7,987,500 $11,475,000 $14,962,500 $18,450,000

Gross Margin $750,000  $1,950,000 $2,925,000 $4,950,000 $9,900,000 $15,900,000 $28,362,500 $38,675,000 $48,987,500 $59,300,000

Assumptions’

Avg # of physicians/hospital 1500
Avg # of physicians/doctors office 5
Expected Number of Patients Ad Clicks 3
Setup Costs Per Physician 200
Subscription Fee per Physician 25

Table 3 - Baseline Cash Inflow

Using these estimated cash inflow figures, the following 10 year cost estimate
analysis was developed for the baseline case (Table 4).
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Fiscal Year 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018
ales
Other Income (Loans, etc) $750,000 $0 $0 $0 $0 $0 $0 $0 $0 $0
Revenue from Hospitals $0 $1,500,000 $2,250,000  $3,600,000  $7,200,000  $11,400,000  $20,375,000  $27,200,000 $34,025,000  $40,850,000
Revenue from Advertising $0 $450,000 $675,000 $1,350,000 $2,700,000 $4,500,000 $7,987,500 $11,475,000 $14,962,500 $18,450,000
Gross Margin $750,000 $1,950,000 $2,925,000 $4,950,000 $9,900,000 $15,900,000 $28,362,500 $38,675,000 $48,987,500 $59,300,000
[Assumptions
Average Base Salary 80000 80000 83200 86528 89989 93589 97332 101226 105275 109@
i Workforce Size 20 25 30 40 50 60 70 90 110 120
Operating Expenses
Salary (Office & Overhead) $1,600,000 $2,000,000 $2,496,000 $3,461,120 $4,499,456 $5,615,321 $6,813,256 $9,110,297 $11,580,200 $13,138,263
Payroll (taxes etc.) $320,000 $400,000 $499,200 $692,224 $899,891 $1,123,064 $1,362,651 $1,822,059 $2,316,040 $2,627,653
Outside Services $0
Supplies (off and operation) $5,000 $5,300 $5,618 $5,955 $6,312 $6,691 $7,093 $7,518 $7,969 $8,447
Repairs/ Maintenance $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 $10,000
Advertising $300,000 $250,000 $250,000 $250,000 $250,000 $300,000 $250,000 $200,000 $200,000 $200,000
Car, Delivery and Travel $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 $10,000
Accounting and Legal $50,000 $50,000 $50,000 $50,000 $50,000 $50,000 $50,000 $50,000 $50,000 $50,000
Rent $50,000 $50,000 $50,000 $50,000 $100,000 $100,000 $100,000 $100,000 $100,000 $100,000
Telephone $3,600 $3,708 $3,819 $3,934 $4,052 $4,173 $4,299 $4,428 $4,560 $4,697
Utilities $4,200 $4,200 $4,200 $4,200 $4,200 $4,200 $4,200 $4,200 $4,200 $4,200
Insurance $20,000 $20,000 $20,000 $20,000 $20,000 $20,000 $20,000 $20,000 $20,000 $20,000
Taxes (real estate etc.) $5,000 $5,000 $5,000 $5,000 $5,000 $5,000 $5,000 $5,000 $5,000 $5,000
Loan Payments $36,398 $36,398 $36,398 $36,398 $36,398 $36,398 $36,398 $36,398 $36,398 $36,398
Depreciation $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 $10,000
Servers/Hardware $100,000 $100,000 $100,000
Other expense (specify) $0
Total Expenses $2,524,198 $2,854,606 $3,450,236 $4,708,831 $5,905,310 $7,294,848 $8,782,897 $11,389,900 $14,354,367 $16,224,658
Net Profit Before Tax ($1,774,198) ($904,606) ($525,236) $241,169 $3,994,690 $8,605,152 $19,579,603 $27,285,100 $34,633,133 $43,075,342
Income Taxes ($620,969) ($316,612) ($183,832) $84,409 $1,398,142 $3,011,803 $6,852,861 $9,549,785 $12,121,596 $15,076,370
Net Profit After Tax ($1,153,229) ($587,994) ($341,403) $156,760 $2,596,549 $5,593,349 $12,726,742 $17,735,315 $22,511,536 $27,998,972
Baseline Yearly Net Cash ($1,153,229) ($587,994) ($341,403) $156,760 $2,596,549 $5,593,349 $12,726,742 $17,735,315 $22,511,536 $27,998,972
Baseline Cumulative Cashflow ($1,153,229) ($1,741,223) ($2,082,626)  ($1,925,866) $670,682 $6,264,031 $18,990,773 $36,726,088 $59,237,624 $87,236,596
Cumulative NPV, ($1,153,229) ($1,643,224) ($1,880,309)  ($1,789,592) ($289,368) $1,710,443 $5,972,603 $10,922,204 $16,157,668 $21,584,056

Table 4 - Baseline Cash Analysis

From the results above, it is easy to see that a negative NPV is maintained up until
year 6 of the project. Figure 15 below shows the yearly cash flow, cumulative NPV
and cumulative cash flow. This shows that after 10 years, HouseCare predicts that
the Cumulative NPV value for the Mediprise system is approximately $28,000,000
for the Baseline business case.
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Figure 15 - Mediprise Baseline Cash flow 2009-2018

Using the Oracle tool Crystal Ball [24], a Monte Carlo simulation was run to
determine the likelihood of a negative NPV after the first 10 years by identifying
which values are uncertain and specifying the probability distribution and range of
those variables. HouseCare chose to use a Monte Carlo to ensure randomness and
independence between runs. HouseCare chose to use 1000 runs as that seemed
sufficient.

In Tables 3 and 4, cells that are highlighted in green are assumptions in which a
range of values is possible. The other ability of Crystal Ball is to designate decision
points. Data points identified as decision points have a range of uncertainty, but
one that HouseCare has some control over. For our simulation, our price points,
loan amount, and initial average base salary are all aspects that are variable based
on our goals, but also controllable. These cells are highlighted in yellow.

To see a full report of the assumptions and their probability distributions, see
Appendix VIII: Cost Analysis Assumptions Data - Baseline.

Figure 16 shows the results of the Crystal Ball simulation:
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Figure 17 - 10 Year NPV Cumulative Distribution

Running the simulation shows that there is a 0% probability that after ten years,
HouseCare will have a negative NPV based on this baseline cost model (Figure 17).
However, HouseCare doesn’t begin to see a profit until Year 6, and in most cases,
new businesses need to show a profit within the first 2-3 years. The cost model
needs to be modified in order to achieve this goal.
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Looking at the results of the Sensitivity Analysis (Figure 18) in Crystal Reports, the
top 5 variables that have the biggest impact on the 10-year NPV value are the
expected number of ad clicks per patient, the average number of physicians per
hospital, and the expected number of hospitals in the Mediprise system in years
2018,2017, and 2015.

Sensitivity: NPV - 10yr
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T | | |
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Expected Number of Major Ho.. h

Figure 18 - Sensitivity (10 year Cumulative NPV)

The Tornado Diagram (Figure 19) shows the top 5 variables and their potential
impact on the NPV, depending on their value. What this shows is by far, the
adjustment of the monthly subscription fee per physician will have the largest
impact to the NPV, followed up by the average or expected number of ads a patient
will click on from the patient portal.
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Figure 19 - Tornado Diagram (10 year Cumulative NPV)

6.5.4 Modified Case Cost Analysis

In order to achieve a positive cumulative NPV within the first 2-3 years of
establishing HouseCare, we looked at the Tornado Diagram from the analysis from
the baseline case and saw that the monthly subscription fee has the largest impact
on NPV. In order to raise our cumulative NPV in the first years of operating the
business, HouseCare will have to raise the price point. In the modified Cost
analysis, HouseCare will keep the initial Set-Up fees to $200/physician, and raise
the monthly subscription to $40. However, HouseCare will begin to drop pricing on
both within 4 years, and continue to drop prices to customers. In doing this,
HouseCare hopes to increase the likelihood of a solid financial foundation in the
early years, but give incentives to our customers to stay with the service. Figure 20
outlines the Pricing structure over the first 10 years of HouseCare.

Housecare also altered the assumption and distributions of the variables to make it
more likely that we would fall below our projected business goals in order to make
the simulation results more realistic. To see a full report of the assumptions and
their probability distributions, see Appendix IX: Cost Analysis Assumptions Data -
Modified.
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Figure 20 - Modified Pricing Strcuture

Table 5 shows the detailed Breakdown of the Cash Inflow sources over the next 10

years based on these assumptions:

Table 5 - Modified Cash Inflow

Fiscal Year 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018
Cash Inflow (Detail)

Small Business Loan

Loan Amount 750000

Mediprise Revenue

'Expected Number of Major Hospitals

Expected Number of Small Doctors Offices 0 0 0 0 0 0

Expected Number of Users 0 3000 4500 9000 18000 30000 52750 75500 98250 121000
Set Up Costs per Physician 200 200 200 200 190 190 180 180 175 175
Subscription Fee per Physician 40 40 40 40 35 30 25 25 20 20|
Revenue from Set Up $600,000 $900,000 $900,000 $1,710,000 $2,280,000 $4,095,000 $4,095,000 $3,981,250 $3,981,250

Revenue from Subscription $1,440,000  $2,160,000 $4,320,000 $7,560,000 $10,800,000 $15,825,000 $22,650,000 $23,580,000 $29,040,000

Revenue from Hospitals $0 _ $2,040,000  $3,060,000 $5,220,000 $9,270,000 $13,080,000 $19,920,000 $26,745,000 $27,561,250 $33,021,250

Advertising Revenue

'?xpected Number of patients on Portal 200000 300000 600000 1200000 2000000 3550000 5100000 6650000 8200000
Expected Number of Patients Ad Clicks 3 3 3 3 3 3 3 3 3
Pay-for-Click Price 0.75 0.75 0.75 0.75 0.75 0.75 0.75 0.75 0.75]
Revenue from Advertising $450,000 $675,000 $1,350,000 $2,700,000 $4,500,000 $7,987,500 $11,475,000 $14,962,500 $18,450,000

Gross Margin $750,000  $2,490,000  $3,735,000 $6,570,000 $11,970,000 $17,580,000 $27,907,500 $38,220,000 $42,523,750 $51,471,250

[Assumptions

Avg # of physicians/hospital
Avg # of physicians/doctors office
Expected Number of Patients Ad Clicks

Using these estimated cash inflow figures, the following 10 year cost estimate

analysis was developed for the modified case (Table 6).
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Table 6 - Modified Cash Analysis

Fiscal Year 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018
Sales

Other Income (Loans, etc) $750,000 $0 $0 $0 $0 $0 $0 $0 $0 $0
Revenue from Hospitals $0 $2,040,000 $3,060,000 $5,220,000 $9,270,000 $13,080,000 $19,920,000 $26,745,000 $27,561,250 $33,021,250
Revenue from Advertising $0 $450,000 $675,000 $1,350,000 $2,700,000 $4,500,000 $7,987,500 $11,475,000 $14,962,500 $18,450,000
Gross Margin $750,000 $2,490,000 $3,735,000 $6,570,000  $11,970,000 $17,580,000 $27,907,500 $38,220,000 $42,523,750 $51,471,250
Assumptions

Average Base Salary 70000 70000 72800 75712 78740 81890 85166 88572 92115 95800
Estimated Workforce Size 20 25 30 40 50 60 70 90 110 120
Operating Expenses

Salary (Office & Overhead) $1,400,000 $1,750,000 $2,184,000 $3,028,480 $3,937,024 $4,913,406 $5,961,599 $7,971,510 $10,132,675 $11,495,980
Payroll (taxes etc.) $280,000 $350,000 $436,800 $605,696 $787,405 $982,681 $1,192,320 $1,594,302 $2,026,535 $2,299,196
Outside Services $0

Supplies (off and operation) $5,000 $5,300 $5,618 $5,955 $6,312 $6,691 $7,093 $7,518 $7,969 $8,447
Repairs/ Maintenance $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 $10,000
Advertising $300,000 $250,000 $250,000 $250,000 $250,000 $300,000 $250,000 $200,000 $200,000 $200,000
Car, Delivery and Travel $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 $10,000
Accounting and Legal $50,000 $50,000 $50,000 $50,000 $50,000 $50,000 $50,000 $50,000 $50,000 $50,000
Rent $50,000 $50,000 $50,000 $50,000 $100,000 $100,000 $100,000 $100,000 $100,000 $100,000
Telephone $3,600 $3,708 $3,819 $3,934 $4,052 $4,173 $4,299 $4,428 $4,560 $4,697
Utilities $4,200 $4,200 $4,200 $4,200 $4,200 $4,200 $4,200 $4,200 $4,200 $4,200
Insurance $20,000 $20,000 $20,000 $20,000 $20,000 $20,000 $20,000 $20,000 $20,000 $20,000
Taxes (real estate etc.) $5,000 $5,000 $5,000 $5,000 $5,000 $5,000 $5,000 $5,000 $5,000 $5,000
Loan Payments $36,398 $36,398 $36,398 $36,398 $36,398 $36,398 $36,398 $36,398 $36,398 $36,398
Depreciation $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 $10,000 $10,000
Servers/Hardware $100,000 $100,000 $100,000

Other expense (specify) $0

Total Expenses $2,284,198 $2,554,606 $3,075,836 $4,189,663 $5,230,391 $6,452,550 $7,760,909 $10,023,356 $12,617,338 $14,253,919
Net Profit Before Tax ($1,534,198) ($64,606) $659,164 $2,380,337 $6,739,609 $11,127,450 $20,146,591 $28,196,644 $29,906,412 $37,217,331
Income Taxes ($536,969) ($22,612) $230,708 $833,118 $2,358,863 $3,894,608 $7,051,307 $9,868,825 $10,467,244 $13,026,066
Net Profit After Tax ($997,229) ($41,994) $428,457 $1,547,219 $4,380,746 $7,232,843 $13,095,284 $18,327,819 $19,439,168 $24,191,265
Baseline Yearly Net Cash ($997,229) ($41,994) $428,457 _ $1547,219 __ $4,380,746 $7,232,843 __ $13,095,284 __ $18,327,819 $19,439,168 _ $24,191,265
Baseline Cumulative Cashflow ($997,229) ($1,039,223) ($610,766) $936,453 $5,317,199 $12,550,041 $25,645,326 $43,973,144 $63,412,312 $87,603,578
Cumulative NPV ($997,229) ($1,032,224) ($734,684) $160,697 $1,224,098 $5,180,042 $9,565,626 $14,680,584 $19,201,514 $23,889,943

Figure 21 shows that after 10 years, HouseCare predicts that the Cumulative NPV

value for the Mediprise system is approximately $24,000,000 for the modified

business case.
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Figure 21 - Modified Cashflow Chart
Figure 22 and Figure 23 show the results of the Crystal Ball simulation:
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Figure 22 - Modified 10 Year NPV Monte Carlo Simulation Histogram
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Figure 23 - Modified 10 Year NPV Cumulative Distribution

Running the simulation shows that there is a still a 0% probability that after ten
years, HouseCare will have a negative NPV based on this modified cost model.
However, the lowest NPV value in the modified simulation is around $7,000,000
instead of $12,000,000 with the baseline case. Housecare has however, reached a
breakeven point in Year 4, versus Year 6 in the baseline case.

Since the probability of a negative NPV is 0 for 10 years, HouseCare conducted a
simulation to determine the cumulative NPV for 5 years, in order to give a better
understanding of how risky an enterprise the Mediprise system is. The following
figure shows the 5 Year Cumulative NPV distribution.
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Figure 24 - Modified 5 Year NPV Cumulative Distribution

In Figure 24, it is easy to see that there is close to a 17% probability of a negative
NPV in the first 5 years of HouseCare. What this implies is that the risk of failure is
high in the beginning, but if HouseCare can reach the 10 year mark, there is a 0%
probability of negative NPV. This is due in part to the incremental nature of the
Mediprise solution, in that HouseCare will be constantly updating Mediprise and
rolling out new features to entice customers to join.

6.6 Risk Analysis

The HouseCare group conducted a risk analysis to identify potential risks within
the Mediprise system. Before doing the risk analysis we decided that there was
possible uncertainty within our system that we should analyze. Thinking about
these risks helped us to determine ways to strategize and plan for the unknown. It
was determined that a risk analysis would help to discover the consequences of the
risks identified, as well as, alternative measures to mitigate these risks. We
identified technical, schedule, and performance risks that could possibly affect the
system. Once the risks were identified they were given a letter rating according to
the probability of occurrence, and the result of the consequences where scored.

We used the following process when examining risks (Table 7). The risks were put
in a numerical order, so that we could identify them easily. First we categorized the
risk as cost, performance, or schedule. Next we determined the Probability of
Occurrence, which ranged from A - E. The probabilities were as follows: A (80 -
100), B (60 - 80), C (40 - 60), D (40 - 20), and E (20 - 0). The Consequence of
Occurrence ranged from A - E as well. A was minimal to no impact, B was
considered acceptable with some reduction in margin, C was acceptable with
significant reduction in margin, D was acceptable with no remaining margin, and E
was unacceptable. When the probability and consequence were scored they
formed an overall level of risk, which was Low, Medium, or High. Afterwards the
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consequences of these risks were defined, and a risk mitigation plan was developed
(Table 8).

After conducting the risk analysis it was determined that a great number of risk
were associated with performance. This helped us look at different ways to test the
performance of our system. We decided it is very imperative to treat all risks,
regardless of effect as a serious risk. All have the ability to affect our rapport with
consumers. Based on our observations, we can explore different alternatives for
implementing Mediprise.

Table 7 - Risk Rating Matrix

Consequence
Acceptable with
Acceptable with significant

Minimal to No some reduction in [reduction in Acceptable. No
Probability Impact margin margin margin remaining |Unacceptable

A
80-100 A M
60-80 B
40-60 C
20-40 D
0-20 E
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Table 8 - Risk Analysis Matrix
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Risk | Risk Catogory Probability of | Consequence | Overall
ip | (Cost, Schedule, Risk Event Consequence Occurrence | of Risk Level Risk Mitigation Plan
Parformance) (A-E) (A-E) (H-M-L}
—
berm will not be operational with ather
Mediprise Software |s not compabible with  |EMR systems. Patient records will be in Test gl known EMR software systems against owr interface
R1_|Performance |Mediprisa Entity Legacy Software infux. c 5] to ensure syslem software compatibiity.
Update system o meet new standards, Keep abreast of
Mew Standards will be adopled or existing | System will not meet new standards, and major Standard releases and changes through participation
R2 |CostSchedula Standards are changed will not be govarmment compliant. 1] B in Health IT nizations ke HIMSS. CCHIT, HHE, etc.
Ensure sul rewalls are implemented, and data
Systemn security is madequate, loopholes | Patent data is compromised, and system transfiars are well encrypled. Re-vigil security plan annually
R3  |Cost are axploited. access and availablity may be denied. B E and update accordingly.
Train all employees. on the system. Develop Training
materials, and operating procedures. Also, have an
of May expose viable data, [emergency contact list for individuals 1o call regarding
R4 that could lead to a mone maj em. B Syshem iSsues.
tem down 1o an undelermined amount
of time, updates aren't received at
RS | Performance Loss of power Mediprise Entities. E A Install a backup power System.
Syslem incompatibilily (USer iMernaces. Tes! all syslems against our slandands (0 ensure Syslem
RE | Schedule Pooe integration functionality, syslem architectura). [+] =] software compatibiity.
anduct several tests 1o determine system reliability
(establish MTBF, MTTR calculations). Establish
RY__|Performance Technology reliabdity (availabil Loss of support for system. E E allamatives to suppon system reliat
Propnotary ha ‘501
Can cause schedule delay for
RE  |Cost Jare unavailable or late implementation. E c Identify alternative vendaors.
Raquire all user accounts to have strong passwords. Make
sure Mediprise data is prolected with adequale encryption
Hackers gain access to the Mediprise and file sharing permissions. Make sure Housecara
RS |CostPerformance | Network Data is illegally accessad and distributed A E [employeas have access on a nead to know basis.
Ensure adequate funding and staffing for Customer Service
Reps for both Patient and Heathcane Provider Users.
Insufficient or poor Service and Suppont Require Customer Reps to go through annual training to
R10_|Perdformance ided to Mediprise users c E ensuer quality and consistancy of service.
R11_| Performance Distribuled Developrment Organization Lack of inl alion sharig. E A Ensure syslam inlaroperabsity and graton.
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and safoly codes, installing sprinklers, smoke alanms, e
extinguishers, ete. Conduct quarterly fire drills for
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office spaces using door locks or cypher locks for highly
senailive locations. Congider also thal most damage from a
fire occurs from water sprinkler systems and the fire
Mediprise Network unavailable, updates department. You may choase to cover your compubess with
R12_|Perlormance Fire or Theft at Housecare office locations. | not received at Mediprise entifies. E B tarps when the fire alarm goes off.
Tain all empioyaes, on the sysiem. Develop informatio
Assurance training materials, and operating procedures 1o
show what happens when systems are misused. Conduet
‘Can introduce viruses, or sacurity flaws. annual required training. Also, have contact list for Security
R13 |Performance misuse of computer expose patient data, E B Personnel avaiable.
May expose syslem vulnerabilities, Perlorm reguiar system updatesantivirus, patches, elc).
personal information, and disrupt Backup informaticn nightly so records can be restored in
R14 |Performance Medipri ise Entities. A E case of data ion.
[Acts of God (hurricances, lomadoes, Mediprise Servers are physically Physically separate offsie backups will be maintained o the.
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7 Conclusions

The Healthcare industry has been slow to adopt electronic standards, and those
who have still suffer from many of the issues of their paper predecessors. Lack of
communication between Electronic Medical Record (EMR) entities can lead to
incomplete or inaccurate medical histories, which can in turn lead to injury, or even
death. It is a high priority for the Administration to encourage healthcare
professionals to adopt EMR systems, but just as importantly is establishing a
method to inter-communicate with other entities.

Housecare believes that Mediprise is a feasible solution to this problem. Without a
common standard, a hosting and translating service is the best solution to provide
communication without disrupting existing workflow. This also allows Housecare
to provide access to its services at a relatively low cost. Additional incentives exist
for hospitals to adopt a service like Mediprise in order to gain access to medical
files for ‘secondary use’, epidemiology and research studies. With the proposed
technical solution and business strategy, Housecare believes that Mediprise can be
a major player in providing Health IT services.
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Appendix I: System Requirements Specification

1 Introduction

The healthcare industry is for the most part, still dependent on paper based
medical records that are decentralized, poorly accessible, and redundant.

A myriad of tools are already available to manage medical records electronically,
but lack of national standards, lack of trust in the ability to secure data, and poor
interoperability has hampered the industry from adopting Electronic Medical
Records (EMRs) and has prevented the medical industry from delivering the best
quality services to patients.

The current system has resulted in the loss of important patient medical
information, the inability of doctors to collaborate, medical errors, and an often
negative experience for patients and health care providers alike.

Disconnects in health care communication systems can result in consequences
ranging from inconveniences to fatalities and cost upward of $17 billion annually.

2 Overall Description

The current focus for HouseCare’s Mediprise is on providing enterprise wide
solutions across hospitals. As hospitals invest in Mediprise, HouseCare will provide
access across these separate enterprises. Performing integration in this manner
will provide an accomplishable solution for integrated electronic medical records,
bringing patient’s medical history and medical records across separate hospitals
and hospital organizations.

Currently, HouseCare is limited to providing solutions to hospitals that are
currently utilizing systems that conform to standards such as Health Level 7 (HL7),
ASTM International Continuity of Care Record, and ANSI X12 (EDI). HouseCare can
provide recommendations for software solutions that meet these standards to
hospitals that do not currently have systems that conform to these standards.
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3 Specific Requirements
3.1 External interface requirements
3.1.1 User interfaces

3.1.1.1 Patient User Interfaces

3.1.1.1.1 All user interfaces shall be compatible with the three most common web
browsers:

e Internet Explorer
e Firefox
e Safari

3.1.1.1.2 Patient user interfaces shall be fully compliant with section 508 of the United
States Rehabilitation Act.

3.1.1.1.3 The initial screen for all interfaces shall prompt the user for their login
credentials.

3.1.1.1.4 The initial screen for all interfaces shall display system administrator contact
information.

3.1.1.1.5 All user interfaces shall provide the user with feedback indicating if their
input was accepted.

3.1.1.1.6 All user interfaces shall provide the user with feedback indicating if their
input was rejected.

3.1.1.1.7 All user interfaces shall provide the user with feedback indicating if their
input was invalid.

3.1.1.1.8 The interface shall provide the patient with a means to enter their contact
information.

3.1.1.1.9 The interface shall provide the patient with the means to enter the contact
information for other consenting patients, (spouse, dependents, etc.) if any.

3.1.1.1.10 The interface shall provide the patient with the means to enter their
emergency contact information.

3.1.1.1.11 The interface shall provide the patient with the means to enter their known
medical history.

3.1.1.1.12 The interface shall provide the patient with the capability to enter alerts and
reminders into their calendar.
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3.1.1.1.13 The interface shall provide the patient with the capability to enter a
preferred alert method.

3.1.1.1.14 The interface shall provide the patient with the capability to enter a
preferred pharmacy for filling prescriptions.

3.1.1.1.15The interface shall provide the patient with the means to review all of their
contact information.

3.1.1.1.16 The interface shall provide the patient with the means to review all of their
other consenting patients contact information.

3.1.1.1.17 The interface shall provide the patient with the means to review all of their
emergency contact information.

3.1.1.1.18 The interface shall provide the patient with the means to review their
complete medical history.

3.1.1.1.19The interface shall provide the patient with the capability to review alerts
and reminders into their calendar.

3.1.1.1.20 The interface shall provide the patient with the capability to review a
preferred alert method.

3.1.1.1.21The interface shall provide the patient with the capability to review a
preferred pharmacy for filling prescriptions.

3.1.1.1.22 The interface shall provide the patient with the means to modify all of their
contact information.

3.1.1.1.23 The interface shall provide the patient with the means to modify all of their
other consenting patients contact information.

3.1.1.1.24 The interface shall provide the patient with the means to modify all of their
emergency contact information.

3.1.1.1.25The interface shall provide patients with the means to authorize and manage
which entities will have access to their medical records.

3.1.1.1.26 The interface shall provide patients with the capability to view their
prescription drug history.

3.1.1.1.27 The interface shall provide patients with the capability to request
prescription refills.
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3.1.2 Hardware interfaces

N/A
3.1.3 Software interfaces

3.1.3.1 Mediprise shall implement a software interface that is fully compliant with the
Health Level 7 (HL7) standards.

3.1.3.2 Mediprise shall implement a software interface that is fully compliant with the
ASTM International Continuity of Care Record standards.

3.1.3.3 Mediprise shall implement a software interface that is fully compliant with the
ANSI X12 (EDI) standards.

3.1.4 Communications interfaces

3.1.4.1 Mediprise shall utilize Transmission Control Protocol/Internet Protocol
(TCP/IP) to communicate with existing software systems.

3.1.4.2 Mediprise shall utilize Transport Layer Security (TLS) to communicate across
hospital systems.

3.2 Functional requirements
3.2.1 Provide Communications Services

3.2.1.1 Transfer Medical Data

3.2.1.1.1 Mediprise shall be capable of exchanging patient medical record data with
any medical information system that implements the HL7 standards.

3.2.1.1.2 Mediprise shall be capable of exchanging patient medical record data with
any system that implements the ASTM International Continuity of Care
Record standards.

3.2.1.1.3 Mediprise shall be capable of exchanging patient medical record data with
any system that implements the ANSI X12 (EDI) standards.

3.2.1.1.4 Mediprise shall provide the capability to export an individual patient’s
medical record as a PDF Report file.

3.2.1.1.5 Mediprise shall provide the capability to export an individual patient’s
medical record as an HL7 Formatted file.

3.2.1.1.6 Mediprise shall provide the capability to export an individual patient’s
medical record as an ASTM International Continuity of Care Formatted file.
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3.2.1.1.7 Mediprise shall provide the capability to export an individual patient’s
medical record as an ANSI X12 Formatted file.

3.2.1.1.8 Mediprise shall provide the capability to export an individual patient’s
medical record as a printed report.

3.2.1.1.9 Mediprise shall provide the capability to export an individual patient’s
current prescriptions as a PDF Report file.

3.2.1.1.10 Mediprise shall provide the capability to export an individual patient’s
current prescriptions as an HL7 Formatted file.

3.2.1.1.11 Mediprise shall provide the capability to export an individual patient’s
current prescriptions as an ASTM International Continuity of Care Formatted
file.

3.2.1.1.12 Mediprise shall provide the capability to export an individual patient’s
current prescriptions as an ANSI X12 Formatted file.

3.2.1.1.13 Mediprise shall provide the capability to export an individual patient’s
current prescriptions as a printed report.

3.2.1.1.14 Mediprise shall provide the capability to export a doctor’s prescriptions as a
PDF Report file.

3.2.1.1.15 Mediprise shall provide the capability to export a doctor’s prescriptions as an
HL7 Formatted file.

3.2.1.1.16 Mediprise shall provide the capability to export a doctor’s prescriptions as an
ASTM International Continuity of Care Formatted file.

3.2.1.1.17 Mediprise shall provide the capability to export a doctor’s prescriptions as an
ANSI X12 Formatted file.

3.2.1.1.18 Mediprise shall provide the capability to export a doctor’s prescriptions as a
printed report.

3.2.1.1.19 Mediprise shall provide the capability to export a doctor’s medical records as
a PDF Report file.

3.2.1.1.20 Mediprise shall provide the capability to export a doctor’s medical records as
an HL7 Formatted file.

3.2.1.1.21 Mediprise shall provide the capability to export a doctor’s medical records as
an ASTM International Continuity of Care Formatted file.
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3.2.1.1.22 Mediprise shall provide the capability to export a doctor’s medical records as
an ANSI X12 Formatted file.

3.2.1.1.23 Mediprise shall provide the capability to export a doctor’s medical records as
a printed report.

3.2.1.1.24 Mediprise shall provide the capability to export de-identified medical records
as a PDF Report file.

3.2.1.1.25 Mediprise shall provide the capability to export de-identified medical records
as an HL7 Formatted file.

3.2.1.1.26 Mediprise shall provide the capability to export de-identified medical records
as an ASTM International Continuity of Care Formatted file.

3.2.1.1.27 Mediprise shall provide the capability to export de-identified medical records
as an ANSI X12 Formatted file.

3.2.1.1.28 Mediprise shall provide the capability to export de-identified medical records
as a printed report.

3.2.1.1.29 Mediprise shall be capable of transferring medical records from an EMR
System to the Mediprise data store.

3.2.1.1.30 Mediprise shall query the Mediprise data store for medical records
associated with a specified doctor.

3.2.1.1.31 Mediprise shall query the Mediprise data store for de-identified medical
records.

3.2.1.1.32 Mediprise shall query the Mediprise data store for patient’s prescriptions.
3.2.1.1.33 Mediprise shall query the Mediprise data store for patient’s medical record.

3.2.1.1.34 Mediprise shall transfer newly entered prescriptions to the patient’s
preferred pharmacy.

3.2.1.1.35 Mediprise shall transfer an existing patient’s medical record to a Medprise
entity (i.e. a hospital with Medprise capabilities).

3.2.1.1.36 Mediprise shall transfer new patient’s medical record to a Mediprise entity
(i.e. a hospital with Mediprise capabilities).

3.2.1.1.37 Mediprise shall transfer existing patient’s prescriptions to a Mediprise entity
(i.e. a hospital with Mediprise capabilities).

3.2.1.1.38 Mediprise shall convert prescription information to HL7 standard format.
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3.2.1.1.39 Mediprise shall convert prescription information to ASTM International
Continuity of Care Record standard format.

3.2.1.1.40 Mediprise shall convert prescription information to ANSI X12 (EDI) standard
format.

3.2.1.2 User Alert and Reminder Services
3.2.1.2.1 Mediprise shall provide users with configurable alerts and reminders.

3.2.1.2.2 Mediprise shall query the Mediprise data store for patient’s preferred alert
method.

3.2.1.2.3 Mediprise shall query the Mediprise data store for patient’s calendar of
reminders.

3.2.1.2.4 Mediprise shall send alerts and reminders based on patient’s calendar of
alerts and reminders and patient’s preferred alert method.

3.2.2 Provide Information Assurance Services

3.2.2.1 Confidentiality and Integrity Services

3.2.2.1.1 Mediprise shall provide a secure login utilizing OS Logins and SecurelLogin
SSO to all users prior to providing access to any information.

3.2.2.1.2 Mediprise shall determine a user’s level of access after verifying a user’s
login credentials.

3.2.2.1.3 Mediprise shall provide access to authorized data based on the user’s level of
access.

3.2.2.2 Authenticity Services

3.2.2.2.1 Mediprise shall protect user names and passwords by encrypting the data
using Blowfish.

3.2.2.2.2 Mediprise shall protect medical information by encrypting the data using
Blowfish.

3.2.2.2.3 Mediprise shall verify digital signatures of incoming data using the Digital
Signature Algorithm (DSA) standard.

3.2.2.3 Auvailability Services

3.2.2.3.1 Mediprise shall monitor network traffic using Wireshark to determine
network loads.
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3.2.2.3.2 Mediprise shall determine whether there is excessive load on the Mediprise
network and thus limit network traffic to prevent network outages.

3.2.2.3.3 Mediprise shall provide secure network communication utilizing Transport
Layer Security (TLS/SSL).

3.2.2.4 Auvailability Services

3.2.2.4.1 Mediprise shall provide digital signatures using DSA standard format on any
data transferred.

3.2.2.4.2 Mediprise shall verify the origin of data received using asymmetrical digital
signatures.

3.2.2.4.3 Mediprise shall provide public and private key authentication to validate
transferred data using Pretty Good Privacy (PGP).

3.2.3 Maintain Patient Medical Records

3.2.3.1 Backup Services

3.2.3.1.1 Mediprise shall maintain primary and secondary copies of electronic medical
records.

3.2.3.1.2 The secondary set of medical records shall mirror the primary set of medical
records.

3.2.3.1.3 To prevent data loss due to malicious software, natural disasters, or other
acts of God an emergency backup of all medical records shall be maintained.

3.2.3.1.4 The emergency backup shall not be collocated with either the primary or
secondary set of medical records.

3.2.3.1.5 The emergency backup shall be updated on a weekly basis.

3.2.3.2 Patient Record Creation

3.2.3.2.1 Mediprise shall provide patients with the ability to create their initial medical
record.

3.2.3.2.2 Mediprise shall provide doctors with the ability to create a patient's initial
medical record.

3.2.3.2.3 Mediprise shall prevent patients from creating a more than one personal
medical record.

62 of 123



3.2.3.2.4 Mediprise shall prevent doctors from creating more than one medical record
for a particular patient.

3.2.3.2.5 Mediprise shall create new patient records in the Mediprise data store when
new patient data is received.

3.2.3.2.6 Mediprise shall provide a complete medical record to a Mediprise entity that
does not contain any information for a requested patient.

3.2.3.3 Patient Record Update

3.2.3.3.1 Mediprise shall provide patients with the capability to modify their medical
history.

3.2.3.3.2 Mediprise shall provide doctors with the capability to modify patient medical
records.

3.2.3.3.3 Mediprise shall prevent patients from modifying information entered into
their medical records by a physician.

3.2.3.3.4 Mediprise shall update the Mediprise data store upon receipt of newly
entered medical information.

3.2.3.3.5 Mediprise shall convert received medical data to Mediprise’s internal data
format from HL7 standard format.

3.2.3.3.6 Mediprise shall convert received medical data to Mediprise’s internal data
format from ASTM International Continuity of Care standard format.

3.2.3.3.7 Mediprise shall convert received medical data to Mediprise’s internal data
format from ANSI X12 (EDI) standard format.

3.2.3.4 Patient Record Removal or Deletion

3.2.3.4.1 Mediprise shall prevent users from deleting medical records.

3.2.3.5 Patient Preferences Maintenance
3.2.3.5.1 Mediprise shall maintain a calendar per patient of alerts and reminders.
3.2.3.5.2 Mediprise shall maintain each patient’s preferred alert method.

3.2.3.5.3 Mediprise shall maintain a list of authorized viewers of each patient’s
medical record.
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3.2.4 Provide Prescription Services

3.2.4.1 Prescription Management Services

3.2.4.1.1 Mediprise shall update a patient’s medical record with newly entered
prescriptions.

3.2.4.1.2 Mediprise shall modify existing prescription records in the Mediprise data
store when modified by authorized users.

3.2.4.1.3 Mediprise shall monitor and warn prescribing doctor and patient when
prescriptions are expired.

3.2.4.1.4 Mediprise shall convert prescription information to Mediprise’s internal data
format from HL7 standard format.

3.2.4.1.5 Mediprise shall convert prescription information to Mediprise’s internal data
format from ASTM Continuity of Care Record standard format.

3.2.4.1.6 Mediprise shall convert prescription information to Mediprise’s internal data
format from ANSI X12 (EDI) standard format.

3.2.4.2 Potential Drug Interactions Monitor

3.2.4.2.1 Mediprise shall crosscheck all active prescriptions for an individual to
determine the potential for dangerous drug interactions.

3.2.4.2.2 Mediprise shall issue an alert to the prescribing doctor and patient if a
potentially dangerous drug interaction is identified.

3.2.4.2.3 Mediprise shall provide alternative drug options to a doctor if a potential
drug interaction is detected.

3.2.4.3 Alternative Drug Options

3.2.4.3.1 Mediprise shall notify the pharmacist and patient if a generic version of the
prescribed drug is available.

3.2.4.3.2 Mediprise shall provide notification if a patient is allergic to a drug that is
prescribed.

3.2.4.3.3 Mediprise shall provide alternative drug options to a doctor if a patient is
allergic to the prescribed drug.
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3.2.4.4 Database of Drugs and Potential Interactions

3.2.4.4.1 Mediprise shall maintain a data repository of drug and interaction
information.

3.2.4.4.2 The drug and interaction data repository shall be updated daily to ensure
that only the most up-to-date information is used.

3.2.4.4.3 Mediprise shall maintain a data repository of alternative drug options for
drugs in the drug data repository.
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3.3 Performance requirements

3.3.1 Mediprise shall provide access to patient records within 3 seconds of the user
request.

3.4 Design constraints
3.4.1 Accessibility Constraints

3.4.1.1 User interfaces must conform to section 508 of the United States
Rehabilitation Act.

3.4.1.2 Patient user interfaces should be reasonably accessible via an Internet
connection as slow as 56kbps.

3.4.2 Data Exchange Constraints

3.4.2.1 Data exchange between hospital systems will be limited to implementations
specified in the HL7, ASTM, and ANSI X12 standards.

3.5 Software system attributes
3.5.1 Reliability

3.5.1.1 Mediprise shall acknowledge receipt of data to ensure delivery of data to
requesting users.

3.5.1.2 Mediprise shall provide a Mean Time Between Failure (MTBF) of 6 months.
3.5.2 Auvailability

3.5.2.1 Mediprise shall be available 95% of the time where availability is defined as
MTBF / (MTBF — MTTR) where MTBF is Mean Time Between Failure and MTTR
is Mean Time To Repair.

3.5.3 Scalability

3.5.3.1 Mediprise shall be scalable to additional organizations by adding additional
resources (servers, data centers, etc).
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Appendix ll: Functional Decomposition
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Appendix lll: QFD Analysis
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Appendix IV: Stakeholder Value Mapping
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Appendix VI: DoDAF Artifacts

1 Operational View

1.1 OV-1Operational Concept
See Section 5.1HouseCare Mediprise Operational Concept for the OV-1.

1.2 Maediprise Use Cases

Figure 32: Mediprise Operational Use Case Diagram

1.2.1 Update Medical Record

1. Patient arrives at a Mediprise Hospital.

2. Doctor enters patient identifying information into EMR system.

3. EMR System queries date of last change for the patient's medical record in its internal data store.
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4. Mediprise queries date of last change for the patient's medical record in its data store.

5. Mediprise sends the date of last update to the EMR System.

6. EMR System compares the dates and determines if internal record is up to date.

7. Ifrecord is not up to date, request medical record from Mediprise.

8. Mediprise queries data store for entire medical record.

9. Mediprise determines EMR System's Standard Format.

10. If the format is not the same internal format that Mediprise uses, Mediprise converts to EMR System's Standard
Format.

11. Mediprise sends the medical record securely to the EMR System.

12. EMR System receives medical record and updates the internal data store with the updated record.

13. EMR System displays medical record to the doctor.

14. Doctor updates the medical record with patient's diagnosis and treatment.

15. EMR System appends medical record with entered information.

16. EMR System sends updated information to Mediprise.

17. Mediprise determines if data format requires conversion.

18. If so, converts received information to internal data format.

19. Mediprise updates internal data store with updated information.

1.2.2 Update Prescription Information

Doctor enters patient information and prescription details.

EMR System sends patient information and prescription details to Mediprise.

Mediprise checks for adverse drug interactions.

If adverse reactions are detected, issue an alert to the doctor.

Mediprise queries patient's preferred pharmacy.

Mediprise determines the Standard Format of the patient's preferred pharmacy.

If the pharmacy's Standard Format is not the internal format of Mediprise, convert the prescription information to the
pharmacy's standard format.

8. Mediprise sends the prescription information to the pharmacy.

9. Pharmacy received the prescription information and fills the prescription.

10. Pharmacy updates the prescription information.

11. Pharmacy sends updated prescription information to Mediprise.

12. If the prescription information requires conversion, Mediprise converts the prescription information.
13. Mediprise updates the patient's prescription information.

Nogak~wbdbPE

1.2.3 Update Patient Information

Patient enters Mediprise web address into web browser.

Mediprise presents secure login to patient.

Patient enters login credentials.

Mediprise validated login credentials.

If the login credentials are valid, retrieve patient information that the Mediprise determines is accessible to patient.
Patient modifies patient information.

Mediprise updates patient information with entered information.

Nogk~wpE

1.2.4 Issue Alert

1. Mediprise determines an alert condition exists (expired prescription, drug interaction, etc).
2. Mediprise queries for the preferred alert method for the receiver of the alert.

3. Mediprise sends the alert using the preferred method.

1.2.5 Export Medical Records

Patient enters Mediprise web address into web browser.

Mediprise presents secure login to patient.

Patient enters login credentials.

Mediprise validated login credentials.

If the login credentials are valid, retrieve information the user is granted access to.

User requests to export medical records in PDF report, printed report, HL7, ANSI X12, or ASTM format.

oaprwdE
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7. Mediprise converts the medical record in the desired format.
8. Mediprise sends the formatted record or report to the user.

1.3 OV-2 Operational Node Connectivity Diagram

s
Queries Record Date of Last Update

Sends Date of Last Update

Query for Entire Medical Record

Determine EMR System's Standard Format
Convert to EMR Standard

Send Medical Record

Checkfor Adverse Drug Interactions

Issue Alert

Update Medical Record with Added Information
Determine if Updates Include Prescription
Information

Determine Pharmacy System's Standard Format Activities
Convert to Pharmacy Standard . Doctor Looks Up Patient Medical
Send Prescription Information Record

Update Prescription Information

Provide Secure Login

Validate Login Credentials

Retrieve Data Authorized for User

Update Mediprise Data Store with Update
Patient Information

Export Data in Requested Format

Query for User's Preferred Alert Method

Send Alert Using User's Preferred Alert Method

Activities:
. Receive Prescription Information
«  Fill Prescription

«  EMR Sysem Requests Date of Last
Change of Medical Record

e Hospital Queries Intemal EMR
System for Date of Last Change of
Medical Record

. Determine whether EMR System's
Medical Record is Up to Date

«  Request Medical Record from
Mediprise

e Query EMR Sysem for Medical
Record

. Update Medical Record with
Received Data

. Retum Medical Record

«  Doctor Updates Medical Record with
Diagnosisand Treatment

. Doctor Determines Prescription is
Part of Treatment

. Doctor Enters Prescription
Information

«  EMR System Appends Medical
Record with Entered Information

«  EMR Sysem Sends Updates to
Mediprise

. Doctor Releases Patient

Activities:

DECEE R

Arrive at Hospital

Enter Mediprise Website Address
Enter Login Credentials

Update Patient Information
Request Export of Authorized Data
Receive Alert

Figure 33: OV-2 Operational Node Connectivity Diagram
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1.4 OV-3 Operational Information Exchange Matrix

Table 9 - OV-3 Operational Information Exchange Matrix

Needline Identifier Information Element Description Producer Consumer Performance Information Assurance Security
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. X Patient Update Medical X Transport Confidential/
Mediprise: :Hospitals I:e:m;l M S?t'?'g t Medical 100% HA‘;"'S'?S;E/ Mediprise | Send Medical Record Hospital | Record with Received D;U:F < 10 Secs M ;oztrol: & 99.50% Layer Encryption HIPAA None
eco edical Data History Data © ediprise Access Security Protected
Contraols
. . EMR Access :
. . Patient Mediprise Updates . Transport Confidential/
Hospitals: :Mediprise Medical Pgtlent Medical 100% HL7/ASTM/ Hospital EMR System 5?”‘,’5 Mediprise | Medical Record With Discrete < 60 Secs CUI‘!UDlS & 9%% Layer Encryption HIPAA None
Record Medical Data . ANSI X12 Updates To Mediprise . Event Mediprise Access N
History Added Information Security Protected
Controls
EMR Access :
Doctor Enters Transport Confidential/
Hospitals::Mediprise | Prescription N;‘"f UF":‘“ o C””E:'F 100% H:IC"S";‘S)E"Z’ Hospital Prescription Mediprise C;e‘klmt' A”r,erse D:”sie <60 Secs| ;:‘"Tt""s & 99% Layer Encryption HIPAA None
rescription |Prescription Information rug Interactions ven ediprise Access Security Protected
Controls
Drug Current HL7/ASTM/ EMR System Appends | ECMEI‘:CEES Transport Confidentialf
Mediprise: :Hospitals Alert Interaction P ot 100% ANSI X12 Mediprise Issue Alert Hospital Medical Record with ES et < 5 Secs M d'c . OA 99.50% Layer Encryption HIPAA None
Information | cocripten Entered Information ven ¢ 'g;':fm:““ Security Protected
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Mediprise::Patients Alert Interaction P urriert\ 100% HTML Mediprise Issue Alert Patient Receive Alert éscrete < 5 Secs 3" ml‘f a Ie; 99.50% Layer Encryption HIPAA Mone
Information rescription ven ser Name an Security Protected
Password
Mediprise Access - ,
. Individual - . . N Transport Confidential/
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Information Security Protected
Password
- - Mediprise Access N
. Individual . . Update Mediprise Data . ) Transport Confidential/
Patients::Mediprise Patient Patient Ind“{'dual 100% HTML Patient Updata Pat_lent Mediprise Store with Updated Discrete < 10 Secs Controls & Patient 99% Layer Encryption HIPAA None
Information X Patient Information . . Event User Name and N
Information Patient Information Security Protected
Password
Mediprise Access .
. . . Transport Confidential/
Mediprise::Pharmacies | Prescription New;‘Ugda.ted Curren_t 100% HL7/ASTM/ Mediprise Send Prescr_iptlom Pharmacy Receive PreSFFIDhDH Discrete < 10 Secs Controls & 99.50% Layer Encryption HIPAA None
Prescription | Prescription ANSI X12 Information Information Event Pharmacy System N
Security Protected
Access Controls
Mediprise Access
Drug . Transport Confidential/
HL7/ASTM, Di I
Mediprise::Pharmacies Alert Interaction Curr‘en‘t 100% ASTM/ Mediprise Issue Alert Pharmacy Receive Alert iscrete < 5 Secs Controls & 99.50% Layer Encryption HIPAA None
. Prescription ANSI X12 Event Pharmacy System N
Information Access Controls Security Protected
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1.5 OV-4 Mediprise Organizational Relationship Model

Figure 34: OV-4 Organizational Relationship Model
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1.6 OV-5 Operational Activity Model

1.6.1 Export Medical Records

act OV-5 Export Medical Records /

UszerlU=zar

(from Actiities)
Enter Madiprise Website Addraszs

Gnter Legin Credential 5)

(from Actiities)

Request Export of
Authorized Data

)

(from Actiities)

/

Mediprise:Mediprise

Gﬁ\

/_/_{F'rmide Secure LDgin)

.S
(from Activities)
Login Mot
ﬁﬁalidate Login Credentiala
{from Aptivities)

Lagin Walid

Retrieve Data Authorized
for User

(from Activitizs)

-\_\__?@

(from Actiities)
Export Dats in Requasted Format

Valid

Figure 35: OV-5 Export Medical Records
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1.6.2 Issue Alert

act OV-5 Issue Alert/

Mediprise:Meadiprise UsarUser

Triggel Alert Issus

uery for User's Preferred
Alert Method

(from Aptivities)

S5end Alert Using User's
Preferred Alert Method

(from Activities)

\}C Receive Alert )

(from Aptivities)

Usar Rzceivas Alert

Figure 36: OV-5 Issue Alert
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1.6.3 Update Medical Record and Prescription Information

— T ——

Figure 37: OV-5 Update Medical Record and Prescription Information
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1.6.4 Update Patient Information

act OV-5 Update Patient Infnrmatinn/

Patient:Patient

|

(from Activities)

Enter Mediprise Website Address

Gmer Login CrEdEI'Iﬁ-EHE)

(from Actiities)

)

\

Gpdate Patient Information

(from Acfl’m’fl’é\

g

Mediprise:Mediprise

/_/_{Frmide Secure Li}gin)

(from Activities)

o

Login Mot Walid

sG&llii:lama Login Crede ntiala

(from Altivitie )

Lagin Valid

Retrieve Data Authorized
for User

(from Activities)

pdate Mediprise Data Store

with Updated Patient
Infermation

(from Aptivitiez)

(from Activitiez)

Updated Mediprise Data Stg

e

Figure 38: OV-5 Update Patient Information
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1.7 OV-6b Operational State Transition Diagram

1.7.1 Hospital Node State Diagram

Figure 39: OV-6b Hospital Node State Diagram
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1.7.2 Mediprise Node State Diagram

Figure 40: OV-6b Mediprise Node State Diagram
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1.7.3 Pharmacy Node State Diagram

Figure 41: OV-6b Pharmacy Node State Diagram
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1.8 O0V-6¢ Operational Event-Trace Description

1.8.1 Export Medical Records

sd OV-6c Export Medical Records /

g

AN
Usar
|

‘Mediprise

RaquastAccessToWabPaortal)

EnterLoginCredentials()

L §

i ProvideSecureLogin()

1

&

ExportMedicalRecords()

1 | ValidateLoginCredentials()
- [login valid]:
=}

QueryForPatientinformation()

ExporthMedicalRecords(String, int)

&

formettedData()

ExportinSpecified Format{String)

Figure 42: OV-6¢ Export Medical Records
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1.8.2

Issue Alert

sd OV-6c Issue Alert

‘Mediprise

=+0

L
T
|
|
|
|ssueAlent|String. int}
QueryForPrefamedAlertMethod(int)
SendAlert()

¥
T - B

Figure 43: OV-6c¢ Issue Alert
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1.8.3 Update Medical Record and Prescription Information

sd OV-6c Update Medical Record and Prescription Infnrmatinn/
2 2 :Hospital EMR ‘Mediprise :Phamacy
Y Y Systems Systems
:Patient :Doctor

| | T T T

| | | | |

| | | | |

I Request Treatment() _ | I I I

bl | | |

| | |

1 1 1

GetDateOfLastUpdate(int) - I I

:medicalRecord bl : :

1 1

GetDateOfLastUpdate(int) - ! I

- |

= i

| |

| |

GetDsteOfLastUpdsta(int) ! !

:medicalRacord : :

[emrMNotUpToDate]: GetMedicalRecord(int) o ! |

:madicalRecord Lt :

|

1

|

QueryForMedicalRecord(int) I

1

|

ConverToEMRStandard() '

1

|

- . 1 I 1

L Dy a dT i | |

UpdsteMedicaiRecord(int o ' '

patientld) = : :

UpdateMedicalRecord(int) . '

= 1

|

|

|

ConverthedicalRecord() :

[prescription required]: LI !

[ EnterPrescription(int, int, int, int, int) - | :

| |

UpdataMedicalRecord(int) o | !

> i

|

|

o MadicalR " !

- - = v |

i |

1

CheckFortdverseDmgl ) '

|

|

GetPraferzdAlerthethod]) '

I d d]:WamOfDrugl ion) 1

i |

[ !

|

|

GetPatientPrefemadPhamsacy() :

SendPrescriptionInformation () - :

]L |

L L L 1

| | | | |

(From Activities) (From Activities)

Figure 44
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1.8.4 Update Patient Information

sd OV-Ec Update Patient Infnrmatinn/

g

AN

:Patient
|

RequestiocessToWebPaortal)

‘Mediprise

EnterLoginCradentials()

ModifyPatientinformation)

N

UpdatePatientinformation )

{from Activities)

ProvideSecureLogin()
L

ValidateLoginCredentials()

[lagin wvalid]:QuaryForPatientinformation(

Figure 45: OV-6¢ Update Patient Information
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1.9 OV-7 Mediprise Logical Data Model

Figure 46: OV-7 Logical Data Model
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2 Systems View

2.1 SV-1Systems Interface Description

sd 5W-1 System Interface Diagram/

MR Client System

Patient Web Portal
Server

e

MP52

Mediprise
rescription
System

[=1

Medical Record
Storage System

MRE532

MPS1

m
[

MRSS2

551

Security Service

Figure 47: SV-1 Systems Interface Description
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2.2 SV-2 Systems Communications Description

Doctor \

ekeyboard»

EMF_Client_System

class 5V-2 Systems Communications Description/

Welb_Client

«Intemats

Patient Webk_Portal_Server

amethod caile

Standard_Ceonversion_System

I

[~ «meathod calls

amathod callx

Scheduler

wmethod calle

Security_Service

Matworks

amathod calis

Pharmacy_System

«Heyboards

Fharmacist

amethod calls

o i a¥irual Private Matworks

Medical_Record_Storage_ System

Prescription_System

/F’atient

whayboands

Figure 48: SV-2 Systems Communications Description
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2.3 SV-3 Systems-Systems Matrix

Table 10 - SV-3 Systems-Systems Matrix
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Mediprise Hospital | Patient | Pharmacy
. Medical -
Patlent Web CSI;"a:da!'dn Scheduler Security Record PMedl:rltsien EMR Client Web Client Pharmacy
°s etrsm chedule Service Storage r;sctp © System € e System
ystem System ystem
HTML over
Patient Web TCP/IP.
Event based | Event based | Event based
Partal method call method call method call N/A N/A N/A SeC|_.|red N/A
Server using
TLS/SSL
VPN over
S'a"da."’ Event based Event based VPN over Event based TCP/IP.
Conversion N/A . ; N/A VPN over TCP/IP
S method call method call TCP/IP method call | Signed using
ystem
DSA.
Event based
Scheduler | 4 eal N/A N/A N/A N/A N/A N/A N/A
Event based Er:::;obdas:ﬁ
Security method call o
Service |providing user prowd_mg N/A N/A N/A N/A
i Blowfish
authentication .
encryption
Medical
Record VPN over VPN over
Storage N/A TCP/IP TCP/IP N/A N/A N/A
System
Mediprise
Event based VPN over
ipti N/A N/A N/A N/A N/A N/A
Prescription /. method call / / TCR/IP /. /. /
System
VPN over
EMR Client TCP/IP.
System N/A Signed using N/A N/A N/A
DSA.
HTML over
. TCP/IP.
Web Client Secured using N/A N/A N/A N/A
TLS/SSL
Pharmacy VPN over
System N/A TCP/1P N/A N/A N/A




2.4 SV-4a Systems Functionality Description

Soae— S Tw,
o oy e ey [

Figure 49: SV-4a Systems Functionality Description
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2.5 SV-5a Operational Activity to Systems Function Traceability Matrix

Table 11 - SV-5a Operational Activity to Systems Functions Traceability Matrix
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System System Function al=|=|a| S| &S a|S|alS|e|s[S[a|s[S|S|alS[a[S| Sl S| d|[S|S[3]&
Export Individual Patient Medical Records x| %
Export Patient's Current Prescriptions x| x
Export Mechanism Export Doctar's Prescriptions x| %
Export Doctar's Medical Recards x| %
Export De-ldentified Medical Records x | %
Transier from EVR to Mediprise | Transfer Medical Record Update from EVMR System 1o
Mechanism Mediprise “x|* Xl
Query for Medical Records Associated with a specific M
Doctor
Query Mediprise for De-ldentified Medical Records x
Mediprise Query Mechanism  [Query Mediprise for Patient's Prescriptions x x x
Query Mediprise for Patient Medical Record % A x x x x
Query Patient Preferred Alert Method x x
[Query Calendar of Reminders Per Patient x X
Transfer New Patient Prescriptions to Pharmaci XI®|X
Transfer to EMR System Transfer Existing Patient Medical Record x| x| %
Mechanism x| x| x
Transfer New Patient Medical Records to EMR System|
Transfer Existing Patient Prescriptions R
Internal Format Converter Convert Prescriptions to External Data Format x
Mechanism Convert Medical Records to External Data Format X
Set Preferred Alert Method x x
Update Calendar of Alerts and Reminders % X
Patient User Interface View Medical History and Prescription Infermation % x
Update Medical History and Personal Information X x
Send Alert or Reminder x
Monitor and Warn of Potential Drug Interactions x
Warn Mechanism Monitor and Warn of Alternative Drug Options x
Monitor and Warn for Patential Prescription Abuse x
Monitor and Warn when Prescriptions are Expired
Drug and Potential Interaction | Maintain Database of Drugs and Potential
Repositary Interactions x
Monitor and Warn of Potential Drug Interactions X
- : [onitor and Warn of Alternative Drug Options ®
Drug Monitoring Mechanism
9 a onitor and Warn for Potential Prescription Abuse *
[onitor 2nd Warn when Prescriptions are Expired x
pdate Patient’s Medical Records With New
Prescription Repositary Prescription in Mediprise ® ®
Prescription Update Mechanism | Modify ExIsting Prescription Recards in Mediprise X X
[Frescription Information | Convert Prescription Tnformation to Internal Data
Converter Mechanism Format x
Medical Record Update
Scheduler Schedule Patisnt Medical Record Update x X
|Medical Record Update
Mechanism Update Mediprise Medical Records x ®
Update Mediprise Medical Recards x x
Medical Recard Repositary Create New Patient Medical Record In Mediprise X P
Medical Record Converter
Mechanism Convert Medical Recard to Internal Data Format *
Patient Calendar Repository | Maintein Calendar of Patient Alerts and Reminders x
Maintain Patient's Preferred Alert Method x
Patient Preference Repository _|Maintain List of Authorized Viewers
Secure Login Mechanism Provide Secure Login % | % | x
Determine Level of Access x
User Access Level Mechanism | ProvIde Access to Authorized Data %
User Data Encryption
Mechanism Protect User Names and Passwords K
Medical Record Encryption
Mechanism Protect Data * * * X
erify Digital Signature * * x| % A
Digital Signature Mechanism _[Provide Digital Signature * ¥ x| % x| x| x
Monitor Network Traffic Maonitor Network Traffic X | x| x X X X x| % x| x
Mechanism Limit Excessive Netwark Traffic ¥ x| x X X [ % | x X [ x| x
Secure Network
Communication Mechanism | Provide Secure Network Communication e * * * 1 K
|Data Origin Authentication
Mechanism erify Origin of Data X X X X%
[Rey Encryption Mechanism Provide PUDIic and Private Key AUthentication X 3 X x| x
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2.6 SV-6 Systems Data Exchange Matrix
Table 12 - SV-6 Systems Data Exchange Matrix
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2.7 SV-7 System Performance Parameters Matrix

Table 13 - SV-7 Systems Performance Parameters Matrix

System Name - Mediprise

Hardware Element 1 - Application Server

Mean Time To Recovery 8 hours
Availability 0.99
System Initialization Time < 300 seconds
Architecture Data Transfer Rate 1000mb/s

Program Restart Time

< 300 seconds

Software El t 1.1 - Patient Web Portal Server

Architecture Data Capacity (e.g. throughput or # processed/unit time)

500K Simult. Patients

Patient Interaction Response Times

< 5 seconds

Availability 0,95
Effectiveness 0.99
Mean Time Between S/W Failures 2,200 hours

Software EIl t 1.2 - Scheduler

Architecture Data Capacity (e.g. throughput or # processed/unit time)

1M Events/second

Operator Interaction Response Times N/A
Availability 0.95
Effectiveness 0.99
Mean Time Between S/W Failures 1,440 hours

Software Element 1.3 - Standard Conversion System

Architecture Data Capacity (e.g. throughput or # processed/unit time)

1000 Medical Records/second

Operator Interaction Response Times N/A
Availability 0.99
Effectiveness 1
Mean Time Between S/W Failures 2,200 hours

Software EI t 1.4 - Security Service

Architecture Data Capacity (e.g. throughput or # processed/unit time)

1000 Encrypted Medical Records/second

+ 10K Authentications/second

Operator Interaction Response Times N/A

Availability 0.99

Effectiveness 1

Mean Time Between S/W Failures 2,200 hours
Hardware Element 2 - (Database) Storage Server

Mean Time To Recovery 8 hours

Availability 0.99

System Initialization Time < 300 Seconds

Architecture Data Transfer Rate 1000mb/s

Program Restart Time

< 300 seconds

Software Element 2.1 - Database Software

Architecture Data Capacity (e.g. throughput or # processed/unit time)

10K queries per second

Operator Interaction Response Times N/A
Availability 0.99
Effectiveness 1
Mean Time Between S/W Failures 2,200 hours
Hardware Element 3 - Patient Computer System
Mean Time To Recovery N/A
Availability N/A
System Initialization Time N/A
Architecture Data Transfer Rate N/A
Program Restart Time N/A
Software Element 3.1 - Patient Web Client
Architecture Data Capacity (e.g. throughput or # processed/unit time) N/A
Operator Interaction Response Times N/A
Availability N/A
Effectiveness 0.99
Mean Time Between S/W Failures N/A

Web Browser Requirements

IE 6+, Firefox, Safari

Hardware Element 4 - EMR Client Server

Mean Time To Recovery 3 hours
Availability 0.99
System Initialization Time < 120 seconds
Architecture Data Transfer Rate 1000mb/s

Program Restart Time

< 120 seconds

Software Element 4.1 - EMR Client System Software

Architecture Data Capacity (e.g. throughput or # processed/unit time)

100 Medical Records/second

Operator Interaction Response Times < 3 seconds

Availability 0.99

Effectiveness 1

Mean Time Between S/W Failures 2,200 hours
Hardware Element 5 - Pharmancy System Server

Mean Time To Recovery 8 hours

Availability 0.99

System Initialization Time < 120 seconds

Architecture Data Transfer Rate 100mb/s

Program Restart Time

< 120 seconds

Software Element 5.1 - Pharmacy System Software

Architecture Data Capacity (e.g. throughput or # processed/unit time)

100 Prescriptions/second

Operator Interaction Response Times

< 5 seconds

Availability 0.99
Effectiveness 1
Mean Time Between S/W Failures 1,440 hours
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2.8 SV-8 Systems Evolution Description

2010
Version 1.0
Interoperability:
+ Hospitals
+ Pharmacies 2012
= Patients Version 3.0 2016
EMR Standards (3): Add. Interoperability: e
. HL7 « Laboratories Version 5.0
o ANSI X12 Hosting Services: Add. Interoperability:
» ASTM CCR + Medical Imaging + Insurance Companies

h h )
# ® ® ® ®

20m1 202 2013 20014 2015 2016
2010 2017
2011 2014
Version 2.0 Version 4.0
Add. Interoperability: Add. Interoperability:
+  Ambulatory Services * Small-scale Physician Practices

EMR Standards (5):
s 2 Additional Standards

Figure 50: SV-8 Systems Evolution Description
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2.9 SV-10c Systems Event Trace Description

2.9.1 Export Medical Records

d 5V-10c Export Medical Records /

ProvideLogin(String, String)

ExportMedicalRecords(String)

‘WebClient :SecurtyAgent :RecordHandler :Exporter
T T T T
| I | |
| [} | |

o | 1 1 1
Ll I | |
[} | |
varifyllsar(String, String) :boolesn : : :
Ll | |
| |
| |
| |
[uservelid]:determine Userhoeass(String, String) :
| |
| |
[uservalid]:grantUsarfdcoass() tint :
1
| |
| |
i DisplayPsatientinformation() : : :
[ 1 | |
getRecord ByPatientld(int) :MedicalRecord - ! :
I L] I
T I | |
| I | |
o ] 1 1
[} | |
1 | |
[format == ANSIX12]:ExportinAnsi{12(MedicalRecord) o !
T T Lt
I | ITl
! | |
[format == ASTM]:ExportinAstm{MedicalRecord) | o !
T T rLr|
I |
' | |
[format == HLT]:ExportinHIT (MedicslRecord) | o |
T T r|_I_|
I |
[format == POF]:ExportinPdf{MedicalRecord) : - :
T I 0
[} | ]
== Prin{l: 3 PR |
[format == Prin{]:ExportinPrintFormat{MedicalRecord) | -
! 1 =
L 1 | ]
1 | |

Figure 51: SV-10c Export Medical Records
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2.9.2 Issue Alert

sd SV-10c Issue Alen/

«implementationClasss

MeadiprisaServar

:RecordHandler :AletGeansrator
I I
| |
| |
| |
| |
generateAlert(String) : :
getPatientinfo{int) : Patientinformation ! :
s |
| |
generateAlerd(String) - :
I Lo
sendAlert|string)

Figure 52: SV-10c Issue Alert
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2.9.3 Update Medical Record and Prescription Information

L_ P
Figure 53: SV-10c Update Medical Record and Prescription Information
2.9.4 Update Patient Information
sd 5V-10c Update Patient |nfnn-nan‘nn/
gﬁ ‘WebCliant ‘SecurtyAgent :RecordHandler
M
User
| T T T
: 1 1 1
1 ProvideLogin{String, String) - : : :
Lol | |
verifyllserString, String) :boolean - : :
] |
|
|
|
. [if usar/alid]: 1
Bl detemineUsarfooass(String, :
String) 1
|
grantlJsaricoass() :
Gint |
|
DisplayPatientinformation() : :
LJ getPsatientinfo(int) :Patientinformation . :
|
i |
| |
| | |
| | |
=) { i ] | | |
Update Patientinformation() - | |
| |
| |
updatePatientinfo[Patientinformation) - |
t L
L] | [}
T 1 1 1
| 1 1 1
(from Actors)

Figure 54: SV-10c Update Patient Information
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2.10 SV-11 Physical Schema

Lt

o

aien

o
Lo fo T WL v
ez mhGeTmL:
Cods - SET-CE-
Jelingeeda - SEFCE:
[ owsmie ]
ﬁu-:n@b L

I

i |

HEALTH LEVEL 7
REFERENCE INFORMATION MODEL
VERSION 2.26 (RIM_0226)

Reflects ehanges ta RIM n RIMHamona o Through 122772009
With o sets of sulisequentl echnical corrections.

Figure 55: SV-11 Physical Schema?l

1 HL7 Reference Information Model, ht www.hl7.org/Library/data-model /RIM /modelpage mem.htm
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2.11 TV-1 Technical Standards Profile

Table 14 - TV-1 Technical Standards Profile

[Fechnology Service Area

Technical Service

Standards

Service Interface and Integration

Data Exchange

Portable Document Format (PDF) - ISO 32000-
1:2008

HL7 version 3.0 - ISO 10781

ASTM Continuity of Care (CCR) - ASTM E2369-05

ANST ASC X12N 278:2002

Data Transfer

VPN over TCP/IP

Alert

Email

SMS - Short Message Service

Page - FLEX protocol

Data Conversion

Mirth - converts HL7 and X12

BOTS - converts EDI

Database Management System

Data Store

Oracle RDBMS

Calendar

iCalendar RFC 2445

Access Control

Authentication

Windows Authentication

SecurelLogin SSO

Data Encryption

Blowfish

Digital Signature

Digital Signature Standard (DSA) - FIPS 186

Origin Authentication

Assymetric Signatures

Key Encryption

PGP Universal 2.10

Network Management

Monitor

Wireshark

Secure Communication

Transport Layer Security (TLS/SSL)

2.12 TV-2 Technical Standards Forecast

Table 15 - TV-2 Technical Standards Forecast

Technology Service Area |[Technical Service |Standards Forecast
Digital Imaging and
Communications in Medicine

Service Interface and (DICOM) 2012

Integration Data Exchange  1em= 515 2014
openEHR 2011
HITSP 2011
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Appendix VII: Function Point Analysis Values

1 Function Point Analysis — Mediprise

1.1 Function Points

1.1.1

Sk W

=
=
N

OO NONUTA WN P

1.15

W e

External Inputs

ANSIX12 Medical Records
ASTM Medical Records
HL7 Medical Records
ANSIX12 Prescriptions
ASTM Prescriptions

HL7 Prescriptions

External Outputs
ANSIX12 Medical Records
ASTM Medical Records
HL7 Medical Records
Printed Reports

PDF Report

ANSIX12 Prescriptions
ASTM Prescriptions

HL7 Prescriptions
Patient Information

. SMS Messaging
. Page Messaging
. Email Messaging

External Inquiries
Medical Record Updated Message
Request Medical Record Message

External Interfaces
None

Internal Files
Medical Records
Prescriptions

User Information
Patient Information
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1.2 Function Count Weighting?

Count Low Average High

External Input 6 18 24 36

External Output 12 48 60 84

Internal File 2 14 20 30

External

Interface 0] 0 0 0

External Inquiry 4 12 16 24
Sum 410

Total Sum =410

1.3 Adjustment Factor
Data Communications: 5
Distributed Functions: 4
Performance: 3

Heavily used configuration: 2
Transaction Rate: 3
Online data entry: 1

End user efficiency: 5
Online update: 1
Complex processing: 0
Reusability: 4
Installation ease: 0
Operational ease: 4
Multiple sites: 5

Facilities change: 1

2 http://brad.touesnard.com/docs/SWE4103-report.pdf. Viewed on April 18, 2009.
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14
VAF=0.65+0.01x ) ¢,

=1

VAF =1.03

1.4 Adjusted Function Point

AFP = UFP x VAF
AFP =422.3

1.5 Java UFP Values®
Average: 60

Median: 59

Low: 14

High: 97

1.6 SLOC Values
Average = 25,338
Median = 24,916

Low =5,912

High = 40,963

1.7 COCOMO Il Analysis

Using the median SLOC value above, Mediprise was entered into COCOMO II to determine a cost
and schedule estimate. Utilizing a monthly labor rate of $7000 per person and a short schedule,
COCOMO II calculated that the Most Likely schedule would take 16.8 months with a staff of 12.5.
The cost estimate was calculated to be $1,406,562. HouseCare utilized COCOMOII to develop a
cost analysis because the first installation of Medprise is primarily software based.

3 http://www.gsm.com/FPGearing.html. Viewed on April 18, 2009.
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Appendix VIII: Cost Analysis Assumptions Data — Baseline
Crystal Ball Report - Full

No Simulation Data
Assumptions

Worksheet: [Cost_Analysis_10yr_v7.xIs]Base Income
Assumption: Avg # of physicians/doctors office Cell: B32
Normal distribution with parameters:
Mean 5.00 Ava ¥ of phy sicusns/docton oflce
Std. Dev. 1.00 .
;
Assumption: Avg # of physicians/hospital Cell: B31
Normal distribution with parameters:
Mean 1,500.00 ot
Std. Dev. 150.00 N
2
Assumption: Expected Number of Major Hospitals 2009 Cell: B9
Normal distribution with parameters:
Mean 0 (=B9)
Std. Dev. 1
I Expocied Number of Major Hos plas 2009
i
Assumption: Expected Number of Major Hospitals 2010 Cell: C9
Triangular distribution with parameters: _ -
Mlnlmum 100 Expected Number of Major Hos pials 2010
Likeliest 2.00 N
Maximum 3.00 é
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Assumption: Expected Number of Major Hospitals 2011

Triangular distribution with parameters:

Minimum 2.00
Likeliest 3.00
Maximum 4.00

Assumption: Expected Number of Major Hospitals 2012

Triangular distribution with parameters:

Minimum 4.00
Likeliest 6.00
Maximum 8.00

Assumption: Expected Number of Major Hospitals 2013

Triangular distribution with parameters:

Minimum 10.00
Likeliest 12.00
Maximum 14.00

Assumption: Expected Number of Major Hospitals 2014

Triangular distribution with parameters:

Minimum 17.00
Likeliest 20.00
Maximum 23.00

Cell: D9

Prebatity

g

)

Expocted Numbor of Major Hos pitals 2011

200 M 30 AW 3@ 260 30 A0

Cell: E9

Protanidy

Expecied Number of Major Hos pitsis 2012

as AR KX W G0 KO &M TX TR 000

Cell: F9

Expecied Number of Major Hos piksis 2013

Probabity
g
.!-5
E
E
8

Cell: G9

Expecied Number of Major Hos pitsls 2014
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Assumption: Expected Number of Major Hospitals 2015 Cell: H9

Expecied Number of Major Hos pitals 2015

Triangular distribution with parameters: _
Minimum 30.00
Likeliest 35.00
Maximum 40.00

Cell: 19

Prebatity

Assumption: Expected Number of Major Hospitals 2016

Expecied Number of Major Hos pitsis 2018

Triangular distribution with parameters: _
Minimum 44.00
Likeliest 50.00
Maximum 56.00 3

Cell: J9

Propatiity

Assumption: Expected Number of Major Hospitals 2017

Expecied Number of Major Hos piksis 2017

Triangular distribution with parameters: _
Minimum 57.00
Likeliest 65.00
Maximum 72.00 i

T T T

Srobatity

8

Assumption: Expected Number of Major Hospitals 2018 Cell: K9

Expecied Number of Major Hos pitss 2018

Triangular distribution with parameters:
Minimum 70.00 '
Likeliest 80.00 R
Maximum 90.00 :
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Assumption: Expected Number of Patients Ad Clicks Cell: B33

Expocted Number of Patients Ad Ccks.

Normal distribution with parameters: _
Mean 3.00
Std. Dev. 1.00 2

Assumption: Expected Number of Small Doctor Offices 2015 Cell: H10

Triangular distribution with parameters: _
Mlnlmum 45.00 Expected Number of Small Doctor Offices 2015

Likeliest 50.00
Maximum 55.00 3

Assumption: Expected Number of Small Doctor Offices 2015 (I110)

Propatiity

Expected Number of Small Doclor Offices 2015 (110}

Triangular distribution with parameters: _
Minimum 90.00
Likeliest 100.00
Maximum 110.00 i

Assumption: Expected Number of Small Doctor Offices 2015 (J10)

Srobatity

Triangular distribution with parameters:

Minimum 135.00
Likeliest 150.00 =
165.00 ,;

Maximum

B
8
L3
8
B
8
T
8
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Assumption: Expected Number of Small Doctor Offices 2015 (K10) Cell: K10

Triangular distribution with parameters: _ S
M|n|mum 18000 Expected Number of Small Doclor Offices 2015 (K10}
Likeliest 200.00 x
Maximum 220.00 :

WEH W MR YR MO0 e 10m nem mew

Worksheet: [Cost_Analysis_10yr_v7.xIs]Baseline Cost

Assumption: C12 Cell: C12
Triangular distribution with parameters: _ . B
Minimum 20 T
Likeliest 25 x
Maximum 30 §
Assumption: D12 Cell: D12
Triangular distribution with parameters: _ .
Minimum 25 sciss ot
Likeliest 30 x
Maximum 35 g
Assumption: E12 Cell: E12
Triangular distribution with parameters: _ .
Minimum 35 szt
Likeliest 40
Maximum 45

¥
®
¥
g
&
&
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Assumption: Estimated Workforce Size

Triangular distribution with parameters:
Minimum
Likeliest
Maximum

Assumption: F12

Triangular distribution with parameters:
Minimum
Likeliest
Maximum

Assumption: G12

Triangular distribution with parameters:
Minimum
Likeliest
Maximum

Assumption: H12

Triangular distribution with parameters:
Minimum
Likeliest
Maximum

15
20
25

45
50
55

55
60
65

65
70
75

Cell: B12

Estimated Worklores Soe

Prebatity
“ }

Cell: F12

"Baselne Cost'¥F 12

&

Procanidy
s
o
T
£

Cell: G12

"Basehne CostG12

Procaity
]
8
a
T

Cell: H12

‘Basehne Cost™12

Pronanidy
a |
o
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Assumption: 112

Triangular distribution with parameters:
Minimum
Likeliest
Maximum

Assumption; J12

Triangular distribution with parameters:

Minimum
Likeliest
Maximum

Assumption: K12

Triangular distribution with parameters:

Minimum
Likeliest
Maximum

End of Assumptions

Cell: 112

81
90
99

Frobatdty

“Baselne Cost'l12

Cell: J12

99
110
121

Frobat ity

"Baselne Cost'LI12

WOOMZ O N WA M0 MZ M e

Cell: K12

108
120
132
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Decision Variables

Worksheet: [Cost_Analysis_10yr_v7.xlIs]Base Income
Decision Variable: Setup Costs Per Physician Cell: B34

Variable bounds:

Lower 180.00
Upper 220.00
Variable type: Discrete
Step size: 10.00
Decision Variable: Subscription Fee per Physician Cell: B35

Variable bounds:
Lower 20.00
Upper 40.00

Variable type: Discrete
Step size: 1.00

Worksheet: [Cost_Analysis_10yr_v7.xls]Baseline Cost
Decision Variable: Average Base Salary Cell: B11

Variable bounds:

Lower 70000
Upper 90000
Variable type: Discrete
Step size: 10000
Decision Variable: Small Business Loan Cell: B4

Variable bounds:
Lower $500,000
Upper $1,000,000

Variable type: Discrete
Step size: $50,000
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Appendix IX: Cost Analysis Assumptions Data — Modified

Assumptions

Worksheet: [Cost_Analysis _10yr v3 Modified.xls]Modified Cost

Assumption: Estimated Workforce Size - 2009 Cell: B12
Triangular distribution with parameters: _
Mlnlmum 15 Extenatod Workionce Soe - 2000
Likeliest 20
Maximum 25
Assumption: Estimated Workforce Size - 2010 Cell: C12
Triangular distribution with parameters:
M|n|mum 20 Extenatod Workionce Soe - 2000
Likeliest 25
Maximum 30
Assumption: Estimated Workforce Size - 2011 Cell: D12

Triangular distribution with parameters:

Estimatod Workforce Sire - 2011

Minimum 25
Likeliest 30
Maximum 35
Assumption: Estimated Workforce Size - 2012 Cell: E12

Triangular distribution with parameters:
Minimum 35

Estenated Worklonce Sue - 2012

Likeliest 40
Maximum 45 g
Assumption: Estimated Workforce Size - 2013 Cell: F12
Triangular distribution with parameters: _
Mlnlmum 45 Extenatod Workionce Soe - 2011
Likeliest 50
Maximum 55
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Assumption: Estimated Workforce Size - 2014

Triangular distribution with parameters:

Minimum 55
Likeliest 60
Maximum 65
Assumption: Estimated Workforce Size - 2015
Triangular distribution with parameters:
Minimum 65
Likeliest 70
Maximum 75
Assumption: Estimated Workforce Size - 2016
Triangular distribution with parameters:
Minimum 81
Likeliest 90
Maximum 99
Assumption: Estimated Workforce Size - 2017
Triangular distribution with parameters:
Minimum 99
Likeliest 110
Maximum 121
Assumption: Estimated Workforce Size - 2018
Triangular distribution with parameters:
Minimum 108
Likeliest 120
Maximum 132

1150f123

Cell: G12

Probubity

E

Estimated Workforce Swe - 2014

g

Cell: H12

Probubity

Estimated Workforce Swe - 2015

4

Cell: 112

Probubity

Estimated Worklorce S - 2016

Cell: J12

Probubity

Estimated Workforce Swe - 2017

Cell: K12

Probubity

i

Estimated Workforce Swe - 2018

W e e

1 @



Assumption: Avg # of physicians/doctors office
Normal distribution with parameters:

Mean 5.00
Std. Dev. 2.00

Assumption: Avg # of physicians/hospital
Normal distribution with parameters:

Mean 1,500.00
Std. Dev. 250.00

Assumption: Expected # of Dr Offices- 2015

Triangular distribution with parameters:

Minimum 30.00
Likeliest 50.00
Maximum 60.00

Assumption: Expected # of Dr Offices- 2016

Triangular distribution with parameters:

Minimum 70.00
Likeliest 100.00
Maximum 110.00

Assumption: Expected # of Dr Offices- 2016 (J10)

Triangular distribution with parameters:

Minimum 100.00
Likeliest 150.00
Maximum 175.00
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Cell: B32

Probubity

Avg # of physicians Idocions ofice

Cell: B31

Frobadiity

Avg il of physicinsTosptsl

Cell: H10

Frobabilty

Expecied I ol Dr Offices- 2015

WU MW 4G0 M A0 GO0 BRDO  B0DD

Cell: 110

Frobabidty

8

Expecied I of Dt Olfices- 2016

700 DOOF  MEOD  BOOD  TEO0 VDGO 16600 11080

Cell: J10

Frobabidty

a
8

Expecied # of Dr Offices- 2016 (110)

11000 12000 1000 100 NG00 1600 17R00



Assumption: Expected # of Dr Offices- 2018

Triangular distribution with parameters:
Minimum
Likeliest
Maximum

Assumption: Expected # of Hospitals - 2010

Triangular distribution with parameters:
Minimum
Likeliest
Maximum

Assumption: Expected # of Hospitals - 2011

Triangular distribution with parameters:
Minimum
Likeliest
Maximum

Assumption: Expected # of Hospitals - 2012

Triangular distribution with parameters:
Minimum
Likeliest
Maximum

Assumption: Expected # of Hospitals - 2013

Triangular distribution with parameters:
Minimum
Likeliest
Maximum

170.00
200.00
220.00

0.00
2.00
3.00

0.00
3.00
5.00

3.00
6.00
8.00

9.00
12.00
15.00
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Probubity

Cell: C9
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Probubity

3
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200 280 am 1]

Cell: F9
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3
H
3
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Assumption: Expected # of Hospitals - 2014

Triangular distribution with parameters:
Minimum
Likeliest
Maximum

Assumption: Expected # of Hospitals - 2015

Triangular distribution with parameters:
Minimum
Likeliest
Maximum

Assumption: Expected # of Hospitals - 2016

Triangular distribution with parameters:
Minimum
Likeliest
Maximum

Assumption: Expected # of Hospitals - 2017

Triangular distribution with parameters:
Minimum
Likeliest
Maximum

Assumption: Expected # of Hospitals - 2018

Triangular distribution with parameters:
Minimum
Likeliest
Maximum

16.00
20.00
24.00

30.00
35.00
39.00

40.00
50.00
55.00

50.00
65.00
73.00

60.00
80.00
90.00

Assumption: Expected Number of Patients Ad Clicks

Triangular distribution with parameters:

Minimum 118 of 333
Likeliest 3.00
Maximum 4.00

Cell: G9

Expecied I ol Hospatals - 2014

Cell: H9

Expecied I ol Hospatals - 2015

Cell: 19

Expecied I of Hosplals - 2016

Probubity

£

8
8
8
£
8
2
I
3
il
8
T
8

Expecied I of Hosplals - 2017

Cell: K9

Expecied I ol Hospatals - 2018

Probubity

BODY B  BROG  TIO0 TR0 WM0 M WE

Cell: B33

Expected Number ol Pabients Ad Clcks

Probabdity



Appendix X: Executable Architecture

See external file Mediprise.cpn.

Binder 0
Mediprise  RequestMedicalRecard  HospitalClientl HospitalClient2  UpdateMediprise  Send Prescription  Issue Alert

1" (1234,"CVS",HL7)
1 thk (1234,"CV5",HL?]I

Patientinfa
DatasStore

IE nd Prescnpt\:-r:l

Cription

PreferredPharmacy [EeRd Fr:

I?equestMedica\Recc-r .l Patient

MedicalkRecord Userld

G

r Y PrescriptionMessage

if getInteractions(medicalRecord finding) = empty

NewPrescript] then 17 (getPatientldimedicalRecard) finding)

ReescriptionMessage else empty

MadicalRecardUpdated

Diagnosis

atientld finding)

ANSIX12++

1 HL7++ ntld{medicalRacord)

1° AT
1" HL7++
EMRFormat (3 -1  ANSIX12++ deateMedipris% CheckInts
© 1 ASTM
Formae : =

getlnteradtions(medicalRecord finding)

originalRecard Y

1" madicalRecord
kﬂmﬂe(@ rd 1 Druglnteractions ssue Ale
RecordHandler =
5 3

MedicalRecard alert 2
1°(1234,[{2DD91208,5555,"Annual ch
ackup, Normal blood pressurae, weight
and heaight”)])

None

Figure 56: Mediprise System
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RequestMessage

1 176543

1userldl 1" (userld.patie ntld, formar)

if patie’
userld = us

1 userldi I

= getPatientldimedicalRecard) then
else Sise

1" (userld,medicalRecord)

Figure 57: Request Medical Record

EMRRecord

| GetEMRRecord

1" medicalRecard

17 (1234.[)
1’ 17(1234.]])

HospitalClient

MedicalRecard

patientld = getPatientld{medi¢alRecord)

ie ntld, getFinding(prescrip
EnterPrescription

1" medicslRecord

1 prescription

____\p\r;smptinnl
Prescription

17(1234,6543 20090410,"Marplan
25","Onee Daily", "0","20090410")

appendPrescription (medicalRecord. pre seriptian)

[Sutl

RecordMzssage

ﬁ UpdatedRecord )
MedicalRecard

1" medicalRecard

patientld = getPatigprld(me dica ke cord)
1" (patientld finding)

MedicalRe cordUs dated EnterDiagnasis

TEgErdrinding (me dics Re cord findin g}
agnosis

Pre seriptio nEntry
M dica ke cord

Figure 58: Hospital Client 1
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	3.1.1.1.16 The interface shall provide the patient with the means to review all of their other consenting patients contact information.
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	3.2.1.1.5 Mediprise shall provide the capability to export an individual patient’s medical record as an HL7 Formatted file.
	3.2.1.1.6 Mediprise shall provide the capability to export an individual patient’s medical record as an ASTM International Continuity of Care Formatted file.
	3.2.1.1.7 Mediprise shall provide the capability to export an individual patient’s medical record as an ANSI X12 Formatted file.
	3.2.1.1.8 Mediprise shall provide the capability to export an individual patient’s medical record as a printed report.
	3.2.1.1.9 Mediprise shall provide the capability to export an individual patient’s current prescriptions as a PDF Report file.
	3.2.1.1.10 Mediprise shall provide the capability to export an individual patient’s current prescriptions as an HL7 Formatted file.
	3.2.1.1.11 Mediprise shall provide the capability to export an individual patient’s current prescriptions as an ASTM International Continuity of Care Formatted file.
	3.2.1.1.12 Mediprise shall provide the capability to export an individual patient’s current prescriptions as an ANSI X12 Formatted file.
	3.2.1.1.13 Mediprise shall provide the capability to export an individual patient’s current prescriptions as a printed report.
	3.2.1.1.14 Mediprise shall provide the capability to export a doctor’s prescriptions as a PDF Report file.
	3.2.1.1.15 Mediprise shall provide the capability to export a doctor’s prescriptions as an HL7 Formatted file.
	3.2.1.1.16 Mediprise shall provide the capability to export a doctor’s prescriptions as an ASTM International Continuity of Care Formatted file.
	3.2.1.1.17 Mediprise shall provide the capability to export a doctor’s prescriptions as an ANSI X12 Formatted file.
	3.2.1.1.18 Mediprise shall provide the capability to export a doctor’s prescriptions as a printed report.
	3.2.1.1.19 Mediprise shall provide the capability to export a doctor’s medical records as a PDF Report file.
	3.2.1.1.20 Mediprise shall provide the capability to export a doctor’s medical records as an HL7 Formatted file.
	3.2.1.1.21 Mediprise shall provide the capability to export a doctor’s medical records as an ASTM International Continuity of Care Formatted file.
	3.2.1.1.22 Mediprise shall provide the capability to export a doctor’s medical records as an ANSI X12 Formatted file.
	3.2.1.1.23 Mediprise shall provide the capability to export a doctor’s medical records as a printed report.
	3.2.1.1.24 Mediprise shall provide the capability to export de-identified medical records as a PDF Report file.
	3.2.1.1.25 Mediprise shall provide the capability to export de-identified medical records as an HL7 Formatted file.
	3.2.1.1.26 Mediprise shall provide the capability to export de-identified medical records as an ASTM International Continuity of Care Formatted file.
	3.2.1.1.27 Mediprise shall provide the capability to export de-identified medical records as an ANSI X12 Formatted file.
	3.2.1.1.28 Mediprise shall provide the capability to export de-identified medical records as a printed report.
	3.2.1.1.29 Mediprise shall be capable of transferring medical records from an EMR System to the Mediprise data store.
	3.2.1.1.30 Mediprise shall query the Mediprise data store for medical records associated with a specified doctor.
	3.2.1.1.31 Mediprise shall query the Mediprise data store for de-identified medical records.
	3.2.1.1.32 Mediprise shall query the Mediprise data store for patient’s prescriptions.
	3.2.1.1.33 Mediprise shall query the Mediprise data store for patient’s medical record.
	3.2.1.1.34 Mediprise shall transfer newly entered prescriptions to the patient’s preferred pharmacy.
	3.2.1.1.35 Mediprise shall transfer an existing patient’s medical record to a Medprise entity (i.e. a hospital with Medprise capabilities).
	3.2.1.1.36 Mediprise shall transfer new patient’s medical record to a Mediprise entity (i.e. a hospital with Mediprise capabilities).
	3.2.1.1.37 Mediprise shall transfer existing patient’s prescriptions to a Mediprise entity (i.e. a hospital with Mediprise capabilities).
	3.2.1.1.38 Mediprise shall convert prescription information to HL7 standard format.
	3.2.1.1.39 Mediprise shall convert prescription information to ASTM International Continuity of Care Record standard format.
	3.2.1.1.40 Mediprise shall convert prescription information to ANSI X12 (EDI) standard format.
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	3.2.1.2.1 Mediprise shall provide users with configurable alerts and reminders.
	3.2.1.2.2 Mediprise shall query the Mediprise data store for patient’s preferred alert method.
	3.2.1.2.3 Mediprise shall query the Mediprise data store for patient’s calendar of reminders.
	3.2.1.2.4 Mediprise shall send alerts and reminders based on patient’s calendar of alerts and reminders and patient’s preferred alert method.


	3.2.2 Provide Information Assurance Services
	3.2.2.1 Confidentiality and Integrity Services
	3.2.2.1.1 Mediprise shall provide a secure login utilizing OS Logins and SecureLogin SSO to all users prior to providing access to any information.
	3.2.2.1.2 Mediprise shall determine a user’s level of access after verifying a user’s login credentials.
	3.2.2.1.3 Mediprise shall provide access to authorized data based on the user’s level of access.

	3.2.2.2 Authenticity Services
	3.2.2.2.1 Mediprise shall protect user names and passwords by encrypting the data using Blowfish.
	3.2.2.2.2 Mediprise shall protect medical information by encrypting the data using Blowfish.
	3.2.2.2.3 Mediprise shall verify digital signatures of incoming data using the Digital Signature Algorithm (DSA) standard. 

	3.2.2.3 Availability Services
	3.2.2.3.1 Mediprise shall monitor network traffic using Wireshark to determine network loads.
	3.2.2.3.2 Mediprise shall determine whether there is excessive load on the Mediprise network and thus limit network traffic to prevent network outages.
	3.2.2.3.3 Mediprise shall provide secure network communication utilizing Transport Layer Security (TLS/SSL).

	3.2.2.4 Availability Services
	3.2.2.4.1 Mediprise shall provide digital signatures using DSA standard format on any data transferred.
	3.2.2.4.2 Mediprise shall verify the origin of data received using asymmetrical digital signatures.
	3.2.2.4.3 Mediprise shall provide public and private key authentication to validate transferred data using Pretty Good Privacy (PGP).


	3.2.3 Maintain Patient Medical Records
	3.2.3.1 Backup Services
	3.2.3.1.1 Mediprise shall maintain primary and secondary copies of electronic medical records.
	3.2.3.1.2 The secondary set of medical records shall mirror the primary set of medical records.
	3.2.3.1.3 To prevent data loss due to malicious software, natural disasters, or other acts of God an emergency backup of all medical records shall be maintained.
	3.2.3.1.4 The emergency backup shall not be collocated with either the primary or secondary set of medical records.
	3.2.3.1.5 The emergency backup shall be updated on a weekly basis.

	3.2.3.2 Patient Record Creation
	3.2.3.2.1 Mediprise shall provide patients with the ability to create their initial medical record.
	3.2.3.2.2 Mediprise shall provide doctors with the ability to create a patient's initial medical record.
	3.2.3.2.3 Mediprise shall prevent patients from creating a more than one personal medical record.
	3.2.3.2.4 Mediprise shall prevent doctors from creating more than one medical record for a particular patient.
	3.2.3.2.5 Mediprise shall create new patient records in the Mediprise data store when new patient data is received.
	3.2.3.2.6 Mediprise shall provide a complete medical record to a Mediprise entity that does not contain any information for a requested patient.

	3.2.3.3 Patient Record Update
	3.2.3.3.1 Mediprise shall provide patients with the capability to modify their medical history.
	3.2.3.3.2 Mediprise shall provide doctors with the capability to modify patient medical records.
	3.2.3.3.3 Mediprise shall prevent patients from modifying information entered into their medical records by a physician.
	3.2.3.3.4 Mediprise shall update the Mediprise data store upon receipt of newly entered medical information.
	3.2.3.3.5 Mediprise shall convert received medical data to Mediprise’s internal data format from HL7 standard format.
	3.2.3.3.6 Mediprise shall convert received medical data to Mediprise’s internal data format from ASTM International Continuity of Care standard format.
	3.2.3.3.7 Mediprise shall convert received medical data to Mediprise’s internal data format from ANSI X12 (EDI) standard format.

	3.2.3.4 Patient Record Removal or Deletion
	3.2.3.4.1 Mediprise shall prevent users from deleting medical records.

	3.2.3.5 Patient Preferences Maintenance
	3.2.3.5.1 Mediprise shall maintain a calendar per patient of alerts and reminders.
	3.2.3.5.2 Mediprise shall maintain each patient’s preferred alert method.
	3.2.3.5.3 Mediprise shall maintain a list of authorized viewers of each patient’s medical record.


	3.2.4 Provide Prescription Services
	3.2.4.1 Prescription Management Services
	3.2.4.1.1 Mediprise shall update a patient’s medical record with newly entered prescriptions.
	3.2.4.1.2 Mediprise shall modify existing prescription records in the Mediprise data store when modified by authorized users.
	3.2.4.1.3 Mediprise shall monitor and warn prescribing doctor and patient when prescriptions are expired.
	3.2.4.1.4 Mediprise shall convert prescription information to Mediprise’s internal data format from HL7 standard format.
	3.2.4.1.5 Mediprise shall convert prescription information to Mediprise’s internal data format from ASTM Continuity of Care Record standard format.
	3.2.4.1.6 Mediprise shall convert prescription information to Mediprise’s internal data format from ANSI X12 (EDI) standard format.

	3.2.4.2 Potential Drug Interactions Monitor
	3.2.4.2.1 Mediprise shall crosscheck all active prescriptions for an individual to determine the potential for dangerous drug interactions.
	3.2.4.2.2 Mediprise shall issue an alert to the prescribing doctor and patient if a potentially dangerous drug interaction is identified.
	3.2.4.2.3 Mediprise shall provide alternative drug options to a doctor if a potential drug interaction is detected.

	3.2.4.3 Alternative Drug Options
	3.2.4.3.1 Mediprise shall notify the pharmacist and patient if a generic version of the prescribed drug is available.
	3.2.4.3.2 Mediprise shall provide notification if a patient is allergic to a drug that is prescribed.
	3.2.4.3.3 Mediprise shall provide alternative drug options to a doctor if a patient is allergic to the prescribed drug.

	3.2.4.4 Database of Drugs and Potential Interactions
	3.2.4.4.1 Mediprise shall maintain a data repository of drug and interaction information.
	3.2.4.4.2 The drug and interaction data repository shall be updated daily to ensure that only the most up-to-date information is used.
	3.2.4.4.3 Mediprise shall maintain a data repository of alternative drug options for drugs in the drug data repository.



	3.3 Performance requirements
	3.3.1 Mediprise shall provide access to patient records within 3 seconds of the user request.

	3.4 Design constraints
	3.4.1 Accessibility Constraints
	3.4.1.1 User interfaces must conform to section 508 of the United States Rehabilitation Act.
	3.4.1.2 Patient user interfaces should be reasonably accessible via an Internet connection as slow as 56kbps.

	3.4.2 Data Exchange Constraints
	3.4.2.1 Data exchange between hospital systems will be limited to implementations specified in the HL7, ASTM, and ANSI X12 standards.


	3.5 Software system attributes
	3.5.1 Reliability
	3.5.1.1 Mediprise shall acknowledge receipt of data to ensure delivery of data to requesting users.
	3.5.1.2 Mediprise shall provide a Mean Time Between Failure (MTBF) of 6 months.

	3.5.2 Availability
	3.5.2.1 Mediprise shall be available 95% of the time where availability is defined as MTBF / (MTBF – MTTR) where MTBF is Mean Time Between Failure and MTTR is Mean Time To Repair.

	3.5.3 Scalability
	3.5.3.1 Mediprise shall be scalable to additional organizations by adding additional resources (servers, data centers, etc).
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