1 Interface Requirements

1.1 User Interface

1.1.1 Command Center

1.1.1.1 The Command Center shall provide personnel accountability information via a color Graphical User Interface (GUI) to operators.

1.1.1.2 The Command Center shall provide personnel tracking information via a color Graphical User Interface (GUI) to operators.
1.1.1.3 The Command Center shall provide operators the ability to input information via keyboard and mouse.

1.1.2 Personnel Locator

1.1.2.1 The Personnel Locator shall provide a wearer with a graphical display.

1.1.2.2 The Personnel Locator shall display its battery charge level.

1.1.2.3 The Personnel Locator shall display its signal strength relative to the signal posts.

1.1.2.4 The Personnel Locator shall display its current GPS coordinates in latitude, longitude, and altitude if it is able to determine its location.

1.1.2.5 The Personnel Locator shall display an error message if it is unable to determine its location.

1.1.2.6 The Personnel Locator shall provide a method for a wearer to indicate that they are in distress.

1.1.2.7 The Personnel Locator shall display a distress message if a distress call is currently active.
1.1.3 Signal Post

1.1.3.1 Each Signal Post shall display its battery charge level.

1.1.3.2 Each Signal Post shall display the number of GPS satellites in view.

1.2 Hardware Interfaces

1.2.1 Command Center

1.2.1.1 The Command Center shall provide a USB 2.0 interface.

1.2.1.2 The Command Center shall provide an Ethernet interface.

1.2.1.3 The Command Center shall provide an RF communications interface to Signal Posts and Personnel Locators.
1.2.2 Personnel Locator

1.2.2.1 The Personnel Locator shall provide an RF communications interface to Signal Posts and the Command Center.

1.2.2.2 The Personnel Locator shall provide a ZigBee RF communications interface for wireless mesh networking with other Personnel Locators.
1.2.3 Signal Post

1.2.3.1 The Signal Posts shall provide an RF communications interface to Personnel Locators and the Command Center.
1.3 Software Interfaces
1.3.1 Command Center

Input Requirements:
1.3.1.1 The Command Center shall receive link transmission status messages from each Signal Post of the following formats:
1.3.1.2 The Command Center shall receive data messages from the Signal Post with the following formats:

· Personnel Locator GPS coordinate data

· Signal Post GPS coordinate data

· Personnel Locator ESN and RFID-embedded data

· Personnel Locator environment (temperature, acceleration, submersion) data

· Personnel Locator distress call

Output Requirements:

1.3.1.3 The Command Center shall send the Personnel Locator a distress call acknowledgement message.
1.3.2 Personnel Locator

Input Requirements:

1.3.2.1 The Personnel Locator shall receive data from the GPS constellation.

1.3.2.2 The Personnel Locator shall receive GPS data from Signal Posts.

1.3.2.3 The Personnel Locator shall receive Signal Posts Alive message.

1.3.2.4 The Personnel Locator shall receive panic alert acknowledgement from the Signal Posts.

Output requirements:

1.3.2.5 The Personnel Locator shall transmit data to the Signal Posts at minimum data rate of 1 Kbps.

1.3.2.6 The Personnel Locator shall provide retrieval services visual aid in locating users.

1.3.3 Signal Post

Input requirements:

1.3.3.1 The Signal Post shall be capable of receiving signal from the GPS constellation and provide a means to enter GPS coordinates manually.
1.3.3.2 The Signal Post shall receive Personnel Locator location data from Personnel Locator.

1.3.3.3 The Signal Post shall receive panic alert signal from the Personnel Locator.

Output requirements:

1.3.3.4 The Signal Post shall transmit its location data and Personnel Locator location data to the CC at minimum data rate of 75 Kbps.

1.3.3.5 The Signal Post shall forward Personnel Locator distress call message to the Command Center.

1.3.3.6 The Signal Post shall forward the distress call acknowledgment message from the Command Center to the Personnel Locator.

1.4 Communications Interfaces

1.4.1 External Communications

This section documents the communications requirements between PATS and Global Positioning System (GPS) satellites.

1.4.1.1 The Command Center shall receive GPS signals from GPS satellites.

1.4.1.2 Each Personnel Locator shall receive GPS signals from GPS satellites.

1.4.1.3 Each Signal Post shall receive GPS signals from GPS satellites.

1.4.2 Internal Communications

This section documents the communications requirements between PATS components.

Between Signal Post and Personnel Locator

1.4.2.1 The communications link between Signal Posts and Personnel Locators shall be a full-duplex radio frequency link.

1.4.2.2 Signal Posts shall communicate their GPS coordinates to the Personnel Locators.

1.4.2.3 Personnel Locators shall communicate their GPS coordinates to Signal Posts.

1.4.2.4 Personnel Locators shall transmit a distress message to the Signal Posts if a distress call is activated.  The distress message shall indicate whether the distress call was activated manually or autonomously.  If the distress call was activated autonomously, the distress message shall specify one of the following reasons: horizontal orientation, temperature out of bounds, submerged, or acceleration out of bounds.  

1.4.2.5 The Personnel Locator shall send the distress message periodically every 10 seconds if activated until an acknowledgement from the Command Center is received or the distress call is canceled by the wearer.

1.4.2.6 Signal Posts shall relay acknowledgement of a distress message from the Command Center to the Personnel Locator.

1.4.2.7 The Personnel Locator shall time stamp all transmitted messages.
Between Signal Post and Command Center
1.4.2.8 The communications link between Signal Posts and the Command Center shall be a full-duplex radio frequency link.

1.4.2.9 Signal Posts shall relay GPS coordinates of Personnel Locators to the Command Center.

1.4.2.10 Signal Posts shall transmit its GPS coordinates to the Command Center

1.4.2.11 Signal Posts shall relay a distress message from a Personnel Locator to the Command Center.

1.4.2.12 The Command Center shall time stamp all transmitted messages.
Between Command Center and Personnel Locator
1.4.2.13 At the beginning of each mission, the Personnel Locator shall obtain identification information of the wearer from their RFID badge.  The Personnel Locator shall send this information to the Command Center.

Between Multiple Command Centers
1.4.2.14 Multiple Command Centers within operational range of each other can communicate with one another to augment the number of Personnel Locators tracked.

1.4.2.15 The communications link between multiple Command Centers shall be a full-duplex radio frequency link.

2 Functional Requirements

2.1 System Requirements
2.1.1 Command Center

2.1.1.1 The Command Center shall display real-time accountability and tracking information.

2.1.1.2 The Command Center shall allow queries to show location, environmental, and distress call status information about a particular Personnel Locator.

2.1.1.3 The Command Center shall generate reports.

2.1.1.4 The Command Center shall record accountability and tracking information to a disk and stop when the disk is full.
2.1.2 Personnel Locator

2.1.2.1 Each Personnel Locator shall be uniquely identifiable by using an electronic serial number (ESN). 
2.1.2.2 The Personnel Locator shall operate on battery power.

2.1.2.3 The Personnel Locator shall display its battery charge state.

2.1.2.4 The Personnel Locator shall display its panic alert state.

2.1.2.5 The Personnel Locator shall display its location status.

2.1.2.6 The Personnel Locator shall display its signal strength.

2.1.2.7 The Personnel Locator shall have a Personnel Information Module (PIM) capable of storing personnel information.

2.1.2.8 The Personnel Locator and PIM shall communicate via RFID.

2.1.2.9 The Personnel Locator shall relay the information stored in the PIM back to the Command Center.

2.1.2.10 The Personnel Locator shall send a message to the Command Center should it lose RFID contact with the PIM indicating that the Personnel Locator has possibly become separated from the wearer.

2.1.2.11 The Personnel Locator shall calculate its position using tri-lateration with information received from GPS satellites within 20 meters.

2.1.2.12 The Personnel Locator shall be capable of using the signal posts to determine its position in the event that it cannot receive information from GPS satellites.

2.1.2.13 The Personnel Locator shall be able to determine the ambient temperature.

2.1.2.14 The Personnel Locator shall be able to determine if it is submerged.

2.1.2.15 The Personnel Locator shall be able to determine its orientation (horizontal, vertical).

2.1.2.16 The Personnel Locator shall be able to determine whether it is in motion.

2.1.2.17 The Personnel Locator shall be able to determine whether it is stationary.

2.1.2.18 The Personnel Locator shall be able to determine the velocity (speed and direction).

2.1.2.19 The Personnel Locator shall determine acceleration forces in excess of human capabilities.

2.1.2.20 The Personnel Locator shall have the ability for the user to manually activate a distress signal.

2.1.2.21 The Personnel Locator shall have the ability for the user to manually activate a distress signal.

2.1.2.22 The Personnel Locator shall receive from the Command Center the mission specified threshold limits for automatically sending distress signals. This information shall be received upon the Personnel Locators initial connection to the system.

2.1.2.23 The Personnel Locator shall automatically transmit a distress signal to the Command Center if its temperate exceeds the mission specified threshold limit.

2.1.2.24 The Personnel Locator shall automatically transmit a distress signal to the Command Center if its movement has not changed in the mission specified elapsed time limit.

2.1.2.25 The Personnel Locator shall automatically transmit a distress signal to the Command Center if its orientation has remained horizontal and position static for a duration that exceeds the mission specified threshold limit.

2.1.2.26 The Personnel Locator shall automatically transmit a distress signal to the Command Center if the acceleration forces upon it exceed the mission specified threshold limit.

2.1.2.27 The PIM shall be capable of storing 128 megabytes (MB) of information.

2.1.2.28 The PIM shall communicate with the PL via RFID data link.

2.1.3 Signal Post

2.1.3.1 Signal Posts shall calculate their GPS coordinates by using information from GPS satellites within 20 meters.

2.1.3.2 Signal Posts shall acquire their elevation by using GPS satellites.

2.1.3.3 Signal Posts shall relay their GPS coordinates to Personnel Locators

2.1.3.4 Signal Posts shall be capable of operating on battery power.

2.1.3.5 Signal Posts shall be capable of operating on alternating current (AC) power.

2.1.3.6 Each instance of PATS shall operate with a minimum of three Signal Posts.

2.1.4 Integrated System Requirements

2.1.4.1 PATS shall acquire signal from GPS satellites.

2.1.4.2 Personnel Locator to Signal Post and Signal Post to Command Center messages shall be time-stamped all received and sent messages.

2.1.4.3 Personnel Locator to Signal Post and Signal Post to Comment Center messages shall be encrypted upon transmission.

2.1.4.4 Personnel Locator to Signal Post and Signal Post to Comment Center messages shall be decrypted upon receipt.

3 Non-Functional Requirements

3.1 Performance Requirements

3.1.1 Reliability

3.1.1.1 The mean time before failure of PATS shall be at least one month of continuous use.

3.1.2 Maintainability

3.1.2.1 The PATS Command Center shall allow automated updates to the operating system software.

3.1.2.2 The PATS Command Center shall be able to recover from an episode of unexpected downtime in less than five minutes.

3.1.2.3 The PATS Command Center shall allow updates to the PATS software via removable media.

3.1.2.4 The PATS Command Center shall allow updates to the PATS software via Internet.

3.1.2.5 The PATS Personnel Locator shall allow updates to the embedded system software.

3.1.2.6 The PATS Personnel Locator hardware shall not be end-user maintainable.  A malfunctioning unit must be replaced in its entirety.

3.1.2.7 The PATS Signal Posts shall allow updates to the embedded system software.

3.1.2.8 The PATS Signal Posts shall allow for replacement of its battery.

3.1.2.9 The PATS Signal Posts shall not, aside from its power system, be end-user maintainable.  A malfunctioning unit must be replaced in its entirety.
3.1.3 Availability

3.1.3.1 PATS shall have a minimum availability of 99.99% over a seventy-two hour continuous use period.

3.1.4 Flexibility

3.1.4.1 The Command Center shall use standard x86 personal computer hardware and operating system, providing a simple technology upgrade path.
3.1.5 The Signal Posts shall be moveable by an average human being, providing flexibility in setup and mobility.
3.1.6 Scalability

3.1.6.1 A PATS Command Center shall allow for tracking of between 1 and 750 Personnel Locators.

3.1.6.2 PATS shall allow for multiple Command Centers to work cooperatively in support of tracking more than 750 Personnel Locators, limited to 750 Personnel Locators per Command Center.

3.1.6.3 PATS shall support the ability to use more than the minimum number of Signal Posts.

3.1.7 Durability

3.1.7.1 PATS Personnel Locators shall be MIL-STD 810 compliant.

3.1.7.2 PATS Signal Posts shall be MIL-STD 810 compliant.
3.2 Safety Requirements
PATS shall undergo hazard analyses of the design, hardware, and operation of the system. The results of these analyses shall be documented in the following:
PATS Preliminary Hazard Analysis
This analysis shall be completed prior to the preliminary system design review. It is necessary that the results of this study be incorporated, as far as possible into the final detailed design.

3.3 Subsystem Hazard Analysis 
3.4 This analysis shall be completed prior to the detailed design review. 
3.5 Operational Hazard Analysis 
3.6 This analysis shall commence after design is complete and be delivered prior to the start of the PATS System Integration tests.
3.7 A PATS safety plan shall be written that combines these analyses. The safety plan shall specify methods of tracking the hazards uncovered by the various safety analyses.
3.8 Security Requirements
3.9 PATS shall provide information security for messages passed via radio frequency and for data recorded by the system.
3.10 RF Communications
PATS shall encrypt all personnel data passed through RF messages using the Rivest, Shamir, and Aldeman (RSA) 256-bit or stronger encryption.
3.10.1 Physical Media / Storage

3.10.1.1 The PATS Command Center shall encrypt all personnel data residing on system hard drives using AES-256 or stronger encryption algorithm.
3.10.1.2 The PATS Command Center shall use RAID hard drive redundancy to mitigate against a single hard drive failure.
The PATS Command Center shall require a user login to access the system.
3.11 Quality Requirements
3.12 PATS shall establish and maintain a Quality Management System that complies with the requirements of the International Organization for Standardization’s ISO 9000 Standard Series and associated documentation. The Quality Management System shall be capable of providing adequate assurance that both hardware and software specifications can be consistently met and compliance demonstrated.
3.12.1 Hardware Quality
3.12.2 PATS hardware shall undergo factory acceptance, environmental, electrical, and safety testing. 
3.12.3 Software Quality
3.12.4 PATS software shall undergo unit, component, system, integration, and regression testing to ensure. PATS software shall be reviewed and inspected by peers and review packages shall be generated. There shall be a mechanism to correct and document software defects.  
