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EXECUTIVE SUMMARY
In hazardous occupations, maintaining situational awareness is essential to protecting the people and assets involved in an operation.  Existing systems used to track the position and status of individuals during a crisis situation can easily become overwhelmed.  Manual accountability systems, which are the predominant method in use today, are unreliable, prone to error, and do not provide real time information to the people who need this information the most.  The Personnel Accountability and Tracking System (PATS) is a solution that will improve situational awareness by providing real-time tracking data using GPS technology.  PATS integrates several technologies that make the capability of GPS available in scenarios where it has historically been unavailable such as underwater, underground, and indoors.
The project team will serve as the lead system integrator for PATS development.  The primary customers for this system have been identified as the military and federal, state, and local agencies responsible for providing emergency response services.  Expansion customers have been identified as mine safety, merchant marines, demolitions, or additional civilian industries that expose their workforce to hazardous situations.  Further growth opportunities include the healthcare and retirement home industries.
The technical approach to developing PATS consists of creating models that represent the entire system using the Systems Modeling Language (SysML) and Department of Defense Architecture Framework (DoDAF).  These representations show the relationship between each system component as well as demonstrate the processes that are conducted during PATS operations.  A comprehensive Systems Requirement Specification (SRS) provides the requirements that will be needed to create the detailed design for the system.  User interface mockups have been created to show the screens used at the Command Center to oversee tracked assets.
Research conducted during the competitor analysis confirmed that current solutions do not provide a robust, real-time, automated, and scalable system to perform personnel tracking and accounting.  PATS will fill a current void in the personnel tracking and accounting industry by integrating cutting edge technology to provide an unprecedented level of situational awareness.  An extensive tradeoff study was conducted to determine the optimal technologies to use for various PATS system functions. 

A financial analysis forecasts PATS to turn a profit four years after product development.  A software tool, Cost Xpert, was used to develop a cost model yielding a developmental cost of $633,040.27 with 22.6 person-months worth of effort.  The model baselined 207 function points for an embedded systems project with scaling factors that reflect a contractor with a high level of team cohesion and process maturity.  Using discounted cash flow analysis to determine net present value, projections lead to a modest profit of $181,556 in year four after development.  To maintain the projections in the cost model and business case, minimize risk to the project, and shorten development time, the project will use commercial off the shelf (COTS) technology for all major hardware components.
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1.0 INTRODUCTION
1.1 Background

Personnel accountability systems (PAS) have been in use by many groups, ranging from civilian to military applications.  Their primary charge is to maintain an accurate count of personnel attendance at a given incident along with their operational status.  As an example highlighting the importance of PAS, the United States Navy experiences over fifty man-overboard situations per year – sometimes realizing that a sailor is missing only when performing a scheduled roll call [20].  PAS have long been used in firefighting applications to track personnel at an incident, especially those entering and leaving an immediately dangerous to life and health area; intended to permit rapid determination of who may be at risk or lost during sudden changes at the scene.  However, many of the current PAS are manually operated and are implemented as bulletin board or roll call type systems, both of which can be error-prone and time consuming.  It may take hours to realize individuals are missing or are in distress, and additional time to pinpoint their location.

In addition to personnel accountability, the need for situational awareness increases in time-sensitive situations where life is at stake.  In a vast array of scenarios, people are required to go into potentially dangerous environments to achieve mission critical objectives.  Endless applications such as maritime search and rescue, firefighting, military operations, and disaster response would benefit from knowing the exact location of all parties involved in a coordinated operation.

Currently commercially available systems are available for personnel tracking, such as those implemented in retirement homes.  However, these systems do not provide a rugged, scalable solution for environmentally demanding applications.  In addition, they lack the integration of modern technologies, including the Global Positioning System (GPS), ad hoc wireless and mesh networking, and digital wireless communications.  PATS uses the latest technology to provide a durable situational awareness tool.

A system with the capability of tracking multiple assets and locating them with pinpoint GPS precision and accuracy provides real-time situational awareness.  This level of awareness is necessary to make informed decisions with the best information available.  Having this information available would offer an increased level of personnel and asset protection by reducing the response time associated with locating them and providing assistance when needed.  The development of the Personnel Accountability and Tracking System (PATS) is necessary to achieve this ability. 
1.2 Problem Statement

Current solutions do not provide a robust, automated, and scalable system to perform personnel tracking and accounting.  PATS is a durable system targeted to meet the crucial need to protect the most valuable assets of any system:  the personnel carrying out mission critical tasks in life threatening conditions.
1.3 Team Role

The PATS project team assumes the role of a private company that is developing the system for government clients.  The company specializes in systems engineering and is serving as the lead systems integrator for the project.  The entire systems engineering effort is performed by the project team.  Subcontractors will perform specific tasks and are managed by the project team.  Project performance is evaluated by the government clients.

The project team is responsible for delivering the following deliverables:

· Project Proposal

· Command Center Graphical User Interface (GUI) Mockups
· DoDAF Architecture Views

· SysML Model

· SysML and DoDAF MagicDraw Project File

· System Requirements Specification (SRS)

· Competitor Analysis

· Tradeoff Analysis
· Project Management Schedule: Gantt Chart and Network Diagram
· Product Development Schedule
· Economic Study/Business Case
· Cost Model

· Value Map, Needs/Wants Analysis, Stakeholder Analysis

· Project Website

· Final Project Presentation

· Final Report

1.4 Mission Statement 

The PATS project team aims to develop a system that will provide its end users with improved situational awareness.  This will be done by providing real-time accountability and location tracking with the precision of GPS in areas and applications where direct GPS capability is typically unavailable, such as indoors, underground, and underwater.
2.0 PROJECT DESCRIPTION
2.1 Concept of Operations

PATS offers the precision of GPS in environments where it was previously unavailable.  The system components consist of GPS satellites, Signal Posts, Personnel Locators, and a Command Center.  Roughly two dozen GPS satellites orbit the planet and provide precise timing information that can be used by a receiver to calculate its location [14].  These satellites are outside of the system boundary of PATS, but are used to determine the coordinates of its components.  GPS transmissions from orbiting satellites are too weak to penetrate barriers such as building structures, water, and the ground, but the design of PATS overcomes this limitation by using powerful radio frequency (RF) signals that can penetrate these barriers.  The worldwide coordinate reference system used by GPS can now include tracking in places without a clear view of the sky.
Personnel Locators are wearable devices that people in the field use to remain tracked by the system.  In the event that a Personnel Locator cannot establish a GPS fix of its location, it uses information provided by the Signal Posts.  Signal Posts are aware of their coordinates and maintain communication with the Command Center and Personnel Locators.  Their primary purpose is to establish a relay that a Personnel Locator can use to determine its position using trilateration [2].  Once calculated, a Personnel Locator sends its coordinates back to the Signal Posts, which subsequently relays this information to the Command Center.  If the person using the Personnel Locator is in distress, a panic signal can be transmitted either manually or automatically based on certain configurable criteria.  Acceleration, temperature, emersion in water, and elapsed time that it remains stationary are criteria that PATS can use to automatically alert the Command Center that a Personnel Locator user may be in distress.
Personnel Locators can connect to each other using the mesh network protocol known as ZigBee.  If a Personnel Locator cannot detect GPS Satellites or Signal Posts, it can use information from nearby Personnel Locators that are aware of their positions to determine its own location.  PATS has an ad hoc capability that allows Personnel Locators from other PATS networks to immediately join and be tracked by a different PATS Command Center.  Information about the coordinates, identity, statistics, and condition of each Personnel Locator user is collected at the Command Center, which serves as the centralized hub of information for the entire network.
Figure 1 shows the CONOPS diagram for a land based deployment of PATS.  In this scenario, the Signal Posts are manually arranged along the perimeter of an area of operation.  Figure 2 shows PATS in a maritime application.  In this scenario, the Signal Posts are installed at appropriate locations on the ship.
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Figure 1:  Concept of Operations Diagram – Land Based
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Figure 2:  Concept of Operations Diagram – Maritime
2.2 Scope

An automated, scalable, and durable personnel accountability system with tracking capabilities would be an attractive product in many different domain applications, ranging from civilian to military.  These applications include:

· Firefighting and Medical Assistance
· Law Enforcement (federal, state, local)
· Maritime Search and Rescue
· Military Operations
· Natural Disaster Response
· Multi-Agency Task Force Support
2.3 Assumptions

The development of PATS will operate under the following assumptions:

· GPS will remain available for non-military use. 

· There are no legal issues that impede system development.

· The development of PATS is not influenced by political issues. 

2.4 Constraints

The completion of the deliverables mentioned in Section ‎1.3 must be completed during the period of performance established as August 31, 2009 – December 18, 2009.
3.0 SYSTEMS ENGINEERING METHODOLOGY

3.1 Approach

The project was conducted using the modified waterfall model, which is depicted in Figure 3.  In this development life cycle, project phases occur sequentially, however the ability to revisit previous phases exists [3].  Iteration is supported and feedback can be incorporated into prior phases.  The phases of the project include Concept Definition, Requirements Analysis, Design, Integration and Testing, and Operations and Maintenance.  Each phase of this project contains exit criteria that must be satisfied before transitioning to the next phase [7].  Appendix ‎D.1 contains the project management schedule that the project team used to develop the deliverables for the Capstone Course.  Appendix ‎D.2 contains a product development schedule that lists the project tasks for the entire system life cycle of PATS.
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Figure 3:  Modified Waterfall Model
3.2 Life Cycle Stages

The activities of each life cycle stage are specified below.  Due to the constraints involved with the project execution timeframe (August 31 – December 18, 2009), the entire life cycle has not been completed.  The project activities specified between the Concept Refinement Phase and Design Phase (preliminary) have been completed.  Activities occurring between the Design Phase (detailed) through the Operations and Maintenance Phase are planned for future development.
3.2.1 Concept Definition Phase

In this phase, the project team was formed and the concept for the project was finalized.  This involved determining the scope, system boundaries, constraints, assumptions, and presenting the project proposal.  The context and p-diagrams, shown in ‎Appendix E, were created.  Roles and responsibilities within the group were established.  The project schedules were developed.  A stakeholder analysis was performed and the business case was initiated.  A competitor analysis, which is located in ‎Appendix H, was performed to determine what solutions currently exist for the problem that was identified in the problem statement.  A tradeoff analysis, located in ‎Appendix I, was conducted that examines technologies considered for various system functions.
3.2.2 Requirements Analysis Phase

The needs and wants of the stakeholders were closely examined in this phase.  Using this information, the project team generated the System Requirements Specification.  Functional decomposition, physical definition, and the design of interfaces were completed.  The project team ensured that traceability was maintained while generating requirements.
3.2.3 Design Phase

The Design Phase is divided into preliminary design and detailed design.  The project team has completed the activities associated with preliminary design.  This includes developing the system model using SysML, which demonstrates the structure and behavior of PATS.  DoDAF was used to represent the systems architecture using complementary and consistent views.  User interface mockups of the Command Center were designed.
The planned activities related to detailed design include the development of drawings and specifications.  Unified Modeling Language (UML) diagrams for software, detailed activity diagrams, detailed sequence diagrams, and detailed use case diagrams will be developed prior to software implementation.  Selection of the COTS hardware will be finalized.
3.2.4 Integration and Testing Phase

As the lead systems integrator, the project team will oversee the integration of the COTS hardware with the software.  Test plans, cases, and procedures will be developed in order to establish the processes necessary to perform a thorough evaluation of the system’s performance.  The System Test and Evaluation (T&E) Plan, including lab and field test procedures, will be generated.  A Test Readiness Review for the system will be conducted.  After the test plans are developed, In Plant Testing, Performance T&E, Field Testing, and Environmental and System testing will be performed.
3.2.5 Operations and Maintenance Phase
This phase will include the activities occurring after the system is deployed.  Initial delivery to the customer signifies the beginning of this phase.  Logistics support, system training, and maintenance activities will be performed.  The operation of the system will be monitored to ensure PATS continues to meet customer needs.  Opportunities to improve the design will be explored.
4.0 STAKEHOLDER NEEDS AND WANTS ANALYSIS

A person or organization affected by the design and development of a system design is referred to as a stakeholder in this document.  It is important for a project to identify and manage stakeholders from the beginning in order to sufficiently understand their needs and wants.  In addressing these needs, the expectations of stakeholders can be managed through effective communication and involvement [10].  If careful consideration is not given to stakeholder needs then the project incurs the risk of developing a system that contains gaps between its functionality and what the stakeholders need from it.
Stakeholders view the project from varying perspectives that have the risk of conflicting with each other.  Due to the technological nature and mission-centric application of PATS, solicitation for and analysis of stakeholder needs is essential in the early phases of system development so the system can fulfill the operational requirements.

4.1 Stakeholder Identification

A 360 degree approach was used to analyze the project from all angles to identify the stakeholders that would be involved and affected by PATS.  Stakeholders have been organized into groups that aggregate them by the type of interest they maintain in the project.  Four groupings have been determined: regulatory, external, internal, and administrative.  Detailed descriptions and reports for each stakeholder can be found in Appendix ‎G.5. 

Due to the technological nature of PATS, several agencies that oversee regulatory compliance and standardization have been identified as stakeholders.  These agencies include:
· Federal Communications Commission

· National Telecommunications and Information Administration

· International Telecommunications Union

· Global Positioning Systems Wing (US Air Force)

The external categorization of stakeholders includes the people and organizations that are profoundly involved in the context of PATS and should be considered during its development and eventual operation. These stakeholders include:

· United States Military

· Emergency Response Agencies

· Citizens

· Competitors
The internal category of stakeholders includes the roles of the people who will ultimately serve as the users of PATS.  These roles relate to the end user operations of PATS.  The following roles were identified:
· Mission Coordinators

· Field Agents/Assets

The administrative group of stakeholders consists of the project team and the educational infrastructure that supports it.  The following stakeholders belong to this group:

· PATS Project Team

· SEOR Faculty

4.2 Needs Analysis

An analysis was performed to determine the needs and wants of each identified stakeholder.  Stakeholder needs were obtained through research, team member experience, and informal interviews conducted with members of the military and emergency response agencies.  Appendix ‎G.1 lists each stakeholder and their associated needs and wants.

Each stakeholder was assigned a weight index based on their relative importance and influence to the project.  Stakeholder Circle, a stakeholder management software tool, was used to calculate this index.  Factors such as a stakeholder’s power, proximity, and value to the project were considered.  Stakeholder weights and needs will be evaluated throughout the life cycle of PATS to capture any changes that may occur.  Stakeholder Circle also determined the level of engagement for each stakeholder.  This represents a stakeholder’s level of involvement in the development of PATS.  The results of the Stakeholder Circle analysis are shown in Appendix ‎G.2.
Each need was evaluated from the perspective of each stakeholder in order to determine its importance.  Using the indices calculated by Stakeholder Circle, the relative importance of each need was captured.  This allowed for the project team to rank the relative importance of each need to the overall project.  Appendix ‎G.3 displays the complete results of this analysis, however the top three needs were determined to be a quick and effective response to emergencies, preventing interference of routine GPS operations, and maintaining situational awareness.
4.3 Quality Functional Deployment Analysis

A Quality Functional Deployment (QFD) was performed to evaluate how stakeholder needs are met by PATS functionality.  A House of Quality (HOQ) was developed that serves as a visual mapping of how the value derived from PATS traces to the stakeholders [16].  The relationships between customer requirements and system capabilities are rated and the correlation between system functions is examined.  The results of the QFD analysis are displayed in Appendix ‎G.4 [17].

5.0 BUSINESS CASE
5.1 Overview

In the United States, numerous occupations expose employees to hazardous situations for the sake of responding to emergencies.  The need for putting people in harm's way is sometimes necessary in order to enforce the law or to maintain public safety.  To illustrate the danger facing personnel in these occupations, during the time period between January 1, 2009 and the time of this writing, there were 82 firefighter line of duty deaths and 117 law enforcement on-duty deaths nationwide [25,26].  Organizations owe it to their personnel to use the best and latest technology to provide the utmost protection.

Law enforcement, firefighting, medical, and military service are only a few of the occupations that routinely expose workers to life-threatening situations.  PATS can be utilized by disaster response agencies, both federal and civilian, including the Federal Emergency Management Agency (FEMA) and the Red Cross; local private and public agencies including hospitals, mental health facilities, retirement homes, incarceration facilities; commercial industries involving high risk to personnel such as mining, hazardous materials management, maritime shipping; and the list continues.  Overall, PATS can serve in many different arenas, targeting a large consumer base ranging several unrelated industries.

PATS can provide an increased level of protection for these personnel through an unprecedented level of situational awareness using the latest tracking and accounting technologies.  PATS will leverage commercial off the shelf (COTS) components to shorten its time to market and minimize development costs.  In addition to its ability to revolutionize the personnel tracking field, the following analysis show that PATS is a financially viable product, yielding a break even point well before its fifth year of sales.

5.2  Business Objective

PATS seeks to provide organizations operating in dangerous environments with an unparalleled situational awareness tool.  PATS uses advanced technologies providing real-time location tracking with the precision of GPS in applications where direct GPS capability is typically unavailable.  With this concept, PATS aims to change the face of the personnel tracking and accounting industries by performing these duties with an integrated product meeting MIL-STD-810F durability standards [21].  In addition to entering the market by providing services not currently offered in a single product, analysis shows that PATS will turn a profit in under five years.

5.3 Market Situation

Existing real-time personnel tracking systems do not provide users with mobility and flexibility in deployment, usually requiring pre-installation of fixed-location equipment well before initial system capabilities can be established.  Systems that do provide mobility are either imprecise or manually operated, requiring personnel to be dedicated to the tracking and accounting tasks.  PATS will provide the automation of current real-time tracking systems to a higher level of precision while offering the mobility of today's manually operated systems, attacking the weaknesses and vulnerabilities of both types of existing systems.

The United States Department of Defense has spent more than $250 million over the past fifteen years on RFID asset tracking technology, a low risk to life and health market which is adjacent to real-time personnel tracking and accounting.  Since PATS would be operating in situations where stakes are much higher, organizations would likely be willing to spend more to protect their personnel over material assets.  Such a level of spending would quickly accelerate the PATS break even time.
5.4 Economic Analysis
In addition to its ability to revolutionize personnel tracking and accounting technologies, PATS is a financially viable and potentially lucrative product.  Cost Xpert 3.3 was used to construct a cost model for the development of the system.  The hardware costs were derived by comparing PATS components to current products of similar technologies and complexity (e.g. the Personnel Locator and Smart Phone).  Further financial and sensitivity analyses were performed using the DPL tool.

5.4.1 Cost Modeling

As mentioned, Cost Xpert 3.3 was selected as a cost-modeling tool.  Analysis was based on an embedded system project from Cost Xpert’s project database, with modifications to certain scaling factors based on the size and type of systems integrator expected to be awarded the contract.  A company profile and description can be found in ‎Appendix J along with screen shots of scaling factors used in the model.  

PATS was characterized to have 207 function points, based on Cost Xpert’s database for an embedded project.  For labor costs, the model was based on rates of $150.00 per hour for technical and management personnel and $100.00 per hour for non-technical personnel.  Cost modeling yielded a developmental cost of $633,040 spread over a 7.1 month timeframe, and using 22.6 person-months.

The goal of the project team is to sell a complete PATS for approximately $50,000 per system to government agencies.  This price includes fifty Personnel Locators, three Signal Posts, and one Command Center.  The price breakdown is shown in Table 1 below:
Table 1:  PATS Initial Product Costs
	Item 
	Quantity
	Price/Unit
	Total

	Personnel Locators
	50
	$300.00
	$15,000.00

	Signal Posts
	3
	$5,000.00
	$15,000.00

	Command Center
	1
	$5,000.00
	$5,000.00

	Development Costs
	1
	$633,040.00
	$633,040.00

	Total
	
	
	$668,040.00


Figure 4 shows the influence diagram that was generated using DPL.  This deterministic model shows the main factors that affect the profit.  

[image: image5.jpg]



Figure 4:  PATS Influence Diagram
Sensitivity Analysis

A value tornado was created to help identify which variables in the cash flow baseline have the biggest impact on our objective function.  Figure 5 shows the low, current, and high settings for each of the value nodes that are constant in our current model.
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Figure 5:  Value Tornado Setup
The x-axis of the value tornado diagram (Figure 6) displays the change in the objective function of the model. Each of the variables on the left is changed from the low setting to the high setting.
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Figure 6:  PATS Sensitivity Analysis
This sensitivity analysis shows that the one variable that impacts future profit is sales.  The team will therefore focus on an aggressive marketing campaign that results in maximizing number of PATS units sold beginning year one.  
5.4.2 Breakeven Analysis
Using discounted cash flow analysis [11] based on the expected value of the sensitivity analysis above, it has been determined that PATS will start to turn a profit of $181,556 four years after inception, based on the developmental costs obtained from Cost Xpert.  Certain assumptions were made: a fixed interested rate of 10 percent and sales of 20 units annually.  For the purpose of this analysis, each unit, consisting of three Signal Posts, 50 Personnel Locators, and one Command Center, has a retail price of $50,000 and a build cost of $35,000, yielding a profit of $15,000 per unit.  Customized orders, including additional Personnel Locators, Signal Posts, and/or Command Centers, were not factored into this analysis, but are additional opportunities to increase yearly cash flow.  The results of this analysis are displayed in Table 2 and Figure 7.
Table 2:  Discounted Cash Flows
[image: image8.emf]Year 0 Year 1 Year 2 Year 3 Year 4 Year 5 Year 6 Year 7 Year 8 Year 9 Totals

Retail Sales

0.00 500,000.00 1,000,000.00 1,000,000.00 1,000,000.00 1,000,000.00 1,000,000.00 1,000,000.00 1,000,000.00 1,000,000.00

Discount rate (10%) 10%

PV of Benefits

0.00 454,545.45 826,446.28 751,314.80 683,013.46 620,921.32 564,473.93 513,158.12 466,507.38 424,097.62

NPV of all Benefits

0.00 454,545.45 1,280,991.74 2,032,306.54 2,715,319.99 3,336,241.31 3,900,715.24 4,413,873.36 4,880,380.74 5,304,478.36 5,304,478.36

Year 0 Year 1 Year 2 Year 3 Year 4 Year 5 Year 6 Year 7 Year 8 Year 9 Totals

One Time Costs

(633,040.00)

Recurring Costs

0.00 (350,000.00) (700,000.00) (700,000.00) (700,000.00) (700,000.00) (700,000.00) (700,000.00) (700,000.00) (700,000.00)

Discount rate (10%) 10%

PV of Recurring Costs

0.00 (318,181.82) (578,512.40) (525,920.36) (478,109.42) (434,644.93) (395,131.75) (359,210.68) (326,555.17) (296,868.33)

NPV of all Costs

(633,040.00) (951,221.82) (1,529,734.21) (2,055,654.58) (2,533,763.99) (2,968,408.92) (3,363,540.67) (3,722,751.35) (4,049,306.52) (4,346,174.85) (4,346,174.85)

Overall NPV

958,303.51

Overall ROI:  Overall NPV / NPV of All Costs

0.22

Break Even Analysis Year 0 Year 1 Year 2 Year 3 Year 4 Year 5 Year 6 Year 7 Year 8 Year 9

Yearly NPV cash flow

(633,040.00) 136,363.64 247,933.88 225,394.44 204,904.04 186,276.40 169,342.18 153,947.44 139,952.21 127,229.29

Overall NPV cash flow

(633,040.00) (496,676.36) (248,742.48) (23,348.04) 181,556.00 367,832.39 537,174.57 691,122.01 831,074.22 958,303.51
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Figure 7:  Net Present Value
5.5 System Life Cycle Schedule Estimate

The PATS system life cycle schedule spans the period of approximately 18 months.  The hardware and software effort are performed in parallel, lasting approximately 6 months—close to the forecasted 7.1-month timeframe from our cost model.  Performance, environmental, and compliance testing start at the conclusion of hardware and software development.  While the schedule shows project management deliverables due early in the life cycle, it does not mean these duties are concluded at this time.  In fact, project management duties will last the entire duration of the life cycle.  This is also the case for systems engineering efforts; while deliverables are shown early in the schedule, duties and functions span the entire length of the project.  At the conclusion of this schedule, PATS units will be ready for manufacturing and shipping.  It should also be noted that portions of the systems engineering effort would already be complete, as the PATS project team is authoring the SRS as a deliverable for the Capstone Course.
5.6 Technology Strategy
Using the latest technology in communications and ad hoc wireless mesh networks, PATS can effectively break into the market, entering the segment with capabilities that no other competitor currently offers.  This strategy allows PATS to take advantage of weakness of currently available systems and provide for research and development time for future advances.  The focus of PATS future research and development include:
· Wireless Mesh Networking:  Research and advances in wireless mesh networks will allow PATS to be more flexible in the future.  Future wireless mesh network technology can reshape the Signal Posts, both from a physical and capability standpoint.  Judging from the current state of the technology, within a 10 year time frame, the size and weight of the Signal Posts can be reduced.  Looking further into the future, the Signal Posts may be eliminated from the system; its functionality being included into the Personnel Locators themselves. 

· Miniaturization:  As solid state technologies improve and become smaller, the Personnel Locators and Signal Posts can benefit from a smaller footprint, making it easier to incorporate into more weight and size sensitive scenarios.  Eventually, Signal Post functionality can be incorporated into Personnel Locators, providing many more redundancy, fault tolerance, and trilateration points.

· Personal Computing Technologies:  As personal computers become more powerful, the capabilities of the Command Center can be augmented.  Fault tolerant and redundant data storage, such as Redundant Array of Independent Disks (RAID), are becoming more accessible to consumers, driving down size, weight, and costs.  Coupled with advances in ruggedized laptops with built-in secure credential management, such as the Toughbook from Panasonic and Latitude ATG from Dell, the Command Center can be made more portable and more secure in future revisions of PATS.

5.7 Risk Analysis

The process used to conduct the risk analysis, as well as the current Risk Register for the project, are located in ‎Appendix K.
6.0 TECHNICAL CASE

6.1 Architecture

PATS architecture (see OV-1 Diagram) consists of multiple nodes distributed in a disaster site and wirelessly interconnected through a low-power ZigBee mesh network.  The PATS ZigBee mesh network uses 2.4 GHz band which operates worldwide, with a maximum data rate of 250 kbps.  ZigBee is chosen for PATS because it’s a low power, low cost, and open global standard technology wireless mesh network intended for monitoring and controlling applications. The PATS ZigBee mesh network is a decentralized network (similar to the Internet) consists of three types of nodes: coordinator, router, and end device nodes. The coordinator node initializes a network, and manages network nodes. The router nodes (Signal Posts) are always active and participate in the network by routing messages from the Personnel Locators to the Command Center.
PATS ZigBee mesh network is formed with the following type of nodes:

Personnel Locator node (Field Agent/End Device):  has a minimized user interface, RFID tag, RFID reader, RFID antenna, GPS receiver module, ZigBee RF module, accelerometer, and temperature sensor.  It is used by the field agents.

Signal Post node (Data Router):  has a minimized user interface, ZigBee RF, battery, and GPS receiver module and it provides location services to the Personnel Locator nodes.  It also provides data routing services between the Personnel Locator nodes and the Command Center. PATS requires at least three Signal Post nodes to operate successfully. 

Command Center (Mission Coordinator):  Personnel data collection node which runs an Accountability and Tracking software that displays the disaster site map with personnel location, environmental information and is used by the mission coordinators. 

6.2 SysML Models

System Modeling Language (SysML) is a general purpose graphing modeling language and is geared toward incrementally refinable description of conceptual design and product architecture.  It is an adaptation of UML to System Engineering and supports the specification, analysis, design, verification, and validation of systems that include hardware, software, data, personnel, procedures, and facilities.  By modeling PATS using SysML, the team can better understand the requirements, reduce the ambiguity, and validate requirements with the stakeholders to ensure the right problem is being solved.
The following model-based systems engineering approach was taken to address the PATS problem.  Note that while the steps below are shown as a sequence, they are often performed in parallel and iteratively:
· Organize the model and identify reuse libraries
· Capture requirements and assumptions
· Model Behavior
· Model Structure

· Capture implied inputs and outputs, and data follow

· Identify structural components and their interconnections

· Allocate behavior onto components and behavior flow onto interconnections

· Capture and evaluate parametric constraints
· Model design as required to meet constraints
1. Organizing the Model

The package diagram in Figure 8 describes the organization of the PATS model.  The packages are organized into requirements, use cases, behavior, and structural models.  The Item Types package captures the types of things that flow in the PATS.  Segregating items types into its own package allows the system modeler to concentrate on defining the things that flow and leverage reuse libraries that may exist independent of where they flow or how they are used. For example, a person's location and environment data flow through the PATS.
[image: image10.png]m [ PATS SyshL and DODAF Views |

PATS SysML and DoDAF Views

PATS Requirements

PATS
PATS_SysML PATS_DoDAF
1
PATS Structures | PATS Behavior | | Item Types

[PATS requirements [

Structure breakdown [

[Behavior breakdown [

-—:_r-





Figure 8:  Package Diagram Documenting the Organization of the PATS Model
2. Establishing Requirements

The PATS requirements were provided by the stakeholders in the form of the problem statement that is captured in the requirements diagram.  The diagram's header indicates that the frame represents a package called PATS requirements.  The original requirements statement (source requirement 0) is decomposed into individual atomic requirements 1 through 3 which can be individually analyzed and verified.

2A) PATS Requirements
Figure 9 shows the decomposition of the original statement into interface, functional, and non-functional requirements.  Original requirements are provided in further detail in Appendix ‎L.1.
[image: image11.jpg]vea Package] PATS Reaurenerds [ [ PATS Reauremeris 1]

<<reatiremert=> =]
Originaistatement

system with the capability of tracking multiple assets and locating them with pinpoint GPS precision and accuracy provides real-
ftime situational awareness. This level of awareness is necessary to make informed decisions with the best information available.
Having this information available would offer an increased level of personnel and asset protection by reducing the responss time
associated with locating them. The develapment of the Persannel Accountability and Tracking Syster (PATS) is necessaryta achieve
this abilty. Currently available technology does not provide the capabllity of creafing ad hot networks. This feature would be pivotal in
tracking assets from agencies using difierent equipment. Ad hoc compatility ensures that minimal time is spent establishing the
tracking network which would allow more focus ta be placed on completing the mission. Additionally, a system that can withstand
severe shock and vibration, extreme temperatures, and other intense factors is necessary o be reliable inthe types of situations in
fwhich PATS is iy to be used. This level of durability is necessary in order to ensure the syster's operational availabiliy, which will
exceed the capabilitis of currently available technology thatis unable to withstand exreme environments. The lives of the peaple that
PATS will be used to track are the most important assets, 50 3 syster with proven and tested reliabilty s essential to mission success.

I
|

iterfaceRequiremert=>
Interface Requirements.

<areatirement=> =]
NonFunctional Requirements.

1o
Text="Defines the user interface,
hardware, software, and communication
requirements of PATS. "

Text="Defines the system requirements
ofthe Command Center, Persannel
Locators, and Signal Poss. It also
defines functional requirements of the
integrated system.

o
Text="Defines the performance
(i), saety, security, and quality
requirements of PATS. "





Figure 9:  Original Requirements
2A1) Interface Requirements
Figure 10 shows the decomposition of the interface requirements into user interface, hardware, software, and communication requirements.  Interface requirements are provided in further detail in Appendix ‎L.2.
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Figure 10:  Interface Requirements

2A2) Functional Requirements
Figure 11 shows the breakdown of the functional requirements into the different system and subsystem requirements.  Functional requirements are provided in further detail in Appendix ‎L.3.
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Figure 11:  Functional Requirements

2A3) Non-Functional Requirements
Non-functional requirements are decomposed into performance, safety, security, and quality requirements as shown in Figure 12.  Non-functional requirements are provided in further detail in Appendix ‎L.4.
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Figure 12:  Non-Functional Requirements

3. Modeling Behavior 

The PATS behavior is modeled using SysML package, activity, and use case diagrams. The main activity’s (Provide PATS Services) decomposition is represented in Figure 13.  Additional diagrams and use cases can be found in Appendix ‎L.5.
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Figure 13:  Provide PATS Services functional hierarchy
The high level use cases of PATS along with the actors are shown in Figure 14.
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Figure 14:  PATS High Level Use Case Diagram
4. Modeling Structure

PATS consists of three major subsystems: Personnel Locators, Signal Posts, and a Command Center.  Figure 15 shows a structure diagram with the components of each subsystem.
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Figure 15:  PATS Block Definition Diagram
Figure 16 shows the internal blocks of the Personnel Locator subsystem.  The Personnel Locator’s processor interfaces with the RFID reader, temperature sensor, accelerometer, GPS receiver, and RF Antenna through RS232 Serial Communication.
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Figure 16:  PL Internal Block Definition Diagram
Figure 17 shows the RFID data transmission. During initial system setup, the Command Center writes personnel info into the RFID tag. When the system is operational, the Personnel Locator reads the RFID tag periodically and transmits this information back to the Signal Posts which relay this information to the Command Center via RF.
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Figure 17:  RFID Data Flow Diagram
6.3 DoDAF Views

The Department of Defense Architecture Framework (DoDAF) defines a standard way to organize an enterprise architecture (EA) or systems architecture into complementary and consistent views.  While it is clearly aimed at military systems, DoDAF has broad applicability across the private, public and voluntary sectors around the world, and represents only one of a large number of systems architecture frameworks.  It is especially suited to large systems with complex integration and interoperability challenges, and is apparently unique in its use of "operational views" detailing the external customer's operating domain in which the developing system will operate.  PATS implements the following DoDAF views which are shown in ‎Appendix M:

· OV-1 : High Level Operational Concept Graphic
· OV-5 : Operational Activity Model
· SV-1 : System Interface Description
· SV-2:  Systems Communications Description
· TV-1 : Technical Standards Profile
· AV-1 : Overview and Summary Information
· AV-2 : Integrated Dictionary
PATS consists of many different subsystems which have been integrated to perform one overall mission, therefore interoperability is not an option.  The exchange of information and data between these subsystems are critical in saving lives and completing the mission successfully.  The DoDAF defines three architectures; operational (OA), systems (SA) and technical (TA).  OA describes the tasks and activities required to accomplish or support system operation.  SA describes the system and interconnections providing and supporting system functions.  TA is defined as the minimal set of rules governing the arrangement, interaction, and interdependence of system parts or elements, whose purpose is to ensure that a conformant system satisfies a specified set of requirements.

6.4 User Interface Models

The PATS Command Center will provide a graphical user interface as a means for disseminating tracking and accountability information and as a means for ingesting user input.  Wireframe Sketcher was used in the construction of the user interface models; these models are available for review in ‎Appendix N.
6.5 System Requirements Specification

A comprehensive list of detailed requirements is included in ‎Appendix F.

7.0 CLOSING REMARKS
PATS is a new and revolutionary personnel tracking and accountability system that provides unparalleled situational awareness in a rugged, dependable package to protect the lives of those who risk theirs to ensure the safety of the general public.  Currently available commercial offerings do not provide the level of situational awareness needed for activities that are immediately hazardous to life and health, forcing organizations to implement costly and possibly error-prone manual systems.  By leveraging and integrating COTS components, PATS keeps costs low while minimizing schedule—both important for entering the market.  Using sound system engineering processes learned during the systems engineering graduate curriculum and the mini-lectures provided in the Capstone Course, the PATS project team has assembled a package including: an analysis of stakeholders, risks, competitors, and tradeoffs, a business case including a cost model and break-even analysis, a concept of operations, a technical case consisting of a SysML model and DoDAF architectural views, mockups, and a systems requirement specification.  

While the time frame of the Capstone Course did not allow for the completion of a working instantiation of PATS, this work can be pursued by future project courses in various disciplines or industry.  With the set of deliverables mentioned above, continuing work can include creating a detailed software and hardware specifications, creating functional, environmental, and performance test plans, software and hardware implementation and integration, deployment and maintenance, and sales and marketing.  Some interesting undergraduate studies at the Pennsylvania State University pair engineering students with counterparts in the business and management school to develop products and implement a business strategy for sales.  Such a study could be beneficial at George Mason University, with PATS being a good candidate in mission, name, and financial viability.

The PATS project team would like to thank Dr. Thomas Speller, our project advisor, and Dr. Peggy Brouse, our project sponsor, for their helpful guidance throughout the semester.  The team would also like to thank the SEOR department for hosting the Capstone Project Course and providing a positive learning environment during our graduate studies at George Mason University.
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ACRONYM LIST
AC


Alternating Current

CC


Command Center
CMMI


Capability Maturity Model Integration
DODAF


Department of Defense Acquisition Framework

EA


Enterprise Architecture

ESN


Electronic Serial Number

GPS


Global Positioning System

GUI


Graphical User Interface

HOQ


House of Quality

MIL-STD

Military Standard

NTIA


National Telecommunications and Information Administration

PAS


Personnel Accountability Systems
PATS


Personnel Accountability and Tracking System

PIM


Personnel Information Module

PL


Personnel Locator

QFD


Quality Functional Deployment
RAID


Redundant Array of Independent Disks

RF


Radio Frequency

RFID


Radio Frequency Identification

SEOR


Systems Engineering/Operations Research

SP


Signal Post

SRS


System Requirements Specification

T&E


Test and Evaluation

TRL


Technology Readiness Level

TTE


Through the Earth

UML


Unified Modeling Language

USAF


United States Air Force
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APPENDIX D :
PROJECT SCHEDULES
The schedules used by this project are located in this appendix.  The electronic Microsoft Project files can be located on the project website.
D.1 Project Management Schedule
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Figure 18:  Gantt Chart
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Figure 19:  Network Diagram
D.2 Summary Gantt Chart – Product Development Schedule
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APPENDIX E :
SYSTEM OVERVIEW DIAGRAMS

E.1 IDEF0 Context Diagram
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E.2 P-Diagram
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APPENDIX F :
SYSTEM REQUIREMENTS SPECIFICATION
1
Interface Requirements

1.1
User Interface

1.1.1
Command Center

1.1.1.1
The Command Center shall provide personnel accountability information via a color Graphical User Interface (GUI) to operators.

1.1.1.2
The Command Center shall provide personnel tracking information via a color Graphical User Interface (GUI) to operators.

1.1.1.3
The Command Center shall provide operators the ability to input information via keyboard and mouse.

1.1.2
Personnel Locator

1.1.2.1
The Personnel Locator shall provide a wearer with a graphical display.

1.1.2.2
The Personnel Locator shall display its battery charge level.

1.1.2.3
The Personnel Locator shall display its signal strength relative to the signal posts.

1.1.2.4
The Personnel Locator shall display its current GPS coordinates in latitude, longitude, and altitude if it is able to determine its location.

1.1.2.5
The Personnel Locator shall display an error message if it is unable to determine its location.

1.1.2.6
The Personnel Locator shall provide a method for a wearer to indicate that they are in distress.

1.1.2.7
The Personnel Locator shall display a distress message if a distress call is currently active.

1.1.3
Signal Post

1.1.3.1
Each Signal Post shall display its battery charge level.

1.1.3.2
Each Signal Post shall display the number of GPS satellites in view.

1.2
Hardware Interfaces

1.2.1
Command Center

1.2.1.1
The Command Center shall provide a USB 2.0 interface.

1.2.1.2
The Command Center shall provide an Ethernet interface.

1.2.1.3
The Command Center shall provide an RF communications interface to Signal Posts and Personnel Locators.

1.2.2
Personnel Locator

1.2.2.1
The Personnel Locator shall provide an RF communications interface to Signal Posts and the Command Center.

1.2.2.2
The Personnel Locator shall provide a ZigBee RF communications interface for wireless mesh networking with other Personnel Locators.

1.2.3
Signal Post

1.2.3.1
The Signal Posts shall provide an RF communications interface to Personnel Locators and the Command Center.

1.3
Software Interfaces

1.3.1
Command Center

Input Requirements:

1.3.1.1
The Command Center shall receive link transmission status messages from each Signal Post of the following formats:

1.3.1.2
The Command Center shall receive data messages from the Signal Post with the following formats:

•
Personnel Locator GPS coordinate data

•
Signal Post GPS coordinate data

•
Personnel Locator ESN and RFID-embedded data

•
Personnel Locator environment (temperature, acceleration, submersion) data

•
Personnel Locator distress call

Output Requirements:

1.3.1.3
The Command Center shall send the Personnel Locator a distress call acknowledgement message.

1.3.2
Personnel Locator

Input Requirements:

1.3.2.1
The Personnel Locator shall receive data from the GPS constellation.

1.3.2.2
The Personnel Locator shall receive GPS data from Signal Posts.

1.3.2.3
The Personnel Locator shall receive Signal Posts Alive message.

1.3.2.4
The Personnel Locator shall receive panic alert acknowledgement from the Signal Posts.

Output requirements:

1.3.2.5
The Personnel Locator shall transmit data to the Signal Posts at minimum data rate of 1 Kbps.

1.3.2.6
The Personnel Locator shall provide retrieval services visual aid in locating users.

1.3.3
Signal Post

Input requirements:

1.3.3.1
The Signal Post shall be capable of receiving signal from the GPS constellation and provide a means to enter GPS coordinates manually.

1.3.3.2
The Signal Post shall receive Personnel Locator location data from Personnel Locator.

1.3.3.3
The Signal Post shall receive panic alert signal from the Personnel Locator.

Output requirements:

1.3.3.4
The Signal Post shall transmit its location data and Personnel Locator location data to the CC at minimum data rate of 75 Kbps.

1.3.3.5
The Signal Post shall forward Personnel Locator distress call message to the Command Center.

1.3.3.6
The Signal Post shall forward the distress call acknowledgment message from the Command Center to the Personnel Locator.

1.4
Communications Interfaces

1.4.1
External Communications

This section documents the communications requirements between PATS and Global Positioning System (GPS) satellites.

1.4.1.1
The Command Center shall receive GPS signals from GPS satellites.

1.4.1.2
Each Personnel Locator shall receive GPS signals from GPS satellites.

1.4.1.3
Each Signal Post shall receive GPS signals from GPS satellites.

1.4.2
Internal Communications

This section documents the communications requirements between PATS components.

Between Signal Post and Personnel Locator

1.4.2.1
The communications link between Signal Posts and Personnel Locators shall be a full-duplex radio frequency link.

1.4.2.2
Signal Posts shall communicate their GPS coordinates to the Personnel Locators.

1.4.2.3
Personnel Locators shall communicate their GPS coordinates to Signal Posts.

1.4.2.4
Personnel Locators shall transmit a distress message to the Signal Posts if a distress call is activated.  The distress message shall indicate whether the distress call was activated manually or autonomously.  If the distress call was activated autonomously, the distress message shall specify one of the following reasons: horizontal orientation, temperature out of bounds, submerged, or acceleration out of bounds.  

1.4.2.5
The Personnel Locator shall send the distress message periodically every 10 seconds if activated until an acknowledgement from the Command Center is received or the distress call is canceled by the wearer.

1.4.2.6
Signal Posts shall relay acknowledgement of a distress message from the Command Center to the Personnel Locator.

1.4.2.7
The Personnel Locator shall time stamp all transmitted messages.

Between Signal Post and Command Center

1.4.2.8
The communications link between Signal Posts and the Command Center shall be a full-duplex radio frequency link.

1.4.2.9
Signal Posts shall relay GPS coordinates of Personnel Locators to the Command Center.

1.4.2.10
Signal Posts shall transmit its GPS coordinates to the Command Center

1.4.2.11
Signal Posts shall relay a distress message from a Personnel Locator to the Command Center.

1.4.2.12
The Command Center shall time stamp all transmitted messages.

Between Command Center and Personnel Locator

1.4.2.13
At the beginning of each mission, the Personnel Locator shall obtain identification information of the wearer from their RFID badge.  The Personnel Locator shall send this information to the Command Center.

Between Multiple Command Centers

1.4.2.14
Multiple Command Centers within operational range of each other can communicate with one another to augment the number of Personnel Locators tracked.

1.4.2.15
The communications link between multiple Command Centers shall be a full-duplex radio frequency link.

2
Functional Requirements

2.1
System Requirements

2.1.1
Command Center

2.1.1.1
The Command Center shall display real-time accountability and tracking information.

2.1.1.2
The Command Center shall allow queries to show location, environmental, and distress call status information about a particular Personnel Locator.

2.1.1.3
The Command Center shall generate reports.

2.1.1.4
The Command Center shall record accountability and tracking information to a disk and stop when the disk is full.

2.1.2
Personnel Locator

2.1.2.1
Each Personnel Locator shall be uniquely identifiable by using an electronic serial number (ESN).

2.1.2.2
The Personnel Locator shall operate on battery power.

2.1.2.3
The Personnel Locator shall display its battery charge state.

2.1.2.4
The Personnel Locator shall display its panic alert state.

2.1.2.5
The Personnel Locator shall display its location status.

2.1.2.6
The Personnel Locator shall display its signal strength.

2.1.2.7
The Personnel Locator shall have a Personnel Information Module (PIM) capable of storing personnel information.

2.1.2.8
The Personnel Locator and PIM shall communicate via RFID.

2.1.2.9
The Personnel Locator shall relay the information stored in the PIM back to the Command Center.

2.1.2.10
The Personnel Locator shall send a message to the Command Center should it lose RFID contact with the PIM indicating that the Personnel Locator has possibly become separated from the wearer.

2.1.2.11
The Personnel Locator shall calculate its position using trilateration with information received from GPS satellites within 20 meters.

2.1.2.12
The Personnel Locator shall be capable of using the signal posts to determine its position in the event that it cannot receive information from GPS satellites.

2.1.2.13
The Personnel Locator shall be able to determine the ambient temperature.

2.1.2.14
The Personnel Locator shall be able to determine if it is submerged.

2.1.2.15
The Personnel Locator shall be able to determine its orientation (horizontal, vertical).

2.1.2.16
The Personnel Locator shall be able to determine whether it is in motion.

2.1.2.17
The Personnel Locator shall be able to determine whether it is stationary.

2.1.2.18
The Personnel Locator shall be able to determine the velocity (speed and direction).

2.1.2.19
The Personnel Locator shall determine acceleration forces in excess of human capabilities.

2.1.2.20
The Personnel Locator shall have the ability for the user to manually activate a distress signal.

2.1.2.21
The Personnel Locator shall have the ability for the user to manually activate a distress signal.

2.1.2.22
The Personnel Locator shall receive from the Command Center the mission specified threshold limits for automatically sending distress signals. This information shall be received upon the Personnel Locators initial connection to the system.

2.1.2.23
The Personnel Locator shall automatically transmit a distress signal to the Command Center if its temperate exceeds the mission specified threshold limit.

2.1.2.24
The Personnel Locator shall automatically transmit a distress signal to the Command Center if its movement has not changed in the mission specified elapsed time limit.

2.1.2.25
The Personnel Locator shall automatically transmit a distress signal to the Command Center if its orientation has remained horizontal and position static for a duration that exceeds the mission specified threshold limit.

2.1.2.26
The Personnel Locator shall automatically transmit a distress signal to the Command Center if the acceleration forces upon it exceed the mission specified threshold limit.

2.1.2.27
The PIM shall be capable of storing 128 megabytes (MB) of information.

2.1.2.28
The PIM shall communicate with the PL via RFID data link.

2.1.3
Signal Post

2.1.3.1
Signal Posts shall calculate their GPS coordinates by using information from GPS satellites within 20 meters.

2.1.3.2
Signal Posts shall acquire their elevation by using GPS satellites.

2.1.3.3
Signal Posts shall relay their GPS coordinates to Personnel Locators

2.1.3.4
Signal Posts shall be capable of operating on battery power.

2.1.3.5
Signal Posts shall be capable of operating on alternating current (AC) power.

2.1.3.6
Each instance of PATS shall operate with a minimum of three Signal Posts.

2.1.4
Integrated System Requirements

2.1.4.1
PATS shall acquire signal from GPS satellites.

2.1.4.2
Personnel Locator to Signal Post and Signal Post to Command Center messages shall be time-stamped all received and sent messages.

2.1.4.3
Personnel Locator to Signal Post and Signal Post to Comment Center messages shall be encrypted upon transmission.

2.1.4.4
Personnel Locator to Signal Post and Signal Post to Comment Center messages shall be decrypted upon receipt.

3
Non-Functional Requirements

3.1
Performance Requirements

3.1.1
Reliability

3.1.1.1
The mean time before failure of PATS shall be at least one month of continuous use.

3.1.2
Maintainability

3.1.2.1
The PATS Command Center shall allow automated updates to the operating system software.

3.1.2.2
The PATS Command Center shall be able to recover from an episode of unexpected downtime in less than five minutes.

3.1.2.3
The PATS Command Center shall allow updates to the PATS software via removable media.

3.1.2.4
The PATS Command Center shall allow updates to the PATS software via Internet.

3.1.2.5
The PATS Personnel Locator shall allow updates to the embedded system software.

3.1.2.6
The PATS Personnel Locator hardware shall not be end-user maintainable.  A malfunctioning unit must be replaced in its entirety.

3.1.2.7
The PATS Signal Posts shall allow updates to the embedded system software.

3.1.2.8
The PATS Signal Posts shall allow for replacement of its battery.

3.1.2.9
The PATS Signal Posts shall not, aside from its power system, be end-user maintainable.  A malfunctioning unit must be replaced in its entirety.

3.1.3
Availability

3.1.3.1
PATS shall have a minimum availability of 99.99% over a seventy-two hour continuous use period.

3.1.4
Flexibility

3.1.4.1
The Command Center shall use standard x86 personal computer hardware and operating system, providing a simple technology upgrade path.

3.1.4.2
The Signal Posts shall be moveable by an average human being, providing flexibility in setup and mobility.

3.1.5
Scalability

3.1.5.1
A PATS Command Center shall allow for tracking of between 1 and 750 Personnel Locators.

3.1.5.2
PATS shall allow for multiple Command Centers to work cooperatively in support of tracking more than 750 Personnel Locators, limited to 750 Personnel Locators per Command Center.

3.1.5.3
PATS shall support the ability to use more than the minimum number of Signal Posts.

3.1.6
Durability

3.1.6.1
PATS Personnel Locators shall be MIL-STD 810 compliant [21].

3.1.6.2
PATS Signal Posts shall be MIL-STD 810 compliant.

3.2
Safety Requirements

PATS shall undergo hazard analyses of the design, hardware, and operation of the system. The results of these analyses shall be documented in the following:

3.2.1
PATS Preliminary Hazard Analysis

This analysis shall be completed prior to the preliminary system design review. It is necessary that the results of this study be incorporated, as far as possible into the final detailed design.

3.2.2
Subsystem Hazard Analysis 

This analysis shall be completed prior to the detailed design review. 

3.2.3
Operational Hazard Analysis 

This analysis shall commence after design is complete and be delivered prior to the start of the PATS System Integration tests.

A PATS safety plan shall be written that combines these analyses. The safety plan shall specify methods of tracking the hazards uncovered by the various safety analyses.

3.3
Security Requirements

PATS shall provide information security for messages passed via radio frequency and for data recorded by the system.

3.3.1
RF Communications

PATS shall encrypt all personnel data passed through RF messages using the Rivest, Shamir, and Aldeman (RSA) 256-bit or stronger encryption.

3.3.2
Physical Media / Storage

3.3.2.1
The PATS Command Center shall encrypt all personnel data residing on system hard drives using AES-256 or stronger encryption algorithm.

3.3.2.2
The PATS Command Center shall use RAID hard drive redundancy to mitigate against a single hard drive failure.

3.3.2.3
The PATS Command Center shall require a user login to access the system.

3.4
Quality Requirements

PATS shall establish and maintain a Quality Management System that complies with the requirements of the International Organization for Standardization’s ISO 9000 Standard Series and associated documentation. The Quality Management System shall be capable of providing adequate assurance that both hardware and software specifications can be consistently met and compliance demonstrated.

3.4.1
Hardware Quality

PATS hardware shall undergo factory acceptance, environmental, electrical, and safety testing. 

3.4.2
Software Quality

PATS software shall undergo unit, component, system, integration, and regression testing to ensure. PATS software shall be reviewed and inspected by peers and review packages shall be generated. There shall be a mechanism to correct and document software defects.  

APPENDIX G :
STAKEHOLDER ANALYSIS

G.1 Stakeholder Needs/Wants Analysis
A 360( approach was used to analyze the project to identify the stakeholders affected by PATS.  Stakeholders have been organized into four groups:  regulatory, external, internal, and administrative.  An analysis was performed to determine the needs and wants of each identified stakeholder.  Stakeholder needs and wants were obtained through research, team member experience, and informal interviews conducted with members of the military and emergency response agencies.
	Group
	Stakeholder
	Need
	Wants

	Regulatory
	Federal Communications Commission
	Frequency Allocation of RF spectrum (Non-Federal usage)
	Proper usage of RF transmissions

	
	National Telecommunications and Information Administration (Dept. of Commerce)
	Frequency Allocation of RF spectrum (Federal usage)
	Proper usage of RF transmissions

	
	International Telecommunications Union
	Frequency Allocation of RF spectrum (International usage)
	Proper usage of RF transmissions

	
	Global Positioning Systems Wing (USAF)
	Prevent interference of GPS satellite operations
	Proper usage of GPS transmissions

	External
	United States Military
	Real-time tracking of assets
	Versatile system capable of being used in a variety of scenarios
Satisfied superiors

	
	Emergency Response Agencies
	Real-time tracking of assets
	Versatile system capable of being used in a variety of scenarios
Satisfied citizens

	
	Citizens
	Quick and effective response to emergencies
	Proper usage of taxpayer dollars
Protection of those that protect them

	
	Competitors
	Stay competitive in the market
	Resources allocated to suit their interests

	Internal
	Mission Coordinators
	Receive accurate information
Real time asset tracking
Maintain situational awareness
Reliability
Secure transmissions
	User friendly interface
Increase asset safety
Protection of personal information (privacy)

	
	Field Agents
	Non-restrictive tracking device
Reliability
Alert coordinators in the event of distress
	User friendly interface
Protection of personal information (privacy)

	Admin
	PATS Project Team
	Produce executable capstone project 
	Execute project successfully

	
	GMU SEOR Faculty
	Evaluate capstone projects
	Sponsor prestigious projects
Review project deliverables 


G.2 Stakeholder Importance Weighting
Each stakeholder was assigned a weight index based on their relative importance and influence to the project.  Stakeholder Circle, a stakeholder management software tool, was used to calculate this index.  Factors such as a stakeholder’s power, proximity, and value to the project were considered.  Stakeholder weights and needs will be evaluated throughout the development of PATS to capture any changes that may occur.  Stakeholder Circle also determined the level of engagement for each stakeholder.  This represents a stakeholder’s level of involvement in the development of PATS.
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G.3 Stakeholder Needs Ranking

Stakeholder Circle calculated a weight index for each stakeholder based on their relative importance and influence to the project.  Each need was evaluated from the perspective of each stakeholder in order to determine its importance.  When multiplied by the weight index, the team was able to rank the relative importance of each need.
	
	
	Stakeholders
	
	

	
	Need Rating Legend:
0 = None
1 = Minimal
2 = Moderate
3 = Significant
4 = Critical
	FCC
	NTIA
	ITU
	GPSW
	US Military
	Emergency Response Agencies
	Citizens
	Competitors
	Mission Coordinator
	Field Agents
	PATS Project Team
	GMU SEOR Faculty
	Need Relative Importance Index
	Need Rank Order

	 
	Stakeholder Weight Index:
	0.311
	0.311
	0.311
	0.461
	0.450
	0.450
	0.150
	0.150
	0.560
	0.560
	0.656
	0.297
	 
	 

	Need
	Frequency Allocation of RF Spectrum
	4
	4
	4
	2
	2
	2
	2
	1
	1
	1
	4
	2
	11.25
	7th

	
	Prevent Interference of GPS Operations
	3
	3
	3
	4
	4
	2
	2
	1
	2
	2
	4
	2
	13.26
	2nd

	
	Real-time Tracking of Assets
	0
	0
	0
	1
	4
	4
	0
	0
	4
	4
	4
	1
	11.46
	6th

	
	Quick/Effective Response to Emergencies
	1
	1
	1
	1
	4
	4
	4
	1
	4
	4
	4
	2
	13.45
	1st

	
	Receive Accurate Information
	0
	0
	0
	0
	4
	4
	2
	0
	4
	4
	4
	3
	11.90
	4th

	
	Maintain Situational Awareness
	0
	0
	0
	1
	4
	4
	0
	0
	4
	4
	4
	3
	12.06
	3rd

	
	Reliability
	0
	0
	0
	0
	4
	4
	2
	0
	4
	4
	4
	2
	11.60
	5th

	
	Secure Transmissions
	0
	0
	0
	0
	4
	4
	0
	0
	4
	4
	4
	1
	11.00
	8th

	
	Non-restrictive Tracking Device
	0
	0
	0
	0
	4
	3
	0
	0
	3
	4
	4
	1
	9.99
	10th

	
	Alert Coordinators in the Event of Distress
	0
	0
	0
	0
	3
	3
	0
	0
	4
	4
	4
	1
	10.10
	9th


G.4 Quality Functional Deployment Analysis
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G.5 Stakeholder Circle Output
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APPENDIX H :
COMPETITOR ANALYSIS
Various organizations, from firefighting to mining, have implemented manual systems to aid in accounting for personnel.  As automated accounting and tracking technologies mature, new systems have been made commercially available to address this problem.  This section will outline currently available off-the-shelf technologies designed to meet personnel accountability and/or personnel tracking needs.  Each system will be presented and described in terms of their ability to provide accountability and tracking functions.  This information will also be conveyed in table format as a reference.

CISCOR Personnel Locating and Tracking System (C-PLTS)
The CISCOR Personnel Locating and Tracking System is capable of locating persons equipped with a wireless transmitter on demand [13].  Pre-installed wireless locating devices track the location of wireless transmitters as personnel carry the transmitters from place to place.  The system provides software that can be queried at any time to retrieve the location of any wireless transmitter within the system.  The C-PLTS does provide real-time tracking information, but lacks the ability to scale in an ad-hoc manner, the ability to provide an integrated accountability function, and the ability for a user to transmit a distress call.

CISCOR Man-Down Alarm System (C-MDAS)

The CISCOR Man-Down Alarm System provides wireless transmitters that will notify the appropriate emergency response personnel should personnel become injured or unconscious [12]. The system activates an emergency man down alarm notification if the wireless transmitter assumes a horizontal position.  The system can provide the location of the person who has activated their transmitter, providing no tracking information otherwise.  While the C-MDAS does provide a distress call function, it lacks real-time tracking and accountability as the tracking function is enabled upon the "Man-Down" alarm.

 

Intelliflex Personnel Monitoring (I-PM)

The Intelliflex Personnel Monitoring System automatically tracks personnel equipped with Intelliflex RFID badges [19].  RFID readers installed at important entry and exit points perform the tracking function.  The system provides visibility into equipped personnel entering or exiting an area along with an accounting of their location history.  It is important to note that this system does not continuously track a user's location, just the RFID reader that the user's badge registered with last.  In addition, this system lacks distress functionality and an integrated accounting solution.

 

Incident Command Technologies Personnel Accountability Recorder (ICT-PAR)

The Personnel Accountability Recorder by Incident Command Technologies provides a computerized accounting system for personnel at an incident scene [18].  Accounting information is manually entered into the computer system as personnel turn in their accountability tags.  Location tracking is a manual process, again with location information being entered manually into the system.  Real-time queries are still done manually using voice communications via radio.

Personnel Accountability and Tracking System (PATS)

As seen from the Table A1, no currently available system provides an end-to-end, integrated solution.  In addition, none of the competitors were designed with durability, as outlined in MIL-STD-810F, in mind.  PATS would be the first to address the issues lacking in today's systems: a durable, integrated, real-time accountability and tracking system that can scale in an ad-hoc manner, which provides users an unprecedented level of situational awareness.  PATS provides the ability for those users being tracked the comfort of knowing that a distress call can be placed should trouble arise.  PATS can contribute data, which is far more accurate than eyewitness interviews, to post-incident analysis.
Table 3:  Comparison of Existing Systems and the PATS

	Name
	Accounting
	Tracking
	Ad Hoc
	Distress
	Recording

	PATS
	Yes
	Yes
	Yes
	Yes
	Yes

	C-PLTS
	No
	Yes
	No
	Yes
	No

	C-MDAS
	No
	Sometimes
	No
	Yes
	No

	I-PM
	Yes
	Yes
	No
	No
	Yes

	ICT-PAR
	Yes
	No
	Yes
	No
	Yes


APPENDIX I :
TRADEOFF ANALYSIS
The following tradeoff analysis documents the various technologies considered for various system functions, broken down by component: the Personnel Locator (PL), the Signal Posts (SP), and the Command Center (CC).

Personnel Locator

Location Determination

1. Cellular Base Station Triangulation

2. Global Positioning System

3. PATS-specific Radio Frequency based Trilateration with Signal Posts

Table 4:  Location Determination Technologies for the Personnel Locator
	Option
	Strengths
	Weaknesses

	1
	· Terrestrial-based

· Infrastructure available in populated areas

· Standards are published and open

· Line of sight not required

· Hardware is readily available
	· No global standard, only regional

· Remote areas do not have coverage

· Need collaboration with base station owners

· May incur monetary costs

	2
	· Available worldwide

· Maintained by the U.S. Air Force

· Passive device, no collaboration with equipment owners needed

· Free to receive GPS signals

· Hardware is readily available
	· Line of sight required



	3
	· Mission-specific design

· RF design well understood by many contractors (i.e. Motorola, Texas Instruments, Kenwood, etc.)

· Line of sight not required
	· New implementation; design not ubiquitous


Communications
1. Infrared Optical

2. Radio Frequency Single Frequency Band (Digital)

3. Radio Frequency Single Frequency Band (Analog)

4. Radio Frequency Multiple Frequency Band (Digital)

5. Radio Frequency Multiple Frequency Band (Analog)

Table 5:  Communications Technologies for the Personnel Locator

	Option
	Strengths
	Weaknesses

	1
	· IrDA specifications/standards available

· Hardware is readily available
	· Line of sight required

· Susceptible to disturbances

· Distance is limited

	2
	· Mission-specific design

· Digital communications preserves battery life

· RF design well understood by many contractors
	· New implementation; design not ubiquitous

· Single RF frequency band limits flexibility and performance

	3
	· Mission-specific design

· Analog communications requires more power

· RF design well understood by many contractors
	· New implementation; design not ubiquitous

· Single RF frequency band limits flexibility and performance

	4
	· Mission-specific design

· Digital communications preserves battery life

· Multi-band RF provides flexibility

· RF design well understood by many contractors
	· New implementation; design not ubiquitous

	5
	· Mission-specific design

· Analog communications requires more power

· Multi-band RF provides flexibility

· RF design well understood by many contractors
	· New implementation; design not ubiquitous


RF Technologies Trade

1. Ultra Low Frequency

2. Ultra High Frequency

Table 6:  RF Technologies for the Personnel Locator
	Option
	Strengths
	Weaknesses

	1
	· Can penetrate water and earth

· Currently used in TTE communications for mine safety
	· Slow data rate

· Susceptible to electronic interference

	2
	· Currently used in broadcast television

· Higher robustness to atmospheric and earth interference

· Higher data rates
	· Less able to penetrate earth and water


Identification
1. Internal Programmable Flash Memory

2. Internal Read-Only Memory

3. Removable Flash Memory

4. Radio Frequency Identification (RFID)

Table 7:  Identification Technologies for the Personnel Locator
	Option
	Strengths
	Weaknesses

	1
	· Simple design

· Can be programmed

· Internal to PL
	· Replacement requires disassembly

· Programming interface needs to be designed

· Cannot detect if “PL separated from wearer”

	2
	· Simple design

· Internal to PL
	· Replacement requires disassembly

· Once programmed, contents not easily changed

· Cannot detect if “PL separated from wearer”

	3
	· Simple design

· Many removable flash memory products exist

· Can be moved easily from one PL to another

· Can be written via card reader
	· Removable parts are easily lost

· Additional item to be carried

· Cannot detect if “PL separated from wearer”

	4
	· Simple design

· Incorporated into employee ID badge

· RFID a well established technology

· Allows for detection of “PL separated from wearer”
	· Programming requires special equipment


Distress Notification
1. Autonomous

2. Manual

3. Hybrid (Autonomous and Manual)

Table 8:  Distress Notification Technologies for the Personnel Locator
	Option
	Strengths
	Weaknesses

	1
	· No user interaction is necessary

· No input interface needed
	· Prone to false alarms

	2
	· Less prone to false alarms
	· User interaction is necessary

· Input interface required

	3
	· Allows user to manually issue a distress notification

· Allows user to manually disable a distress notification
	· User interaction may be required


Display
1. No Display Provided

2. Light Emitting Diodes

3. Liquid Crystal Display

Table 9:  Display Technologies for the Personnel Locator
	Option
	Strengths
	Weaknesses

	1
	· Simple enclosure design

· Easily ruggedized
	· No user insight into PL operational status

	2
	· Simple enclosure design
	· Limited user insight into PL operational status

	3
	· Provides maximum insight into PL operational status

· Allows user to manually disable a distress notification
	· Complex enclosure design

· Difficult to ruggedize


Signal Posts

Location Determination

1. Cellular Base Station Triangulation

2. Global Positioning System

Table 10:  Location Determination Technologies for the Signal Posts

	Option
	Strengths
	Weaknesses

	1
	· Terrestrial-based

· Infrastructure available in populated areas

· Standards are published and open

· Line of sight not required

· Hardware is readily available
	· No global standard, only regional

· Remote areas do not have coverage

· Need collaboration with base station owners

· May incur monetary costs

	2
	· Available worldwide

· Maintained by the U.S. Air Force

· Passive device, no collaboration with equipment owners needed

· Free to receive GPS signals

· Hardware is readily available
	· Line of sight required




Communications
1. Infrared Optical

2. Radio Frequency Single Frequency Band (Digital)

3. Radio Frequency Single Frequency Band (Analog)

4. Radio Frequency Multiple Frequency Band (Digital)

5. Radio Frequency Multiple Frequency Band (Analog)

Table 11:  Communications Technologies for the Signal Posts

	Option
	Strengths
	Weaknesses

	1
	· IrDA specifications/standards available

· Hardware is readily available
	· Line of sight required

· Susceptible to disturbances

· Distance is limited

	2
	· Mission-specific design

· Digital communications preserves battery life

· RF design well understood by many contractors
	· New implementation; design not ubiquitous

· Single RF frequency band limits flexibility and performance

	3
	· Mission-specific design

· Analog communications requires more power

· RF design well understood by many contractors
	· New implementation; design not ubiquitous

· Single RF frequency band limits flexibility and performance

	4
	· Mission-specific design

· Digital communications preserves battery life

· Multi-band RF provides flexibility

· RF design well understood by many contractors
	· New implementation; design not ubiquitous

	5
	· Mission-specific design

· Analog communications requires more power

· Multi-band RF provides flexibility

· RF design well understood by many contractors
	· New implementation; design not ubiquitous


RF Technologies Trade

1. Ultra Low Frequency

2. Ultra High Frequency

Table 12:  RF Technologies for the Signal Posts

	Option
	Strengths
	Weaknesses

	1
	· Can penetrate water and earth

· Currently used in TTE communications for mine safety
	· Slow data rate

· Susceptible to electronic interference

	2
	· Currently used in broadcast television

· Higher robustness to atmospheric and earth interference

· Higher data rates
	· Less able to penetrate earth and water


Command Center

Communications
1. Infrared Optical

2. Radio Frequency Single Frequency Band (Digital)

3. Radio Frequency Single Frequency Band (Analog)

4. Radio Frequency Multiple Frequency Band (Digital)

5. Radio Frequency Multiple Frequency Band (Analog)

Table 13:  Communications Technologies for the Command Center

	Option
	Strengths
	Weaknesses

	1
	· IrDA specifications/standards available

· Hardware is readily available
	· Line of sight required

· Susceptible to disturbances

· Distance is limited

	2
	· Mission-specific design

· Digital communications preserves battery life

· RF design well understood by many contractors
	· New implementation; design not ubiquitous

· Single RF frequency band limits flexibility and performance

	3
	· Mission-specific design

· Analog communications requires more power

· RF design well understood by many contractors
	· New implementation; design not ubiquitous

· Single RF frequency band limits flexibility and performance

	4
	· Mission-specific design

· Digital communications preserves battery life

· Multi-band RF provides flexibility

· RF design well understood by many contractors
	· New implementation; design not ubiquitous

	5
	· Mission-specific design

· Analog communications requires more power

· Multi-band RF provides flexibility

· RF design well understood by many contractors
	· New implementation; design not ubiquitous


Computer Hardware

1. PATS-specific Proprietary Designed Computer

2. Standard x86-based Computer

Table 14:  Computer Hardware Technologies for the Command Center

	Option
	Strengths
	Weaknesses

	1
	· Mission-specific design
	· Special training maybe required

· Uncertain upgrade path

· Design may me lengthy

· May require a new operating system

· Expensive

	2
	· Standardized equipment

· Readily available operating system choices

· New hardware continually released

· Cost effective: no new design needed
	· Hardware selected during the requirements phase maybe obsolete by the implementation phase


Operating System
1. Linux

2. Macintosh OS

3. Microsoft Windows

Table 15:  Operating Systems for the Command Center

	Option
	Strengths
	Weaknesses

	1
	· Open source

· Large developer base

· Runs on standard x86 hardware architecture
	· Can lack polish

· Community based support structure

	2
	· Polished and consistent user interface
	· Closed source

· Limited developer base

· Requires Apple hardware

	3
	· Polished and consistent user interface

· Large developer base

· User support backed by a large corporation

· Runs on standard x86 hardware architecture
	· Closed source


APPENDIX J :
ECONOMIC ANALYSIS
J.1 Company Profile

For the PATS development effort, the project is using a medium-sized government contractor with a strong background in mission critical systems as a baseline for our cost model.  In the case of PATS, selecting a company of this size allows the project to take advantage of mature development processes and practices usually associated with large corporations while maintaining the responsiveness and agility of small companies.

Specifically, PATS should contract a Fortune 500 technology company whose primary customers are the United States Federal Government and commercial entities, yielding experience in dealing with both types of contracting and acquisition [11].  The company’s primary capabilities should reside in engineering and research efforts. In general, the organization should be consistently ranked by professional media organizations among the top commercial and federal contractors in the United States.  With these traits in mind, the scaling factors used in Cost Xpert are depicted in the following figures.

J.2 Cost Xpert Scaling and Cost Drivers
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Figure 20:  Cost Xpert Scaling Factors
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Figure 21:  Cost Xpert Personnel Factors
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Figure 22:  Cost Xpert Platform Factors
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Figure 23:  Cost Xpert Project Factors
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Figure 24:  Cost Xpert Product Factors 
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Figure 25:  Cost Xpert Internet Factors
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Figure 26:  Cost Xpert Task Assignment Factors
J.3 Staffing Profile for Development Effort
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APPENDIX K :
RISK ANALYSIS
Risk is defined as a measure of future uncertainties in achieving project performance goals and objectives within defined cost, schedule, and performance constraints [4].  Risk has two components: probability of occurrence and severity of consequence.  In a project, there are several types of risk:  cost, schedule, and performance.  Risk can originate from a variety of sources, however techniques can be used to identify, mitigate, and track risks until they are appropriately dissolved.

Risk management seeks to systematically identify and mitigate the risks in a project in order to increase the likelihood of the program being completed on time, within budget, and meeting the desired level of technical performance [5].  The risk management process that the PATS project will use is proactive in that it seeks to identify and mitigate risks before they have an opportunity to have an adverse effect on objectives.  Any opportunities that have the potential to threaten the project’s cost, schedule, or technical performance will be identified and assessed to determine their probability of occurrence and severity of consequence.

K.1 Process

The risk management process that will be used on the PATS project, as displayed in Figure 27, will entail five component processes: 

· Risk Planning:  establishes the structure, roles, responsibilities, training requirements, and processes.

· Risk Identification: seeks to identify the root cause and consequence of the risk.
· Risk Assessment: quantifies and classifies each risk with a probability and severity of occurrence, rating, timeframe, and prioritization.
· Risk Mitigation: determines how to handle each risk using one of four defined methods:  avoidance, control/reduction, assumption, and transfer.
· Risk Monitoring and Tracking: continuous re-evaluation of risks and updating records on their status.
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Figure 27:  Risk Management Process
During risk assessment, the probability of the risk occurring is determined using the criteria in Table 16, and the severity of consequence is determined using the criteria in Table 17.  The risk reporting matrix is a visual indicator that represents the evaluation rating of a risk.  It shows the likelihood of a risk occurring plotted against the severity of that risk.  The matrix is divided into low, moderate, and high risk zones based upon the risk’s likelihood and severity.  Table 18 shows the Risk Reporting Matrix that will be used for the PATS project.  Table 19 summarizes the descriptions of the risk rating scale.  

Table 16:  Probability of Occurrence
	Likelihood
	Probability

	Remote
	< 10%

(Very Low)

	Unlikely
	11 – 35%

(Low)

	Likely
	36 – 65%

(Medium)

	Highly Likely
	66 – 90%

(High)

	Near Certainty
	> 90%

(Very High)


Table 17:  Severity of Consequence
	Level
	Cost
	Schedule
	Technical

	Minimal
	Minimal deviation from planned budget
	Minimal schedule impact
	Redundancy exists that fulfills requirement

	Marginal
	<10% deviation from planned budget
	Schedule can be maintained by allocating additional project resources
	Meets objective requirement but margin is low

	Significant
	10- 15% deviation from planned budget
	Slip less than 4 months in key milestones
	Meets threshold with adequate margin

	Critical
	15 – 20% deviation from planned budget
	More slip (over 4 months) in key milestones
	Meets threshold with low to no margin

	Unacceptable
	>20% deviation from planned budget
	Cannot meet key project milestone
	Does not meet threshold


Table 18:  Risk Matrix

	Severity of Consequence
	Unacceptable
	M
	M
	H
	H
	H

	
	Critical
	L
	M
	M
	H
	H

	
	Significant
	L
	L
	M
	M
	H

	
	Marginal
	L
	L
	L
	M
	M

	
	Minimal or no Impact
	L
	L
	L
	L
	L

	
	 
	Remote
	Unlikely
	Likely
	Highly Likely
	Near Certainty

	
	
	
	Probability of Occurrence


Table 19:  Risk Rating Table
	Risk Rating
	Definition

	High Risk
	Major disruption likely.  Priority management attention required.

	Moderate Risk
	Some disruption.  Additional management attention required.

	Low Risk
	Minimal impact.  Normal oversight needed to ensure risk remains low.


K.2 Risk Register
Table 20 shows the current Risk Register for the project listed in the order of their disruption to the project.  This information will be updated regularly with newly identified risks in addition to updates  will be employed to update the identified risks as well as identify new ones.  More detailed information for each risk can be found in Appendix ‎K.3 on each risk’s individual worksheet.
Table 20:  Risk Register
	ID
	Risk Title
	Category
	Risk Statement
	Description
	Probability of Occurrence
	Severity of Consequence
	Rating
	Mitigation Strategy

	R001
	Signal Attenuation
	Technical
	If signal attenuation occurs,  communications between PATS components will be impeded.
	Signal attenuation is the gradual degradation of RF signals.  It typically occurs when signals travel through walls, weather, etc. Attenuation directly affects the range of PATS.
	Near Certainty
	Critical
	High
	· Usage of Low frequency & UHF bands
· ZigBee mesh network

	R002
	Multipath
	Technical
	If multipath is present, accuracy of information processed at the Command Center may be reduced.
	Multipath is the RF phenomenon that results in signals reaching the receiving antenna by two or more paths. This can cause inaccurate information to be received and processed by PATS.
	Highly Likely
	Critical
	High
	· Shielding
· Filtering
· Detection of and compensation for multipath distortion

	R003
	Market Competition
	Schedule
	If a system similar to PATS is developed, the business case for PATS may be adversely affected.
	Competitors were identified during the competitor analysis that could potentially develop as direct competition to PATS. Although PATS offers significantly more capabilities than its competition, the competition may inspire the developers of those systems to expand their capabilities to compete with PATS.
	Highly Likely
	Critical
	High
	· Development schedule and Business Case will take into account any competition from similar existing systems or upcoming systems.

	R007
	Wireless Interference
	Technical
	If interference from other wireless devices is present, the communication between PATS components may be negatively affected.
	PATS uses wireless technology to transmit information between its components.  If signals from other wireless devices interfere with PATS, communication between PATS components may become distorted.
	Highly Likely
	Critical
	High
	· RF frequency allocation - use government/ military bands

	R008
	Command Center 
Failure
	Technical
	If the software/hardware of the Command Center fails during operation, the ability to track field agents will be lost.
	The Command Center is the central hub for  tracking information. Mission Coordinators view the information on the user interface which allows them to maintain situation awareness.  The Command Center can potentially be compromised by a power surge, computer virus, or file corruption.
	Unlikely
	Unacceptable
	Moderate
	· Emergency Mode
· Firewall
· Quick reboot
· Surge Protection
· System self-check

	R004
	GPS Failure
	Technical
	If GPS satellites become inoperable, PATS' ability to locate assets will be severely affected.
	PATS relies heavily on its ability to use telemetry from GPS satellites to determine the location of its assets.  If these satellites stop transmitting, PATS will lose functionality. This risk also includes the event where satellites are operational but interference prevents PATS from receiving GPS signals.
	Unlikely
	Unacceptable
	Moderate
	· Reference coordinates relative to position of signal posts

· Manual input of SP GPS coordinates at the CC.

	R010
	Location Accuracy
	Technical
	If the GPS coordinates of field agents are inaccurate, mission operations can be negatively affected.
	The reported location of the PLs needs to be precise and accurate in order to avoid inaccurate information being sent to the Command Center.
	Unlikely
	Unacceptable
	Moderate
	· Requirements for accuracy have been included in the SRS

	R012
	Obsol-
escence
	Schedule
	If the technology that PATS is designed to use becomes obsolete, its effectiveness will be reduced.
	Due to rapid advances in technology development, the hardware used by PATS can potentially become obsolete by the time the entire system is developed.
	Likely
	Significant
	Moderate
	· Modular design of components and software that will facilitate updates

	R013
	Trilateration
	Technical
	If the PL cannot detect the location signals from at least three signal posts, then it will not be able to calculate its own location.
	The PL needs the location information for at least three Signal Posts in order to determine its position.
	Unlikely
	Critical
	Moderate
	· PL can connect directly to GPS

· ZigBee mesh network provides additional references to establish a location

	R014
	COTS Integration
	Technical
	If COTS hardware is not compatible with PATS, integration with the software may occur.
	PATS will use COTS hardware that is integrated with software that will be developed by the project/subcontractors.  The hardware must be fully compatible with the software in order for PATS to operate properly.
	Unlikely
	Critical
	Moderate
	· Extensive integration testing
· COTS equipment of TRL Level 8 or 9

· Software subcontractors rated CMMI Level 3 or above

	R005
	Signal Jamming
	Technical
	If the RF signals between PATS components are intentionally jammed, system operations will be disrupted.
	PATS uses wireless technology to transmit information between its components.  If a hostile force wanted to disable PATS by jamming the communications between components, it could disrupt the signals that PATS uses to relay information.
	Remote
	Unacceptable
	Moderate
	· Usage of Low frequency & UHF bands

· ZigBee mesh network

	R006
	Hacking
	Technical
	If communications between PATS components are intercepted, location and identity information of field agents can be compromised.
	PATS uses wireless technology to transmit information between its components.  If a hacker is able to intercept this information, they could potentially determine the location and identity of each field agent. Depending on the intentions of the hacker, this risk could critically affect the integrity of the mission.
	Remote
	Unacceptable
	Moderate
	· Encryption of RF signals
· Password protection of Command Center

	R009
	False Panic Alert
	Technical
	If the Personnel Locator distress beacon is activated accidentally, a mission can be negatively affected due to a false alarm.
	Field Agents have the capability to manually activate a distress beacon that alerts the Command Center of their need for assistance.  If this beacon is activated unintentionally, the Mission Coordinators may take unnecessary actions to assist a Field Agent that does not require assistance.
	Remote
	Critical
	Low
	· Activation of distress  signal is designed to be a highly intentional act to prevent accidental activation

	R011
	Locator Detachment
	Technical
	If a Personnel Locator becomes detached from a Field Agent, Mission Coordinators will not know the true location of the Field Agent.
	In the event that a Field Agent becomes separated from the PL, the actual location of the agent will be unknown.  This could cause  complications if the Mission Coordinators think that a Field Agent is in a place that they are not in.
	Remote
	Significant
	Low
	· A RFID tag will be used to determine if the user has become separated from the Personnel Locator


	Project:  Personnel Accountability and Tracking System (PATS)

	Risk ID number : R001
  

  
	Date Submitted: 10/1/09
	Risk Owner: W. Hackett

	Risk Title:  Signal Attenuation
	Risk Category:  Technical

	Risk Overview: Signal attenuation is the gradual degradation of RF signals.  It typically occurs when signals travel through walls, weather, etc. Attenuation directly affects the range of PATS.


  

	Specific Risk Issue:  
If signal attenuation occurs,  communications between PATS components will be impeded.
  

	Risk Timeframe: This issue or event could occur in which phase(s) of the program? (Check all that apply) 

_____Planning   __X__Design  _____Fabrication /Procurement  __ ___Assembly  __ ___Installation

__ X___Integration and Testing  __X__Operations 



	Risk Assessment 

	Probability 
	Impact 
	Rational for Impact or Probability 
	Risk Level 
	Change 

	Near Certainty 
	5
	Critical
	4
	System functionality and operating environment
	PxI = 20  
	HIGH
	New 

	Responsible: 

	Risk Mitigation: 
The design incorporates two different sides of the RF spectrum. UHF has a high data rate and is usually fine through nominal environmental conditions, but low frequency has better penetrating power through organic, liquid, and earth materials.  Having a LF failsafe mitigates attenuation of UHF in the case where UHF signal strength gets to be too low.  The ZigBee mesh network also provides additional strength to the coverage area by providing additional sources that a Personnel Locator can use to determine its position and transmit messages to the Signal Posts and Command Center.



	Revision/Comments:  None




K.3 Risk Worksheets
	Project:  Personnel Accountability and Tracking System (PATS)

	Risk ID number : R002
  

  
	Date Submitted: 10/1/09
	Risk Owner: W. Hackett

	Risk Title:  Multipath
	Risk Category:  Technical

	Risk Overview: Multipath is the RF phenomenon that results in signals reaching the receiving antenna by two or more paths. This can cause inaccurate information to be received and processed by PATS.


  

	Specific Risk Issue:  
If multipath is present, accuracy of information processed at the Command Center may be reduced.

	Risk Timeframe: This issue or event could occur in which phase(s) of the program? (Check all that apply) 

_____Planning   __X__Design  _____Fabrication /Procurement  __ ___Assembly  __ ___Installation

__ X___Integration and Testing  ___X__Operations 



	Risk Assessment 

	Probability 
	Impact 
	Rational for Impact or Probability 
	Risk Level 
	Change 

	Highly Likely
	4
	Critical
	4
	System functionality and operating environment  
	PxI = 16 
	HIGH
	New 

	Responsible: 

	Risk Mitigation: 
Multipath is present for every device using RF (cell phones, radios, remote controlled devices, etc).  RF engineers doing the development will implement design solutions such as shielding and filtering.  PATS components will have the ability to detect if multipath is present as well as compensate for any error that is attributable to it.


	Revision/Comments:  None




	Project:  Personnel Accountability and Tracking System (PATS)

	Risk ID number : R003
  

  
	Date Submitted: 10/1/09
	Risk Owner: W. Hackett

	Risk Title:  Market Competition
	Risk Category:  Schedule

	Risk Overview: Competitors were identified during the competitor analysis that could potentially develop as direct competition to PATS. Although PATS offers significantly more capabilities than its competition, the competition may inspire the developers of those systems to expand their capabilities to compete with PATS.

  

	Specific Risk Issue:  
If a system similar to PATS is developed, the business case for PATS may be adversely affected.  

	Risk Timeframe: This issue or event could occur in which phase(s) of the program? (Check all that apply) 

__X__Planning   __X__Design  __X__Fabrication /Procurement  __X__Assembly  __X___Installation

__X___Integration and Testing  __X__Operations 



	Risk Assessment 

	Probability 
	Impact 
	Rational for Impact or Probability 
	Risk Level 
	Change 

	Highly Likely
	4
	Critical
	4
	Threat to profit and business model  
	PxI = 16  
	HIGH
	New 

	Responsible: 

	Risk Mitigation: 
Development schedule and Business Case will take into account any competition from similar existing systems or upcoming systems.  The project is utilizing COTS technologies which should help the project reduce its development life cycle.  The project will continue to monitor the market situation to determine the progress of potential competitors.  Proprietary information will be kept securely in order to prevent the leakage of sensitive information regarding design specifics and business plans.


	Revision/Comments:  None


	Project:  Personnel Accountability and Tracking System (PATS)

	Risk ID number : R004
  

  
	Date Submitted: 10/1/09
	Risk Owner: W. Hackett


	Risk Title:  GPS Failure
	Risk Category:  Technical

	Risk Overview:  PATS relies heavily on its ability to use telemetry from GPS satellites to determine the location of assets.  If these satellites stop transmitting, PATS will lose functionality. This risk also includes the event where satellites are operational but interference prevents PATS from receiving GPS signals.


  

	Specific Risk Issue:  
If GPS satellites become inoperable, PATS' ability to locate assets will be severely affected. 

	Risk Timeframe: This issue or event could occur in which phase(s) of the program? (Check all that apply) 

_____Planning   _____Design  _____Fabrication /Procurement  __ ___Assembly  __ ___Installation

__X___Integration and Testing  __X___Operations 



	Risk Assessment 

	Probability 
	Impact 
	Rational for Impact or Probability 
	Risk Level 
	Change 

	Unlikely
	2
	Unaccept
	5
	  System functionality and mission integrity
	PxI = 10  
	MOD
	New 

	Responsible: 

	Risk Mitigation: 
PATS is able to calculate coordinate information on a grid that approximates positions relative to its components.  In this scenario, precise GPS coordinates would not be available, but distances between the Signal Posts, Command Center, and each Personnel Locator could be determined to determine the position of these components in relation to one another.  PATS also has the ability to have the GPS coordinates of its stationary components (Command Center and Signal Posts) manually entered at the Command Center.  A Personnel Locator can use this information to calculate its GPS coordinates based on this manually provided information.

	Revision/Comments:  None




	Project:  Personnel Accountability and Tracking System (PATS)

	Risk ID number : R005
  

  
	Date Submitted: 10/1/09
	Risk Owner:
T. Jampathom

	Risk Title:  Signal Jamming
	Risk Category:  Technical

	Risk Overview: PATS uses wireless technology to transmit information between its components.  If a hostile force wanted to disable PATS by jamming the communications between components, it could disrupt the signals that PATS uses to relay information.


  

	Specific Risk Issue:  
If the RF signals between PATS components are intentionally jammed, system operations will be disrupted.

	Risk Timeframe: This issue or event could occur in which phase(s) of the program? (Check all that apply) 

_____Planning   _____Design  _____Fabrication /Procurement  __ ___Assembly  __ ___Installation

__ X___Integration and Testing  ___X__Operations 



	Risk Assessment 

	Probability 
	Impact 
	Rational for Impact or Probability 
	Risk Level 
	Change 

	Remote
	1
	Unaccept
	5
	Mission integrity
	PxI = 5  
	MOD
	New 

	Responsible: 

	Risk Mitigation: 
The design incorporates two different sides of the RF spectrum: low frequency and UHF.  In order for a jammer to be successful, both ends of the spectrum would have to be jammed which is unlikely in most situations.  The ZigBee mesh network provides additional protection against this, since it provides multiple points for sharing information. Personnel Locators that are not affected by the jamming can share information with Personnel Locators that are.

	Revision/Comments:  None




	Project:  Personnel Accountability and Tracking System (PATS)

	Risk ID number : R006
  

  
	Date Submitted: 10/1/09
	Risk Owner: A. Hussein

	Risk Title:  Hacking
	Risk Category:  Technical

	Risk Overview: PATS uses wireless technology to transmit information between its components.  If a hacker is able to intercept this information, they could potentially determine the location and identity of each field agent. Depending on the intentions of the hacker, this risk could critically affect the integrity of the mission.


  

	Specific Risk Issue:  
If communications between PATS components are intercepted, location and identity information of field agents can be compromised.

	Risk Timeframe: This issue or event could occur in which phase(s) of the program? (Check all that apply) 

_____Planning   _____Design  _____Fabrication /Procurement  __ ___Assembly  __ ___Installation

__ ___Integration and Testing  __X__Operations 



	Risk Assessment 

	Probability 
	Impact 
	Rational for Impact or Probability 
	Risk Level 
	Change 

	Remote
	1
	Unaccept
	5
	Security; Mission integrity; Personnel safety
	PxI = 5  
	MOD
	New 

	Responsible: 

	Risk Mitigation: 
PATS shall encrypt all personnel data passed through RF messages using the Rivest, Shamir, and Aldeman (RSA) 256-bit or stronger encryption.  Additionally, information at the Command Center will be password protected to prevent unauthorized access.


	Revision/Comments:  None




	Project:  Personnel Accountability and Tracking System (PATS)

	Risk ID number : R007
  

  
	Date Submitted: 10/1/09
	Risk Owner: 

T. Jampathom

	Risk Title:  Wireless Interference
	Risk Category:  Technical

	Risk Overview: PATS uses wireless technology to transmit information between its components.  If signals from other wireless devices interferes with PATS, communication between PATS components may become distorted.


  

	Specific Risk Issue:  
If interference from other wireless devices is present, the communication between PATS components may be negatively affected.

	Risk Timeframe: This issue or event could occur in which phase(s) of the program? (Check all that apply) 

_____Planning   _____Design  _____Fabrication /Procurement  __ ___Assembly  __ ___Installation

__ X__Integration and Testing  __X__Operations 



	Risk Assessment 

	Probability 
	Impact 
	Rational for Impact or Probability 
	Risk Level 
	Change 

	Highly Likely
	4
	Critical
	4
	System functionality; Mission integrity
	PxI = 16   
	HIGH 
	New 

	Responsible: 

	Risk Mitigation: 
PATS will abide by the Radio Frequency Allocations that have been established by the FCC, NTIA, and ITU.  This will ensure that its operation occur in the proper frequency ranges that will minimize the chance of interference from other wireless devices.  PATS will use ranges for government and military usage as deemed appropriate by the customer.  


	Revision/Comments:  None




	Project:  Personnel Accountability and Tracking System (PATS)

	Risk ID number : R008
  

  
	Date Submitted: 10/1/09
	Risk Owner: W. Hackett

	Risk Title:  Command Center Failure
	Risk Category:  Technical

	Risk Overview: The Command Center is the central hub for  tracking information. Mission Coordinators view the information on the user interface which allows them to maintain situation awareness.  The Command Center can potentially be compromised by a power surge, computer virus, or file corruption.  

	Specific Risk Issue: 
If the software/hardware of the Command Center fails during operation, the ability to track field agents will be lost.

	Risk Timeframe: This issue or event could occur in which phase(s) of the program? (Check all that apply) 

_____Planning   _____Design  _____Fabrication /Procurement  __ ___Assembly  __ ___Installation

__ ___Integration and Testing  __X__Operations 



	Risk Assessment 

	Probability 
	Impact 
	Rational for Impact or Probability 
	Risk Level 
	Change 

	Unlikely
	2
	Unaccept
	5
	Mission integrity; 
	PxI = 10  
	MOD 
	New 

	Responsible: 

	Risk Mitigation: 
The Command Center will have a fast startup/reboot feature that will allow it to return to operation mode at a fast rate in the event that its operators need to reset it.  Operations will occur behind a firewall and virus scanners will scan and monitor the system to prevent the occurrence of a computer virus.  In the case of a persistent problem with the Command Center, it will be able to operate in an emergency mode which will allow for basic tracking and alert features while allowing the operators to troubleshoot the problem.  The Command Center will have built-in surge protection in order to reduce the likelihood of equipment damage caused by a power surge.  Upon system initialization, the software will conduct a system check to ensure the integrity of the operating system and database so that an error can be detected as soon as possible.


	Revision/Comments:  None




	Project:  Personnel Accountability and Tracking System (PATS)

	Risk ID number : R009
  

  
	Date Submitted: 10/1/09
	Risk Owner: A. Hussein

	Risk Title:  False Panic Alert
	Risk Category:  Technical

	Risk Overview: Field Agents have the capability to manually activate a distress beacon that alerts the Command Center of their need for assistance.  If this beacon is activated unintentionally, the Mission Coordinators may take unnecessary actions to assist a Field Agent that does not require assistance.

	Specific Risk Issue:
If the Personnel Locator distress beacon is activated accidentally, a mission can be negatively affected due to a false alarm.

	Risk Timeframe: This issue or event could occur in which phase(s) of the program? (Check all that apply) 

_____Planning   _____Design  _____Fabrication /Procurement  __ ___Assembly  __ ___Installation

__ ___Integration and Testing  __X__Operations 



	Risk Assessment 

	Probability 
	Impact 
	Rational for Impact or Probability 
	Risk Level 
	Change 

	Remote
	1
	Critical
	4
	Mission integrity, Accuracy of information  
	PxI = 4  
	LOW
	New 

	Responsible: 

	Risk Mitigation: 
Activation of the panic feature on Personnel Locators is designed to be an intentional act.  The probability of accidentally conducting the sequence required to activate the alert is very low.  The user of the Personnel Locator can also cancel its activation if it is activated accidentally.


	Revision/Comments:  None




	Project:  Personnel Accountability and Tracking System (PATS)

	Risk ID number : R010
  

  
	Date Submitted: 10/1/09
	Risk Owner: W. Hackett

	Risk Title:  Location Accuracy
	Risk Category:  Technical

	Risk Overview: The reported location of the PLs needs to be precise and accurate in order to avoid inaccurate information being sent to the Command Center.
  

	Specific Risk Issue:  
If the GPS coordinates of field agents are inaccurate, mission operations can be negatively affected.

	Risk Timeframe: This issue or event could occur in which phase(s) of the program? (Check all that apply) 

_____Planning   _____Design  _____Fabrication /Procurement  __ ___Assembly  __ ___Installation

__ ___Integration and Testing  __X__Operations 



	Risk Assessment 

	Probability 
	Impact 
	Rational for Impact or Probability 
	Risk Level 
	Change 

	Unlikely
	2
	Unaccept
	5
	Accuracy of information
	PxI = 10  
	MOD 
	New 

	Responsible: 

	Risk Mitigation: 
Requirements for system accuracy have been included in the SRS.  At the worst possible case, PATS will resolve the coordinates of a Signal Post or a Personnel Locator at 20 meters.  This is the current accuracy provided by information from GPS satellites.  As GPS technology continues to advance, PATS will reassess and revise its requirements to improve accuracy.


	Revision/Comments:  None




	Project:  Personnel Accountability and Tracking System (PATS)

	Risk ID number : R011
  

  
	Date Submitted: 10/1/09
	Risk Owner:
T. Jampathom

	Risk Title:  Locator Detachment
	Risk Category:  Technical

	Risk Overview: In the event that a Field Agent becomes separated from the PL, the actual location of the agent will be unknown.  This could cause  complications if the Mission Coordinators think that a Field Agent is in a place that they are not in.

	Specific Risk Issue:  
If a Personnel Locator becomes detached from a Field Agent, Mission Coordinators will not know the true location of the Field Agent.

	Risk Timeframe: This issue or event could occur in which phase(s) of the program? (Check all that apply) 

_____Planning   _____Design  _____Fabrication /Procurement  __ ___Assembly  __ ___Installation

__ ___Integration and Testing  __X__Operations 



	Risk Assessment 

	Probability 
	Impact 
	Rational for Impact or Probability 
	Risk Level 
	Change 

	Remote
	1
	Significant
	3
	Accuracy of information; Mission integrity
	PxI = 3  
	LOW 
	New 

	Responsible: 

	Risk Mitigation: 
A RFID tag will be used to determine if the user has become separated from the Personnel Locator.  This will alert the Command Center that the user is no longer connected to a Personnel Locator.


	Revision/Comments:  None




	Project:  Personnel Accountability and Tracking System (PATS)

	Risk ID number : R012
  

  
	Date Submitted: 10/1/09
	Risk Owner: A. Hussein

	Risk Title:  Obsolescence
	Risk Category:  Schedule

	Risk Overview:  Due to rapid advances in technology development, the hardware used by PATS can potentially become obsolete by the time the entire system is developed.

	Specific Risk Issue:  
If the technology that PATS is designed to use becomes obsolete, its effectiveness will be reduced.

	Risk Timeframe: This issue or event could occur in which phase(s) of the program? (Check all that apply) 

__X__Planning   __X__Design  __X__Fabrication /Procurement  __X__Assembly  __X___Installation

__X___Integration and Testing  __X__Operations 



	Risk Assessment 

	Probability 
	Impact 
	Rational for Impact or Probability 
	Risk Level 
	Change 

	Likely
	3
	Significant
	3
	Business case; technical design
	PxI = 9  
	MOD 
	New 

	Responsible: 

	Risk Mitigation: 
PATS hardware and software will feature a modular design.  This will facilitate upgrading components as new technologies become available.  The design will be routinely evaluated for opportunities to leverage new technologies.


	Revision/Comments:  None




	Project:  Personnel Accountability and Tracking System (PATS)

	Risk ID number : R013
  
	Date Submitted: 10/1/09
	Risk Owner:
T. Jampathom

	Risk Title:  Trilateration
	Risk Category:  Schedule

	Risk Overview:  The PL needs the location information for at least three Signal Posts in order to determine its position.

	Specific Risk Issue:  
If the PL cannot detect the location signals from at least three signal posts, then it will not be able to calculate its own location.

	Risk Timeframe: This issue or event could occur in which phase(s) of the program? (Check all that apply) 

_____Planning   _____Design  _____Fabrication /Procurement  __ ___Assembly  __ ___Installation

__ ___Integration and Testing  __X__Operations 



	Risk Assessment 

	Probability 
	Impact 
	Rational for Impact or Probability 
	Risk Level 
	Change 

	Unlikely
	2
	Critical
	4
	System capability; Mission integrity 
	PxI = 8  
	MOD
	New 

	Responsible: 

	Risk Mitigation: 
Personnel Locators have the capability of connecting directly to GPS in the event that Signal Posts are not available.  If the Personnel Locator goes indoors, underground, or underwater, the linkage to GPS satellites will be terminated.  However, using the ZigBee mesh network standard, other  Personnel Locators can be used to locate position.


	Revision/Comments:  None




	Project:  Personnel Accountability and Tracking System (PATS)

	Risk ID number : R014
  
	Date Submitted: 10/1/09
	Risk Owner:
T. Jampathom

	Risk Title:  COTS Integration
	Risk Category:  Technical

	Risk Overview:  PATS will use COTS hardware that is integrated with software that will be developed by the project/subcontractors.  The hardware must be fully compatible with the software in order for PATS to operate properly.

	Specific Risk Issue:  
If COTS hardware is not compatible with PATS, integration problems with the software may occur.

	Risk Timeframe: This issue or event could occur in which phase(s) of the program? (Check all that apply) 

_____Planning   _____Design  _____Fabrication /Procurement  __ ___Assembly  __X__Installation

__X___Integration and Testing  __X__Operations 



	Risk Assessment 

	Probability 
	Impact 
	Rational for Impact or Probability 
	Risk Level 
	Change 

	Unlikely
	2
	Critical
	4
	System capability; Project impact 
	PxI = 8 
	MOD
	New 

	Responsible: 

	Risk Mitigation: 
The integration team will develop a comprehensive set of scenarios that PATS will be expected to complete.  In conjunction with test and evaluation, the integration efforts will ensure that these scenarios are properly developed into testable criteria.  COTS equipment will be selected that meets the requirements of being certified as Technology Readiness Level 8 or above, which indicates mature technology [23].  Subcontractors involved with programming will be rated as CMMI Level 3 or above, indicating a defined and mature process.


	Revision/Comments:  None




K.4 Risk Profile
	Severity of Consequence
	Unacceptable
	R005

R006
	R004

R008
	
	
	

	
	Critical
	R009
	R010

R013

R014
	
	R002

R003

R007
	R001

	
	Significant
	R011
	
	R012
	
	

	
	Marginal
	
	
	
	
	

	
	Minimal or no Impact
	
	
	
	
	

	
	 
	Remote
	Unlikely
	Likely
	Highly Likely
	Near Certainty

	
	
	
	Probability of Occurrence


APPENDIX L :
SYSML MODEL
PATS uses MagicDraw v15.5 from No Magic. MagicDraw is a widely used UML modeling tool that supports all 13 UML diagrams and provides a plug-in for SysML and DoDAF. The SysML plug-in supports all SysML  diagrams, including Requirements, Block Definition, Internal Blocks, Parametric and others. MagicDraw's UML Profile for DoDAF/MODAF (UPDM) plug-in defines an industry standard UML representation for DoDAF and MODAF compliant enterprise architectures.  MagicDraw has full support for reverse engineering models from code in many languages, as well as model validation feature.

PATS's requirements are described in the SysML requirements diagrams [6]. These requirements can be linked to any diagram in MagicDraw that satisfies the requirement, for example a functional requirement can be satisfied by a block definition diagram, sequence diagram, or an activity diagram.
L.1 Original Requirements
List of Requirements
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	0 Original Statement

	[image: image50.jpg]



	1 Interface Requirements
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	2 Functional Requirements
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	3 Non-Functional Requirements

	0 OriginalStatement

	Text

A system with the capability of tracking multiple assets and locating them with pinpoint GPS precision and accuracy provides real-time situational awareness. This level of awareness is necessary to make informed decisions with the best information available. Having this information available would offer an increased level of personnel and asset protection by reducing the response time associated with locating them. The development of the Personnel Accountability and Tracking System (PATS) is necessary to achieve this ability. Currently available technology does not provide the capability of creating ad hoc networks. This feature would be pivotal in tracking assets from agencies using different equipment. Ad hoc compatibility ensures that minimal time is spent establishing the tracking network which would allow more focus to be placed on completing the mission. Additionally, a system that can withstand severe shock and vibration, extreme temperatures, and other intense factors is necessary to be reliable in the types of situations in which PATS is likely to be used. This level of durability is necessary in order to ensure the system’s operational availability, which will exceed the capabilities of currently available technology that is unable to withstand extreme environments. The lives of the people that PATS will be used to track are the most important assets, so a system with proven and tested reliability is essential to mission success. 




	1 Interface Requirements

	Text

Defines the user interface, hardware, software, and communication requirements of PATS. 




	2 Functional Requirements

	Text

Defines the system requirements of the Command Center, Personnel Locators, and Signal Posts. It also defines functional requirements of the integrated system. 




	3 Non-Functional Requirements

	Text

Defines the performance (ilities), safety, security, and quality requirements of PATS. 




L.2 Interface Requirements

List of Requirements
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	1 Interface Requirements
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	1.1 User Interface Requirements
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	1.2 Hardware Interfaces Requirements
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	1.3 Software Interfaces Requirements
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	1.4 Communications Interfaces Requirements


	1 Interface Requirements

	Text

Defines the user interface, hardware, software, and communication requirements of PATS. 




	1.1 User Interface Requirements

	Text

Defines the user interface requirements of the Command Center, Personnel Locator, and Signal Posts. 




	1.2 Hardware Interfaces Requirements

	Text

Defines the hardware requirements of the Command Center, Personnel Locator, and Signal Posts. 




	1.3 Software Interfaces Requirements

	Text

Defines the software requirements of the Command Center, Personnel Locator, and Signal Posts.  




	1.4 Communications Interfaces Requirements

	Text

Defines the external and internal communications interfaces requirements of PATS.




Table 21:  Interface Requirements
	ID
	Name
	Text

	1
	Interface Requirements
	Defines the user interface, hardware, software, and communication requirements of PATS. 

	1.1
	User Interface Requirements
	Defines the user interface requirements of the Command Center, Personnel Locator, and Signal Posts. 

	1.1.1
	Command Center
	 

	1.1.1.1
	DisplayAcountabilityInfo
	The Command Center shall provide personnel accountability information via a color Graphical User Interface (GUI) to operators. 

	1.1.1.2
	DisplayTrackingInfo
	The Command Center shall provide personnel tracking information via a color Graphical User Interface (GUI) to operators. 

	1.1.1.3
	InputPersonnelInfo
	The Command Center shall provide operators the ability to input information via keyboard and mouse. 

	1.1.2
	Personnel Locator
	 

	1.1.2.1
	ProvideGraphicDisplayInterface
	The Personnel Locator shall provide a wearer with a graphical display. 

	1.1.2.2
	DisplayBatteryCharge
	The Personnel Locator shall display its battery charge level. 

	1.1.2.3
	DisplaySignalStrength
	The Personnel Locator shall display its signal strength relative to the signal posts. 

	1.1.2.4
	DisplayGpsData
	The Personnel Locator shall display its current GPS coordinates in latitude, longitude, and altitude if it is able to determine its location. 

	1.1.2.5
	DisplayErrorMessages
	The Personnel Locator shall display an error message if it is unable to determine its location. 

	1.1.2.6
	DisplayDistressAck
	The Personnel Locator shall provide a method for a wearer to indicate that they are in distress.
 

	1.1.2.7
	DisplayActiveDistress
	The Personnel Locator shall display a distress message if a distress call is currently active. 

	1.1.3
	Signal Post
	 

	1.1.3.1
	DisplayBatteryChargeLevel
	Each Signal Post shall display its battery charge level. 

	1.1.3.2
	DisplayNumGpsSatellites
	Each Signal Post shall display the number of GPS satellites in view. 

	1.2
	Hardware Interfaces Requirements
	Defines the hardware requirements of the Command Center, Personnel Locator, and Signal Posts. 

	1.2.1
	Command Center
	 

	1.2.1.1
	USB
	 The Command Center shall provide a USB 2.0 interface 

	1.2.1.2
	Ethernet
	The Command Center shall provide an Ethernet interface. 

	1.2.1.3
	RF
	The Command Center shall provide an RF communications interface to Signal Posts and Personnel Locators. 

	1.2.2
	Personnel Locator
	 

	1.2.2.1
	RF
	The Personnel Locator shall provide an RF communications interface to Signal Posts and Command Center. 

	1.2.2.2
	ZigBee RF
	 The Personnel Locator shall provide a ZigBee RF communications interface for wireless mesh networking with other Personnel Locators.

	1.2.2.3
	MIL-STD-810F
	PL shall be MIL-STD-810F compliant. 

	1.2.3
	Signal Post
	 

	1.2.3.1
	RF
	The Signal Posts shall provide an RF communications interface to Personnel Locators and Command Center. 

	1.3
	Software Interfaces Requirements
	Defines the software requirements of the Command Center, Personnel Locator, and Signal Posts.  

	1.3.1
	Command Center
	 

	1.3.1.1
	Link Transmission Status
	The Command Center shall receive link transmission status messages from each Signal Posts.

	1.3.1.2
	Data Messages
	 The Command Center shall receive data messages from the Signal Post with the following formats:
a. Personnel Locator GPS coordinate data

b. Signal Post GPS coordinate data

c. Personnel Locator ESN and RFID-embedded data

d. Personnel Locator environment (temperature, acceleration, submersion) data

e. Personnel Locator distress call

	1.3.1.3
	Send PL Distress Ack
	The Command Center shall send the Personnel Locator a distress call acknowledgement message.

	1.3.2
	Personnel Locator
	 

	1.3.2.1
	Receive GPS Data
	The Personnel Locator shall receive data from the GPS constellation. 

	1.3.2.2
	Receive SP Data
	The Personnel Locator shall receive GPS data from Signal Posts.

	1.3.2.3
	Receive SP Alive Message
	The Personnel Locator shall receive Signal Posts Alive message.

	1.3.2.4
	Receive Distress Ack
	The Personnel Locator shall receive panic alert acknowledgement from the Signal Posts. 

	1.3.2.5
	Transmit Data
	The Personnel Locator shall transmit data to the Signal Posts at minimum data rate of 1 Kbps. 

	1.3.2.6
	Provide Retrieval Services
	The Personnel Locator shall provide retrieval services visual aid in locating users.
 

	1.3.3
	Signal Post
	 

	1.3.3.1
	Receive GPS Data
	The Signal Post shall be capable of receiving signal from the GPS constellation, and provide a means to enter GPS coordinates manually.

	1.3.3.2
	Receive PL Location Data
	The Signal Post shall receive Personnel Locator location data from Personnel Locator. 

	1.3.3.3
	Receive PL Panic Alert
	The Signal Post shall receive panic alert signal from the Personnel Locator. 

	1.3.3.4
	Transit Location Data 
	The Signal Post shall transmit its location data and Personnel Locator location data to the CC at minimum data rate of 75 Kbps. 

	1.3.3.5
	Forward Distress Call Message
	The Signal Post shall forward Personnel Locator distress call message to the Command Center. 

	1.3.3.6
	Forward Distress Call Ack Message
	The Signal Post shall forward the distress call acknowledgment message from the Command Center to the Personnel Locator. 

	1.4
	Communications Interfaces Requirements
	Defines the external and internal communications interfaces requirements of PATS.

	1.4.1
	External Communications
	 

	1.4.1.1
	CC: Receive GPS Signals
	The Command Center shall receive GPS signals from GPS satellites. 

	1.4.1.2
	PL: Receive GPS Signals
	Each Personnel Locator shall receive GPS signals from GPS satellites. 

	1.4.1.3
	SP: Receive GPS Signals
	Each Signal Post shall receive GPS signals from GPS satellites.
 

	1.4.2
	Internal Communications
	 

	1.4.2.1
	SP_PL: Full Duplex RF
	 The communications link between Signal Posts and Personnel Locators shall be a full-duplex radio frequency link.

	1.4.2.10
	SP_CC: Relay SP GPS Data
	Signal Posts shall transmit its GPS coordinates to the Command Center 

	1.4.2.11
	SP__CC: Relay Distress Signal
	Signal Posts shall relay a distress message from a Personnel Locator to the Command Center.

	1.4.2.12
	SP_CC: Time Stamp Messages
	The Command Center shall time stamp all transmitted messages. 

	1.4.2.13
	CC_PL: PL Identification Info
	At the beginning of each mission, the Personnel Locator shall obtain identification information of the wearer from their RFID badge.  The Personnel Locator shall send this information to the Command Center.
 

	1.4.2.14
	CC_CC: Communicate With Other CC
	Multiple Command Centers within operational range of each other can communicate with one another to augment the number of Personnel Locators tracked. 

	1.4.2.15
	CC_CC: Full Duplex RF
	The communications link between multiple Command Centers shall be a full-duplex radio frequency link.

	1.4.2.2
	SP_PL: SP GPS Data
	Signal Posts shall communicate their GPS coordinates to the Personnel Locators. 

	1.4.2.3
	SP_PL: PL GPS Data
	Personnel Locators shall communicate their GPS coordinates to Signal Posts. 

	1.4.2.4
	SP_PL: Distress Signal
	 Personnel Locators shall transmit a distress message to the Signal Posts if a distress call is activated.  The distress message shall indicate whether the distress call was activated manually or autonomously.  If the distress call was activated autonomously, the distress message shall specify one of the following reasons: horizontal orientation, temperature out of bounds, submerged, or acceleration out of bounds. 

	1.4.2.5
	SP_PL: Periodic Distress Signal
	The Personnel Locator shall send the distress message periodically every 10 seconds if activated until an acknowledgement from the Command Center is received or the distress call is canceled by the wearer.

	1.4.2.6
	SP_PL: Distress Signal Ack
	Signal Posts shall relay acknowledgement of a distress message from the Command Center to the Personnel Locator.

	1.4.2.7
	SP_PL: Time Stamp Messages
	The Personnel Locator shall time stamp all transmitted messages. 

	1.4.2.8
	SP_CC: Full Duplex RF
	The communications link between Signal Posts and the Command Center shall be a full-duplex radio frequency link.

	1.4.2.9
	SP_CC: Relay PL GPS Data
	Signal Posts shall relay GPS coordinates of Personnel Locators to the Command Center. 


L.3 Functional Requirements

List of Requirement
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	2 Functional Requirements
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	2.1 System Requirements
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	2.1.1 Command Center
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	2.1.2 Personnel Locator
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	2.1.3 Signal Post
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	2.1.4 Integrated System Requirements


	2 Functional Requirements

	Text

Defines the system requirements of the Command Center, Personnel Locators, and Signal Posts. It also defines functional requirements of the integrated system. 




	2.1 System Requirements

	Text

Defines the functional requirements of the Command Center, Personnel Locators, and Signal Posts. It also defines functional requirements of the integrated system.  




	2.1.1 Command Center

	Text

Defines Command Center functional requirements. 




	2.1.2 Personnel Locator

	Text

Defines Personnel Locator functional requirements. 




	2.1.3 Signal Post

	Text

Defines Signal Post functional requirements. 




	2.1.4 Integrated System Requirements

	Text

Defines Integrated System functional requirements. 




Table 22:  Functional Requirements
	ID
	Name
	Text

	2
	Functional Requirements
	Defines the system requirements of the Command Center, Personnel Locators, and Signal Posts. It also defines functional requirements of the integrated system. 

	2.1
	System Requirements
	Defines the functional requirements of the Command Center, Personnel Locators, and Signal Posts. It also defines functional requirements of the integrated system.  

	2.1.1
	Command Center
	Defines Command Center functional requirements. 

	2.1.1.1
	Display Real Time Info
	The Command Center shall display real-time accountability and tracking information. 

	2.1.1.2
	Provide Personnel And Enviro Info
	The Command Center shall allow queries to show location, environmental, and distress call status information about a particular Personnel Locator. 

	2.1.1.3
	Generate Reports
	The Command Center shall generate reports.
 

	2.1.1.4
	Store Info On Disk
	The Command Center shall record accountability and tracking information to a disk and stop when the disk is full. 

	2.1.2
	Personnel Locator
	Defines Personnel Locator functional requirements. 

	2.1.2.1
	Unique Id
	Each Personnel Locator shall be uniquely identifiable by using an electronic serial number (ESN)

	2.1.2.2
	Power
	 The Personnel Locator shall operate on battery power.

	2.1.2.3
	Display Battery Charge State
	The Personnel Locator shall display its battery charge state. 

	2.1.2.4
	Display Panic Alert State
	The Personnel Locator shall display its panic alert state.  

	2.1.2.5
	Display Location Status
	The Personnel Locator shall display its location status. 

	2.1.2.6
	Display Signal Strength
	The Personnel Locator shall display its signal strength.  

	2.1.2.7
	PIM Storage
	The Personnel Locator shall have a Personnel Information Module (PIM) capable of storing personnel information. 

	2.1.2.9
	Relay Identification Info to CC
	The Personnel Locator shall relay the information stored in the PIM back to the Command Center. It shall send a message to the Command Center should it lose RFID contact with the PIM indicating that the Personnel Locator has possibly become separated from the wearer.

	2.1.2.10
	PL And Wearer Separated Warning Message
	The Personnel Locator shall send a message to the Command Center should it lose RFID contact with the PIM indicating that the Personnel Locator has separated from the wearer. 

	2.1.2.11
	Determine Position Via GPS
	The Personnel Locator shall calculate its position using trilateration with information received from GPS satellites within 20 meters. 

	2.1.2.12
	Determine Position Via Signal Posts
	The Personnel Locator shall be capable of using the signal posts to determine its position in the event that it cannot receive information from GPS satellites. 

	2.1.2.13
	Determine Ambient Temp
	The Personnel Locator shall be able to determine the ambient temperature. 

	2.1.2.14
	Detect Submerged PL
	The Personnel Locator shall be able to determine if it is submerged. 

	2.1.2.15
	Determine Orientation
	The Personnel Locator shall be able to determine its orientation (horizontal, vertical). 

	2.1.2.16
	Determine Motion
	The Personnel Locator shall be able to determine whether it is in motion.
 

	2.1.2.17
	Determine Stationary PL
	The Personnel Locator shall be able to determine whether it is stationary. 

	2.1.2.18
	Determine Velocity
	The Personnel Locator shall determine the velocity (speed and direction).  

	2.1.2.19
	Determine Acceleration
	The Personnel Locator shall determine acceleration forces in excess of human capabilities.  

	2.1.2.20
	Activate Distress Manually
	The Personnel Locator shall have the ability for the user to manually activate a distress signal.

	2.1.2.22
	Distress Signal Threshold
	The Personnel Locator shall receive from the Command Center the mission specified threshold limits for automatically sending distress signals. This information shall be received upon the Personnel Locators initial connection to the system. 

	2.1.2.23-26
	Activate Distress Automatically
	Activate distress signal if  temperature exceeds the mission specified threshold limit or if its movement has not changed in the mission specified elapsed time limit or  if its orientation has remained horizontal and position static for a duration that exceeds the mission specified threshold limit or  if the acceleration forces upon it exceed the mission specified threshold limit. 

	2.1.2.27
	PIM Storage Min
	The PIM shall be capable of storing 128 megabytes (MB) of information.

	2.1.2.28
	Communicate With PIM
	The Personnel Locator and PIM shall communicate via RFID. 

	2.1.3
	Signal Post
	Defines Signal Post functional requirements. 

	2.1.3.1
	Determine Position Via GPS
	Signal Posts shall calculate their GPS coordinates and elevation by using information from GPS satellites within 20 meters. 

	2.1.3.3
	Relay GPS Data To PL
	Signal Posts shall relay their GPS coordinates to Personnel Locators

	2.1.3.4
	Battery Power
	Signal Posts shall be capable of operating on battery power. 

	2.1.3.5
	AC Power
	Signal Posts shall be capable of operating on alternating current (AC) power. 

	2.1.3.6
	Operation Of PATS
	Each instance of PATS shall operate with a minimum of three Signal Posts. 

	2.1.32
	Acquire SP Elevation
	Signal Posts shall acquire their elevation by using GPS satellites. 

	2.1.4
	Integrated System Requirements
	Defines Integrated System functional requirements. 

	2.1.4.1
	Acquire Signal
	PATS shall acquire signal from GPS satellites. 

	2.1.4.2
	Time Stamp Messages
	Personnel Locator to Signal Post and Signal Post to Command Center messages shall be time-stamped all received and sent messages. 

	2.1.4.3
	Encrypt Transmitted Messages
	Personnel Locator to Signal Post and Signal Post to Comment Center messages shall be encrypted upon transmission. 

	2.1.4.4
	Decrypt Received Messages
	Personnel Locator to Signal Post and Signal Post to Comment Center messages shall be decrypted upon receipt. 


L.4 Non-Functional Requirements
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	3 Non-Functional Requirements
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	3.1 Performance Requirements
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	3.2 Safety Requirements
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	3.3 Security Requirements
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	3.4 Quality Requirements


	3 Non-Functional Requirements

	Text

Defines the performance (ilities), safety, security, and quality requirements of PATS. 




	3.1 Performance Requirements

	Text

PATS shall be reliable, maintainable, available, flexible, and scalable. 




	3.2 Safety Requirements

	Text

PATS shall undergo hazard analyses of the design, hardware, and operation of the system. The results of these analyses shall be documented in the following: 




	3.3 Security Requirements

	Text

PATS shall provide information security for messages passed via radio frequency and for data recorded by the system. 




	3.4 Quality Requirements

	Text

3.4
PATS shall establish and maintain a Quality Management System that complies with the requirements of the International Organization for Standardization’s ISO 9000 Standard Series and associated documentation. The Quality Management System shall be capable of providing adequate assurance that both hardware and software specifications can be consistently met and compliance demonstrated. 




Table 23:  Non-Functional Requirements

	ID
	Name
	Text

	3
	Non-Functional Requirements
	Defines the performance (ilities), safety, security, and quality requirements of PATS. 

	3.1
	Performance Requirements
	PATS shall be reliable, maintainable, available, flexible, and scalable. 

	3.1.1
	Reliability
	The mean time before failure of PATS shall be at least one month of continuous use.

	3.1.2
	Maintainability
	 

	3.1.2.1
	Automated Updates
	The PATS Command Center shall allow automated updates to the operating system software.  

	3.1.2.2
	Unexpected Downtime Recovery
	The PATS Command Center shall be able to recover from an episode of unexpected downtime in less than five minutes. 

	3.1.2.3
	Software Updates
	The PATS Command Center shall allow updates to the PATS software via removable media. 

	3.1.2.4
	Online Software Updates
	The PATS Command Center shall allow updates to the PATS software via Internet. 

	3.1.2.5
	PL Embedded Software Updates
	The PATS Personnel Locator shall allow updates to the embedded system software. 

	3.1.2.6
	PL Maintenance
	The PATS Personnel Locator hardware shall not be end-user maintainable.  A malfunctioning unit must be replaced in its entirety. 

	3.1.2.7
	SP Embedded Software Updates
	The PATS Signal Posts shall allow updates to the embedded system software. 

	3.1.2.8
	SP Battery Replacement
	The PATS Signal Posts shall allow for replacement of its battery. 

	3.1.2.9
	SP Maintenance
	The PATS Signal Posts shall not, aside from its power system, be end-user maintainable.  A malfunctioning unit must be replaced in its entirety. 

	3.1.3
	Availability
	PATS shall have a minimum availability of 99.99% over a seventy-two hour continuous use period. 

	3.1.4
	Flexibility
	 

	3.1.4.1
	Command Center Technology
	The Command Center shall use a standard x86 personal computer hardware and operating system, providing a simple technology upgrade path.

	3.1.4.2
	Signal Posts Mobility
	The Signal Posts shall be moveable by an average human being, providing flexibility in setup and mobility. 

	3.1.5
	Scalability
	 

	3.1.5.1
	Tracking 750 PLs
	A PATS Command Center shall allow for tracking of between 1 and 750 Personnel Locators.

	3.1.5.2
	Multiple Command Centers
	PATS shall allow for multiple Command Centers to work cooperatively in support of tracking more than 750 Personnel Locators, limited to 750 Personnel Locators per Command Center.

	3.1.5.3
	Minimum Number Of Signal Posts
	PATS shall support the ability to use more than the minimum number of Signal Posts. 

	3.1.6
	Durability
	

	3.1.6.1
	Personnel Locator Durability
	PATS Personnel Locators shall be MIL-STD 810 compliant.

	3.1.6.2
	Signal Post Durability
	PATS Signal Posts shall be MIL-STD 810 compliant.

	3.2
	Safety Requirements
	PATS shall undergo hazard analyses of the design, hardware, and operation of the system. The results of these analyses shall be documented in the following: 

	3.2.1
	PATS Preliminary Hazard Analysis
	This analysis shall be completed prior to the preliminary system design review. It is necessary that the results of this study be incorporated, as far as possible into the final detailed design. 

	3.2.2
	Subsystem Hazard Analysis
	This analysis shall be completed prior to the detailed design review.  

	3.2.3
	Operational Hazard Analysis
	This analysis shall commence after design is complete and be delivered prior to the start of the PATS System Integration tests. 

	3.3
	Security Requirements
	PATS shall provide information security for messages passed via radio frequency and for data recorded by the system. 

	3.3.1
	RF Communications
	PATS shall encrypt all personnel data passed through RF messages using the Rivest, Shamir, and Aldeman (RSA) 256-bit or stronger encryption. 

	3.3.2
	Physical Media / Storage
	 

	3.3.2.1
	Encryption
	The PATS Command Center shall encrypt all personnel data residing on system hard drives using AES-256 or stronger encryption algorithm. 

	3.3.2.2
	RAID
	The PATS Command Center shall use RAID hard drive redundancy to mitigate against a single hard drive failure. 

	3.3.2.3
	Authentication
	The PATS Command Center shall require a user login to access the system. 

	3.4
	Quality Requirements
	PATS shall establish and maintain a Quality Management System that complies with the requirements of the International Organization for Standardization’s ISO 9000 Standard Series and associated documentation. The Quality Management System shall be capable of providing adequate assurance that both hardware and software specifications can be consistently met and compliance demonstrated. 

	3.4.1
	Hardware Quality
	PATS hardware shall undergo factory acceptance, environmental, electrical, and safety testing.  

	3.4.2
	Software Quality
	PATS software shall undergo unit, component, system, integration, and regression testing to ensure. PATS software shall be reviewed and inspected by peers and review packages shall be generated. There shall be a mechanism to correct and document software defects.   


L.5 Modeling Behavior
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Figure 28:  Identify PL User Activity Diagram
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Figure 29:  Determine Position Activity Diagram
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Figure 30:  Provide Communication Services Activity Diagram
[image: image72.png]‘act [Activity] Provide Tracking Services [ [ Provide Tracking Services U

<blocios = <blocio = <blocios =
Personnel Locator signal Post Command Center

Y Receive PL and
SP Coordinates
I

! - \
ReiaypL |~
Sena pL Coprdinates to
oordratesto | — — Commana Track L
R poscs” Center Movement

Signal Posts.





Figure 31:  Provide Tracking Services Activity Diagram
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Figure 32:  Provide Reports and Statistics Activity Diagram
APPENDIX M :
DODAF VIEWS
M.1 Operational Views

OV-1:  High Level Operational Concept
OV-1 shows the high-level graphical description of the operational concept of PATS.
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Figure 33:  OV-1 High Level Operational Concept – Land Based 
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Figure 34:  OV-1 High Level Operational Concept – Maritime
OV-5:  Operational Activity Model
OV-5 shows the capabilities, operational activities, relationships among activities, inputs, and outputs of PATS. Overlays can show cost, performing nodes, or other pertinent information.
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M.2 System Views

SV-1:  System Interface Description
SV-1 shows identification of systems nodes, and system items and their interconnections, within and between nodes.
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SV-2:  Systems Communications Description
SV-2 shows system nodes, systems, and system items, and their related communications lay-downs. 
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M.3 Technical Views


TV-1:  Technical Standards Profile 
TV-1 shows listing of standards that apply to Systems View elements in a given architecture.

	Technology Service Area
	Technical Service
	Standards

	Access Control


	Data Encryption
	AES-256

	
	Authentication
	ESN

	Environmental Engineering
	Packaging
	MIL-STD-810F

	Database Management System
	Data Storage
	Oracle RDBMS

	System Integration
	Data Transfer
	ZigBee/ RF


M.4 All Views


AV-1:  Overview and Summary Information
AV-1 shows scope, purpose, intended users, environment depicted, and analytical findings of PATS.
	AV-1: Overview and Summary Information

	Architecture Product Identification 

	Architecture Product Name
	PATS - Systems Engineering Capstone Project

	Architect 
	George Mason University Students

	Organization Developing the 
Architecture 
	GMU Systems Engineering Department

	Assumptions and Constraints
	* GPS will remain available for non-military use.
* No legal issues exist
* No political issues exist

	Approval Authority
	GMU Systems Engineering Faculty

	Date Completed
	17-Dec-09

	Scope

	Views and Products Developed
	*  DoDAF Views: AV-1, AV-2, OV-1, OV-5, SV-1, SV-2, TV-1
*  SysML Diagrams: package, requirements, block definition, internal block, activity, use case, and class diagrams

*  System Requirement Specification

*  Cost Model 

*  Lifecycle Schedule

	Organizations Involved


	    * Firefighting Departments
    * Maritime Search and Rescue Organizations
    * Military 
    * Natural Disaster Response Organizations
    * Multi-Agency Task Force 

	Purpose and Viewpoint

	Purpose






	Through the use of existing GPS technologies, combined with an application specific backup radio frequency (RF) trilateration system, PATS will provide a durable, ad hoc scalable, real-time tracking and accountability system. The main function components are a Personnel Locator which is carried by the person to be tracked, a Command Center which provides situational awareness through the display of personnel accounting and tracking information, GPS satellites for global coordinate location information, and Signal Posts that provide a RF-based tracking system as a backup to the GPS system.

	Analysis

	Refer to:
* Stakeholder Analysis section
* Competitor Analysis section
* Tradeoff Analysis section
*Breakeven Analysis



	Context

	Mission
	An automated, scalable, and durable personnel accountability system with tracking capabilities could be an attractive product in many different domain applications, ranging from civilian to military

	Rules, Criteria, and
Conventions Followed
	• Architectural Views consistent with DoD Architecture Framework Version 1.5
• System Modeling using SysML

	Tools and File Formats Used

	Tools
	MagicDraw (SysML and DoDAF plugins) – Microsoft Office 2007 – Microsoft Project – Stakeholder Circle – WireframeSketcher – SecureShell Client – CostXpert – DPL – Google Sketchup – Adobe Illustrator – Adobe Photoshop – Eclipse 
*.mdzip: Zipped MagicDraw Project File
*.da: DPL Cost Model File
*.cst: CostXpert Model File
*.mpp MS Project File

	Findings

	Analysis Results
	The results of the competitor, tradeoff, breakeven, and stakeholder analyses are available in the final report.

	Recommendations
	Recommendations for further study are provided in the final report


AV-2 :  Integrated Dictionary
AV-2 shows architecture data repository with definitions of all terms used in all products.
PL: Personnel Locator
CC: Command Center
SP: Signal Post
ESN: Electronic Serial Number
GPS: Global Positioning System
GUI: Graphical User Interface
AC: Alternating Current
RF: Radio Frequency
PIM: Personnel Information Module 
MIL-STD 810F: Department of Defense Test Method Standard for Environmental  

Engineering Considerations and Laboratory Tests [21]

APPENDIX N :
USER INTERFACE MOCKUPS
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Figure 35:  Login Screen
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Figure 36:  Nominal Operation
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Figure 37:  Nominal Operation - Tooltips (1)
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Figure 38:  Nominal Operation - Tooltips (2)
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Figure 39:  Distress - Manual Trigger
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Figure 40:  Distress - Auto Trigger
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Figure 41:  Personnel Report
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Figure 42:  System Diagnostic Report
APPENDIX O :
PATS RFID TECHNOLOGY
RFID involves detecting and identifying a tagged object through the data it transmits. RFID consists of a tag (transponder), a reader (interrogator) and antenna (coupling devices) located at each end of the system, as shown in Figure 43 [1]. The data transfer between the tag and the reader is referred to as coupling and in most RFID systems coupling is either electromagnetic (backscatter) or magnetic (inductive).
[image: image87.png]



Figure 43:  RFID Components
Tag

The tag holds the data that is transmitted to the reader when the tag is interrogated by the reader. The tag used in PATS is an active tag that has an integrated circuit (IC) and a memory to store the personnel information.

Reader

The reader is a component that captures and processes tag data. The reader has an interface to the Personnel Locator’s processor. The Command Center also has  a reader component that is capable to write data to the tag at anytime in the life cycle of PATS.

Antenna

The antenna provides the mechanism in which a data communication occurs between the reader and the tag. Both the tag and reader will have an antenna. 

Operating Frequency

The operating frequency at which a tag and a reader communicate is a key aspect in RFID technology. Frequency of operation can vary based on the application, standards, and regulations. Data transfer speed depends on the frequency. The higher the frequency, the faster the transfer of data. Figure 44 illustrates some applications and their operating frequencies [1].

[image: image88.png]Frequency
Low Frequency (LF) Less than 135KHz

High Frequency (HF) 13.56 MHz

Ultra High Frequency (UHF) 433 MHz
and 860 to 930 MHz

Microwave 2.45 GHz and 5.8 GHz

Key Characteristics
* Inuse since 1980s and widely de-
ployed
* Works best around metal and liquid
* Lowest data transfer rate
* Read range measured in inches

* Inuse since mid 19905 and widely de-
ployed

* Common worldwide standards

* Longer read range than LF tags (3+
feet)

* Lower tag costs than LF tags
+ Poor performance around metal

* Inuse since late 1990s

* Longer read range than HF tags (10+
feet)

* Very long transmit ranges for active
433 MHz systems (up to several hun-
dred feet)

* Gaining momentum due to worldwide
retail supply chain mandates

* Potential to offer lowest cost tags

* Incompatibility issues related to re-
‘gional regulations

+ Susceptible to interference from liquid
and metal

* Inuse for several decades
* Fast data transfer rates.

* Common in active and semi-active
‘modes

* Read range is similar to UHF

+ Poor performance around liquid and
‘metal

Typical Applications
* Animal identification
* Industrial automation
* Access control

* Payment and loyalty cards (Smart
Cards)

* Access Control
* Anti-counterfeiting

* Various item level tracking applica-

tions such as for books, luggage, gar-
ments, etc.

* Smart shelf
« People identification and monitoring
« Supply chain and logistics such as:

« inventory control

+ warehouse management

« asset tracking

* Access Control
* Electronic Toll Collection
* Industrial Automation





Figure 44:  Characteristics and Applications of Most Popular RFID Frequency Ranges
RFID COTS System Software and Middleware

PATS uses COTS System Software and Middleware. The System Software is responsible for the interaction between the reader and tag. It allows the reader to read and write tag data and it provides error and collision detection as well as encryption and authentication functions. The Middleware manages RFID data flow between the reader and the tag and it monitors the health and status of the reader.

Command Center COTS PC

The Command Center uses commercial of the shelf personal computer (COTS PC) and it hosts the main software application that accounts and tracks personnel. 

Command Center Accountability and Tracking Software

The Accountability and Tracking Software leverages the data generated by the Personnel Locators and Signal Posts. 

ZigBee RF Module
The Personnel Locators and Signal Posts use a COTS Low-Power RF System-on-Chip ZigBee module that consists of a location engine and a temperature sensor that is capable of achieving several hundred meters of range [24]. This module is IEEE 802.15.4 compliant and has the benefit of adjacent channel rejection capability, shorter location calculation time, lower current consumption, long battery lifetime, and more CPU time for the application. This module is capable of operating in an interference prone environment.
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