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Bottom Line Up Front and Agenda
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Problem Statement
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Mission Statement and Sponsor

Team BM-EA is chartered to investigate existing biometric implementations to 
assess barriers to biometric enterprise integration. Team BMEA will produce “As-
I ” bi i hi l i h h i l d fi i l ( i )Is” biometrics systems architecture along with technical and financial (economic) 
performance models. Results are compared to prospective “To-Be” technical and 
financial (economic) models and results.

Our sponsor is Noblis, Inc., is a nonprofit science, technology and strategy 
organization helping clients solve complex systems, process and infrastructure 
problems to benefit the public. We have partnered with them through Mr. Nat Hall, p p p g ,
a Noblis employee and has colleagues interested in engaging our team for 
biometric systems architectural analysis. 
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Stakeholder Community

Team BM-EA  (mason.gmu.edu/~mluckey1) 5



Stakeholder Needs Assessment and Value Mapping
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Top Priority “ilities”

1 Flexibility The architecture shall enable control of accuracy throughput1. Flexibility – The architecture shall enable control of accuracy, throughput, 
response time, and technology used.

2. Interoperability – The architecture shall provide simple, decoupled transition  
interfaces allowing plug n play designsinterfaces allowing plug-n-play designs.

3. Match Performance – The architecture shall enable high match accuracy in 
large-scale, high volume biometric transaction systems and encourage 
research towards continued improvementresearch towards continued improvement.

4. Open Architecture – The architecture shall encourage non-propriety solutions 
and discourage Monopolistic behaviors to continually improve RO Algorithm 
Flexibility – The architecture shall provide low cost transitions among matchFlexibility The architecture shall provide low cost transitions among match 
algorithms.

5. Security – Biometric and other identifying data shall remain secure

6 A t bilit P t h l h ll b d6. Acceptability – Proven technology shall be used

7. High Availability – Architecture shall enable 99.9% (“three nines”) or 
Approximately 8 hours per year maximum downtime
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Project Definition

Team BM EA’s project provides results that serve to establishTeam BM-EA s project provides results that serve to establish 
parameters for indicating non-vendor specific, non-proprietary flexible, 
scalable prospective biometric implementations within either an existing 
or prospective enterprise. Specifically Team BMEA:y

−Investigated alternatives to biometric system enterprise integration barriers

−Investigated alternatives for flexible, interoperable, scalable and open solutions

P id tt f i t t d d b d t d t h−Provides a pattern for non-proprietary open-standard based access to vendor match 
and search algorithms

Team BM-EA  (mason.gmu.edu/~mluckey1) 8



Operational Context
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BMEA As-Is Implementation Diagram
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BMEA To-Be Implementation Diagram

Team BM-EA  (mason.gmu.edu/~mluckey1) 11



System Engineering Approach
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Modeling and System Engineering
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CORE (Technical Model)
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CORE Model
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CORE Model
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CORE Model
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CORE (Enhanced Functional Flow Block Diagram)
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Architectural Choices
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Architectural Choices
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Modeling Tools: COCOMO
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Modeling Tools: COCOMO
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Modeling Tools COCOMO
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Modeling Tools COCOMO
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Modeling Tools DPL 7
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As-Is Results
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Border Crossing (Hypothetical Biometric Application)

Baseline Volumes Determined 
from Open-source Literature

Simulation Scaled to 10% ofSimulation Scaled to 10% of 
Transaction Volume

Staff and Biometric Hardware 
sized to Obtain Reasonable 
Performance 

Each Run Simulated for FiveEach Run Simulated for Five 
Days

AAPPLICATIONPPLICATION CCOUNTSOUNTS BASEDBASED ONON OOPENPEN--SOURCESOURCE RRESEARCHESEARCH
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Transaction Flow through the System

Simulation Process Flow (Border Use Case)
Time DistributionsTransaction Flow through the System
New Transactions:

Poisson Event Distribution

Automated & Human Processes:

Time Distributions

Gamma Distributions

Performance Measures
1.  Match Accuracy

% Unusable Images
% Matches Found
% False Matches

2.  Match Transaction Throughput

3.  Match Result Response Time
Average Response timeg p
Maximum Response time
Priority Transaction Response
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Major Resources and Process Schedules -- Baseline Run
(Hypothetical Border Application)
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Process Transaction Queues w/ Priority Transaction Based Queuing
(Gamma Distributions for all Processes)

Team BM-EA  (mason.gmu.edu/~mluckey1) 35



Performance Simulation Overview Animation
(Hypothetical Border Application)
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Biometric Transaction Performance Modeling
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Highlights of Performance Simulation Findings

CCONCLUSIONONCLUSION:  :  FFLEXIBLELEXIBLE AARCHITECTURERCHITECTURE AADDRESSESDDRESSES SSHIFTINGHIFTING GGOALSOALS
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Future Activity 

Survey current and future large scale biometric applicationsSurvey current and future large-scale biometric applications

Implement our models to predict system performance applications

Provide additional guidance to designers seeking to size implementations

Further explore agent-based architecture and compare performance
Refine Cost model with real world enterprise cost data

Enter into COCOMO II or other estimating tool−Enter into COCOMO II or other estimating tool
−Conduct Additional Sensitivity Analysis

Create and stress test prototype reference environment

TTHISHIS ISIS ONLYONLY AA STARTSTART
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